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Abstract Industrial Internet of things (IIoT) devices encounter problems such as data authentication
and privacy protection when collecting and storing data through the cloud. Attribute-based signature
(ABS) can not only realize the data authentication, but also protect the identity privacy of the signer.
In the existing server-aided ABS (SA-ABS) schemes, the computational overhead of the signer and
the verifier is reduced with the help of the server, and the security of the server-aided verification
phase is guaranteed by the defense of collusion attack of the signer and the server. However, none of
the existing SV-ABS schemes can verify the validity of partial signature generated by the server,
which will lead to a potential risk of partial signature forgery by the server. To overcome this
challenge, a novel server-aided and verifiable ABS (SA-VABS) scheme is proposed in this paper,
which not only reduces the computational overhead of the signer and the verifier, but also ensures the
security of the server-aided verification phase by resisting the collusion attack of the signer and the
server. The most important is that the scheme could verify the validity of partial signature generated
by the server, so as to ensure the security of generation phase of the server-aided signature. Finally,

our formal security analysis verifies the security of the SA-VABS scheme, and simulation experiments
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as well as comparative analysis indicate that the SA-VABS scheme improves security while ensuring

efficiency.

Key words attribute-based signature (ABS); server-aided (SA); collusion attack; verifiable; privacy

protection
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Brorassssoss, JRIA HEEE 09 8 P K i n) 45
P AT AT A5 B BT LR AT 42 19 SA-VABS Jr %8 52
BT RE 441

6 [EREWM

AT FER AR SA-VABS £ 5 H A1 3
ot 75 5 N DI RE A58 0T 8 J7 10 AT R LU de Je R 7
FHEAT T PERESI T
6.1 IhREXTLEL

%2 K P B SA-VABS J5 % 577 % OABS-
1'%, SA-ABSR"™ , SA-ABS™ #E AT T Dy g X Le. 78
% 2 1, SAS Secure 1 SAV Secure 4 H| FE /R TE SA
B4 A Y BOA SA IR B B 15 I 2L A kL SA-
Sign Ml SA-Verify 433l K78 5 21625 44 F1 B B B
s SA ER. EHNETREAY I.ITE
OABS-II'" HURAE 2 4 77 AL B B iz ] SA HiR 3
SR % SA-ABSRUY I SA-ABSU FE S 4 7 A R
TEBT BRI R T SA HOR  (HZ BT BEX #7345
Z WA SO HEAT S5 E DY RE HR AT IR 55 4% X & 43
g hk i B 5 % SA-ABSR™ R RE R & £
AR 55 i R AR 2 T LU Y SA-VABS
7 SRAEAE 47 HE A I B Bz T SA BOR T
HLAT LIRS 4 & F e 55 45 19 3L Bl #3022 110
Je T LUK 20 28 44 1A APk HE AT B0 R . TR BT T
2 55 4 %5 oy %5 4 1 D e AT A O7 S AR E T
SA 477 A AR IR [y B 9 22 4, i DL RATT 9 O
FA U4

Table 2 The Functional Comparison of Four Schemes

R2 4TI EMTIBERT L

Scheme  SAS Secure SAV Secure  SA-Sign  SA-Verify
OABS-11 X J X
SA-ABSR X X J J
SA-ABS X N N N,
SA-VABS N, N, N N

Note: “~/” means that the requirement is met; “X” means that

the requirement is not met.

6.2 HEFHITLE
% 3K M SA-VABS %5 OABS-IIMY,
SA-ABSR"™, SA-ABS" JE 47 T HF 5 I 8 1 X L.

Key.Gen, Sig.Gen, Verify 7 B R R & Z 4 7=k &
A7 A UL PSS UE TSR e RN d A R OR
B EE s M MEEELE S E.P.H 405
FRIRBOB 5 N X 12 5 LA K Hash iz 55 i
)7 #E R TS IT 89, 3R 3 AT LU H AT 7 3
TE 2 40 4 7 A D5 TG T A U 58 5 76 48 44 Bk Jy Tl
AT 7 % 5 BB 7 & SA-ABST R
Table 3 The Computational Overheads Comparison

®3 HHEAHITE

Scheme Key.Gen Sig.Gen Verify
OABST  3(n+d+1DE  Q2u+2)E  n+2DE+3P+H
SA-ABSR  (6n-+3)E (2n+3)E AE
SA-ABS  (d?+3d+2E 5E AE+P
SA-VABS  (n+DE @n+3E {E+P

Note: E means the time consumption of an exponentiation;
P means the time consumption of a pairing operation;

H means the time consumption of a Hash computation.

6.3 TMEEESHT

LESEE F, B A1 A JPBC (Java pairing based
cryptography) FEPH £ 3 4 Intel Core i5-7440HQ
2.8 GHz AL BHARF1 8 GB WAF Y WINDOWS # 4t I
PEATOF B S B Ad ) type A 2T i XULR 1 X 75 S5k
F, PHEMREZE v =2+ .
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Fig. 2 Time comparison of signature key generation
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Fig. 3 Time comparison of signature generation
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