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Abstract Homomorphic encryption allows evaluation on encrypted data, and it is an important
encryption technique to realize data privacy security in cloud computing, big data and machine
learning. Constructions of fully homomorphic encryption employ a “bootstrapping” technique, which
enforces the public key of the scheme to grow linearly with the maximal depth of evaluated circuits.
This is a major bottleneck with regards to the usability and the efficiency of the scheme. However, the
size of the public key can be made independent of the circuit depth if the somewhat homomorphic
scheme can securely encrypt its own secret key. Achieving circular secure somewhat homomorphic
encryption has been an interesting problem which is worth studying. This paper presents a circular
secure public key homomorphic encryption scheme using noise flooding technique, and gives the
security proof and parameter setting; furthermore, by introducing the refuse sampling technique, an
optimized circular secure public key homomorphic encryption scheme is given, and the system
parameters are reduced from the super polynomial level to the polynomial level, which greatly reduces
the public key and ciphertext size. And then the computational complexity of ciphertext evaluation can

be effectively improved and the performance of homomorphic encryption scheme be improved.

Key words homomorphic encryption; circular secure; learning with errors problem; noise flooding

technique; reject sampling
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B o A R AR R s.eo< Dy, 3T by =a,s +
teo s Jr B FAAEH sk=s FIANEH pk=(a,.b,).

3) KDM.Enc (pk,m). %t FIHE m €R, , &1
WM A L e=(coscisrrcy) ERIT
D HE a;,=aev; tte, , P v, ,e;< Dy ,.

@ R#f e, <Dy, EERM <Dy, I LU

DZ”-,D'/
Dz s
{(Ca;=aov; tte; sb;=bov, +Ftel)} im0,
@ TR m I I B %S

4{%% 'H‘;%; ZJi:b(>Ui+f€; 938 d ST IJTH

co=b,+m,
c;,i=b;1—a;si=1,2,,d—1,
Cqg="ay.

4) KDM.Dec (skyc). % s=(1os' oo ys59) 1A

d

Ceosy = Docos’s M [ <evsd << ql2 Wi 55 IF 5
i=0

i

m=<¢,s> mod t.

5 HFRIE

AR SCHE T M P B BRI T IR A i )
[ 25 5 58 O 4 R T 2 A YRR WA S RO L
— B YR AR 2 R B BRI BIIE 6 % 4 ) A 25
I I SRR T ik R 4 T AR A AR B 2 e A
TN J7 58 L A5 2R G0 2 KONl 22 330 5 40 I A 31 22
G AR T o> B RS 5 SO

73— 75 i - i T AR 4R HOR B R S B
ST A AR R R 2 B B ] 250 4 7
F8 R S T 9 S A T AN 2 B 9 SO A R
T A1 9 757 5 K 3 SCORUASE DA 22 30T 2 20 I A1 31 22 0
G R AT LAY R0 A 2 5002 3 9 T 5 S 1k
ST o 2 T HE 260 2R R B AR 3 A9 8 3 22 e [
AT R BA AT Ee.
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