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Abstract It is critical to catch and apply the vulnerability fix patches in time to ensure the security of
information system. However, it is found that open source software maintainers often silently fix
security vulnerabilities. For example, 88% of maintainers delay informing users to fix vulnerabilities
in the release notes of new software version, and only 9% of the bug fixes clearly give the
corresponding CVE 1D, and only 3% of the fixes will actively notify the security service provider in
time. In many cases, security engineers can’t directly distinguish vulnerability fixes, bug fixes, and
feature patches from the code and log message of patches. As a result, vulnerability fixes can’t be
identified and applied by users timely. At the same time, it is costly for users to identify vulnerability
fixes from a large number of patch submissions. Taking Linux as an example, this paper presents a
method of identifying vulnerability patches automatically. This method defines features for the code
and log message from patches, builds machine learning model, and trains to learn classifiers that can
distinguish vulnerability patches. Experiments indicate that our approach is effective, which can get

91.3% precision, 92% accuracy, 87.53% recall rate, and reduce the false positive rate to 5.2%.

Key words identify vulnerability fix patches automatically; security vulnerability fixes; Linux

kernel; machine learning; open-source software community
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F10 o Ji 4 4 % U5 AR SR 148 ok (3 O B 4.
TR AR S LA T 4 I (merge) B9 77 3 & B AL
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https://github.com/torvalds/linux

O

HEHLCommit
Hash ID

MIRHS 6 e
PR T

 %Hash 1D
AN
(=]

TR

Fig. 1 Continuously collect and label vulnerability fix patches of the Linux kernel

1 RFEUE AR TE Linux MAZRIRAE 40 T

D M NVD i 5 A 3 T 8 NVD 22 4 s i %2
s B R —IK.

2) Bda L JSON #% A7 fifk, DL 44 7 8 “ CVE
Ttems” 1Y JSON H2H 48 B, 5021 19 B — 2 — > 9k
BN % 2T A S . K 2 & —4 CVE Item #%
A 2T By i 3 BB Y R B A R
o B

3) LT CPE™ “cpe23Uri” 5 B ] B % I
&5 )& F linux_kernel.

4) 3 AT references” 5 B (1) i A7 i 3, PG
Ji J& 75 £ 1F “ git. kernel. org” B “ github. com/torvalds/
linux” [y url, 42K A W) 35 W] A] e 5 4t 1 b T 6 4.
“references” ¥ Bt — M A 230, & 1 38 1% T T 1% 0 1Y
PR N ESUAE (R

5) i A IR A A4 T URL. 42 BCH: 5 Commit
Hash ID 7Bt Linux W git & HALHE G,
AR commit &b T HE3E X R — 4~ ME— ) Hash ID.

6) i jd Hash ID M Linux W40 F T
(Linus Torvalds 4E4) $2 BUH B A #h T .

“CVE_Items”:[{
“eve” |
“CVE_data_meta”:{
“ID”.“CVE-2020-11609"
}
“references”: {+*

“url”; “https://git. kernel. org/ cgit/linux/kernel/ git/torvalds/
linux. git/commit/? id=485b06aadb933190f4bc44e006076-
bc27a23f205”,

}
}s
“configurations”: {
“nodes” ;[ {
“cpe_match”: [{“cpe23Uri”: “cpe: 2. 3: o: linux: linux _
kernel: % ;% ;% ;% ;% ;% %, %7} ]
}...]
Yy
“impact”; {+*
“baseMetricV2”{“baseScore” :4.9,}

Fig. 2 An example of CVE security vulnerability
A2 —4 CVE % 4R

7D Un SRR B R AR AT — A T 19 2 4 T i
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Hash 1D 72 %54 &L
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SR AR IR AN T AR B R B PR S
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2.1.2 WRARIEIIREM Bug B4 T Y7k

PR3 A S W WY M S 2 2 4 T B 52 1) b
TH 7B AR AT DL B A 2 P BB 1Y SR B4l Bug &
AN T X SE R T 5 J5 S8 — bR i 4 “nonvulns”.

AR BIHA 1Y Bug 8 2 40 T« 15 Yol i “ fix (fix
MIR A 16]) 7 33 I Log message 4] 25 0 2 , 4R )5 4
R AT 22 4 IR OB O HE 7 b T, SR 5 S B 4
TERW AN T 2 AR TE AN T, 55 B R 3 A 51
LN EESE AN T

U 4E Ty BE 1 58 #b T : Log message H ¥l Add
support,Clean,Clean up,New feature 2§ S, [F]
WA & TR I % 2w B 2 . Bug BE AT
2.1.3 WEERIRIEAT

W AR TV MU 22 A I TR BR T\ Bug B E AR )
RERG IR AR IE R A T X KA T W 40 K bn i N
“unknowns”.
2.2 HFEE X SHFERE

MK 3 fr R #28 % Linux N 1B E CVE-
2020-11494 £ 4P il B9 #h T . 0 LU H%AN T IR R
AT ) N 2R AR B T A
Log message 3CF UL AR 4> (17 @ ~ O B ) A
BRI AT~ @ Fr 7)) B # & ARIES 5
AR AR KLU T8 L 22 AR R 5 BRI o ol E
SCFRRAE 430 45 R AE 42 SO 5
2.2.1 AT AR EL

P 3 47 @~ @2 AR FE . HE AR 19 2 5 F 4%
AP AT @ ~ @ 4 B B — A R S
PF2 5 3T R 4 B B3k Chunk) s B DL @
@..@@" Ik g5 BB B0 R AT (4 — 7 Rm 3B
BCHTRRAS 47 3R SCAHE BROUS OAS . AT 148 JHIR
B TAT) AUAT I S BT SCCBRIA I AH AR 1Y R
JG 347) . =" P Sk R M BR 9 AT 47 T Sk Rom 1
IRAT. e B 3 R 2 B, i 2 AT O ~
GYFNAT Gh~ @D A SC A FY ik e 4 g SCH JEAb T 1Y
ARA PR 43 R FFAIE.

@D commit b9258a2cecedecl{020715{e3554bc2e360{6264
@ Author:Richard Palethorpe{rpalethorpe@ suse.com)
® Date:Wed Apr 1 12:06:39 202040200

@

®  slcan:Don’t transmit uninitialized stack data in padding

®

@  struct can_frame contains some padding which is not explicitly
zeroed in

sle_bump. This uninitialized data will then be transmitted if
the stack

initialization hardening feature is not enabled(CONFIG_INIT _
STACK_ALL).

©®

@  This commit just zeroes the whole struct including the padding.

@

@  Signed-off-by:Richard Palethorpe{rpalethorpe@ suse.com)

@  Fixes:al044e36e457 (“can: add slcan driver for serial/USB-
serial CAN

® adapters”)

@®  Reviewed-by:Kees Cook<keescook(@chromium.org)

@  Cc:linux-can@vger.kernel.org

®

@©  Signed-off-by:David S. Miller{davem(@ davemloft.net)

@

@) diff ——git a/drivers/net/can/slcan.c b/drivers/net/can/slcan.c

@ index 086dfb1b9d0b..91cdcO0a2bla? 100644

@ — — —a/drivers/net/can/slcan.c

@ -+ + +b/drivers/net/can/slcan.c

@ @@—148,74+148,7@@ static void sle_bump(struct slcan *sl)
@ u32 tmpid ;

@ char * emd =sl —=>rbuff;

@

@ — cf.can_id =0;

3 4+  memset(&.cf, 0, sizeof(cf))}

@

[2) switch( * emd ) {

@ case ‘r’:

& @@ —187,8+187,6@ @static void slc_bump (struct slcan * si)

3 else

@ return;

@

® —  x(ub4 *)(&cf.data)=0; | * clear payload */

® —

@ | * RTR frames may have a dlc >0 but they never have any
data bytes */

@ i1 (e focan_id & CAN_RTR_FLAG)){

(@) for(i=03i<<cf.can_dlc;i++){

Fig. 3 A patch example fixing vulnerability
CVE-2020-11494
B3 —A CVE-2020-11494 il &2 %N T 6+

LR AT TRA XN A AT G Rt st T 1
RAFSEUERFFE 1 X SE S R B DI REAN T Bug
R AT % AT b TR AR A8 L 7R AR 22 07 T
CInSCPFEBCE: Rl e A T = AR KRB SEit 1Y
2250 G R B A B A T R B AN T HE /N
AR /A B9 322 B8 A A 1) SR 3 AR S AP JR S
BN B SR/ | BR BUR AR D SRR AR AR SCLR 5 A
KWW A B G HLAFT Linux N % 4l
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Fig. 4 Flow of feature extraction for commit log messages
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AGLEA TFIDE) ARSI d; S BUR REAE 7R
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TFIDF,= || [TFIDF, ,TFIDF -,
TFIDF, .~ TFIDF ]| ., 4
o V=|Vocabulary | =50, £ A & /3 & TFIDF ;
H
TFIDF,;,=TF,; XIDF;, (5
Horp TF 238l Bn) j 7E 30 o P B B

MR AT 4) 5E /W T X Log message CHY Y
R AE B, S 50 AFRAE L B Log SCRH 50 ZEHY
li g 7 1) f AN 23 B R M SRR B9 TEF-IDE i
R,

2.3 miEAT D ER[EE

W AR 1 I 25 A 4R A0 45 AR 1 2O % (vulns,
nonvulns) Fl & #5 VE $ 6 4£ Cunknowns) , H H1 £ b5
TE R HO T 22 1 b VRO 2 L R AT 2% R IR
2 5B (semi-supervisied) fY Co-Training™ ! J5 #%
B vulns ML IE R 5L P4 nonvulns (3 4%
DIRE AN 2R Bug 18 540 TO B9 0 8 s N
unknowns M RAR LG L UL P AN ML T bR
ERRE L.

S 1A T NS AT UM %2 A R AN T ok 2K A
MR  IZFEPAT R P RATRE ne=2.ny=4,
ny=280,iter =30; 55 2 R i 5k 1 % 1953
e SRR S e o SN a3 A
EET AT B Code FRAEYIZR AN EE T 40 T B9 Log ##
TEVINZRA5 2 A B E 3R T AE T000 41 35 By Be 4n fof %%
B 2 ADrRAE 1 DG L R T 5
HKiw.

TER SR IE P A [begin: end JHRAE & MURFAIE
BN begin 51 IF 4h 3 end 45 4819 & 43 4F
fif send K38 E R /R B 7 ¥ 45 B L begin K 8 E R R
T F) TF 3k 5 58 12 v JH B Y - 43 26 A AL 2 T
SVM LinearSVC™ ¥4 3 .

BiE 1L BRI 2R R

A XL NARIEFEAS .y WA T FEA IR . XU
HARBREREAR snp AR LA LGN XU PR
AR TE N IEAEAS BB 0 O BOH AR 3 D T 4
oy RARIRTEREAZE ol KN, iter Rl 215 AR
TR

fanth s clfCode & FAM T 9 ACHS R Ak VIl 25 1 43
H . clfLog AN T W Log FRAFEHE N2 Y 43 2K 3%

@O FUNCTION: runTrain (XL, y, XU, np,

nxsnysiter) | x BN T B RFAE 4 3 R
Code F1 Log FRIE4E = |
@ XLCode=XL[0:CodeFeatureCount ],

XLLog =XL[ CodeFeatureCount : |3
[ * ffi [l SVM LinearSVC ## #) 4 1k 4%
Fedw x|
@ clfCode<LinearSVC ,cl fLog<LinearSVC;
@ ¢ =03 [ * Co-Training Yl Zx 3= 10 W B3t %k
e/
® UP< W XU BEHLIC nu A~ IC 5 A4 LR vhith
© WHILE(c<iter It H XU 4E75)[ * 4TI
A HIAN T 19 Code FAEEEYN R0 245 = |

@  clfCode<Train(clfCode,XLCode ,y) ;

[ % AN T Y Log FeiE 4RI 2012 « /

® clfLog<Train(clfLog .XLLog .y);
| * Code 43 &A% W 7 FEA g Tty = /

©®  yPredByCode<Infer (clfCode ,UP[0;
CodeFeatureCount 1); | * Log 4y 25 4%
Xof A A AT > /

@©  yPredByLog<-Infer(clfLog ,

UP[ CodeFeatureCount : ]); | * F Code
HEPBRUE np DIEFEAR g DN IFEAR =/

@  (Pc,Nc)=<label (yPredByCode snpsny
UP); | * [l Log #EHARTE np AN IEREAR,
nx DA *

@  (Pl,Nl)<label (yPredBylog ,np,ny s
UP); |« AR EREALE, 3L 2 (np +
)4 %/

@  XL~<list (set (XL) U set (Pe) U set (Ne) U
set (P1) Uset (NI)) ;

@  UP<list (set (UP) — (set (XL) Uset (Pe) U
set (N¢) Uset (P1) Uset (ND)) 5

©®  UP< XU BEHLEL 2+ ) IFA UP

@® ENDWHILE

@ RETURN clfCode ,clfLog.

Bk 20 BIALHE S B0 L AR

fA el fCode JEF B 1 Az A AT 5 AE 73 25

fir el fLog SRR 1 £ LY Log FFAE4F 4% . x 2
Bt 1

faw t 1 SO A T GRIRE A T .0 R i

@O FUNCTION:vulln fer (x ,clfCode el fLog)

@ predl=pred2=—1;

@ predl<—Infer(clfCode,

x[0:CodeFeatureCount ) ;

@ pred2<-Infer(clfLog,

x[ CodeFeatureCount ;) ;
® IF(pred1==pred2)
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® RETURN predl;
@ ENDIF /% Code Ml Log 432 & B — %
Code Tl 4y 1E | B B AR AE 3 = /

® (ppl, pnl) < InferProbability (cLfCode,
x[0:CodeFeatureCount |); [ * Log T illl
FIE B EAR AR

@ (pp2, pn2) < InferProbability (clfLog ,
x[CodeFeatureCount : | ;

O IF (ppl+tpp2>pnl+pn2)

@ RETURN 1;

@ ENDIF [ = Tl 4y i A E 22 K * /

® IF (ppltpp2<<pnl+pn2)

@ RETURN 0;

@ ENDIF

[+ IE L BCE AR FE AU A REAL T + [
RETURN M4 (0, 1) A REALIRAY (.

3 XWitfh

TEAT o 1 S U SR R B 5 AR5 45 T AR
TUYI LR e St 9 9 56 I 3 PF A, 452 45 S I AL T AR
AU PR E L IRAC R PRI ST X LU B S5 AR T % 4l
TR AN T A i 5 1 B0 20 A 92 56 2 W R S04 Y e TR
& S T U T ik m AT (RICR I W, BRARR R BT X)
VO AR P R A B B2 T TRD 22 4 T T kS T Y 3B
1 DL BUIR 73 A R B L 5 4 HLAEAKHE NVD FiAb T
(1 Log 15 B U A8 3, 4k DL 52 30 R B 4 1 b o )37
LA B 5 RO E e sl A TR A5 D7 125 4 T
Ui T 52 0T TR0 Y A 238 R 4 26 SR AR A
3.1 EERE

FoATTE SCHERG A A IR RS 1 R AKX

Accuracy =

# TruePositive + ¥ TrueNegative
# Positive + # Negative

Recall =

# TruePositive
# TruePositive + # FalseNegative

X100% ,(6)

X100%, (7)

Precision =
£ TruePositive
# TruePositive + % FalsePositive
Hrb, # TruePositive 3278 75 I 1E £0H8 25294 1E 5
WBIN IERADEL. # TrueNegative 37 58 SE
BRI A 5B EL. & FalseNegative 3275 1E 80 148
BRI R 51 A $L. # FalsePositive 378 5 5U4E

X100%, (8)

SOBERT IR O IE A 8. 2 Positive 3R 1E £
MIIANE, T & TruePositive + 5 FalseNegative.
# Negative F7n TR 2 4L %5 T £ TrueNegative
+ # FalsePositive.

HEfR 3 A3 18] S8 FORE B 265X 3 A48 bR Jr il BR AR
SRAFFEARONS b 7E TR 592 e rh F ATt OG0 i 4l R AN
T3 2 A~ B AR, w2 b T TAE &
J 3 5 e T EL AT SR R TR A T R R A R A
Fabw B LAFRATT R 8 SRR A XN

FPR=
# FalsePositive
X %.
# FalsePositive + # TrueNegative 1005%.(9)

3.2 HE&E

ARSCREFT 2.1 5 45 0 5 2 W bR T B
WA 1) S AR A A By TE R L B R R R A i A
E R 2 A TR Z AN T bR R 1 o 5s 2 4k
GRYRIEZ AN T AR R 05 A I Ed 2 or 2ok
AT ARiE N — 1.8 14 TN Linux A
oAb T BCIG £ Al 5 o fe s A B S T
2002—2020 4£ 5 A 23 H Linux W4T .

Table 1 Data Set Composition and Assignment

R1 HEEMRSHE

BIEMR  WRBEE BugBE  IIRESHE A b
Il 24 1226 1451 510 42359
W 407 483 169 0

3.3 BN G ST TE

SUG SR N TC AR R AR AR A PR AR
AN 2R AR IR B (S H iter) H 30 BB E ne =2,
ny=4,ny =80 KA N F 43 KAk A SVM
LinearSVC( R T 5E W IE A L 2 4~ 4328 IEFEAR
1633 M AFEA 2613 4> RARTEREAR 42 359 4~ 545
TEREAS Y 314 JHACUI 25 8008, 174 S X Bcdis . 141 5
JER s MEAR N 2R 2155 18 %6 i A 7 w] D) s T 43
sk

KTSHGEBRB U ZH np nyon BIKE
%% Co-Training Ji 4 SCHK [ 25 ] B % i& iR, Co-
Training A5 I X P 55 7 A5 780 1) 9 9% 5 18 A 45 1 Ay R
il o A 30 2% 8 BN e G b TR a2 ), [
I SVM LinearSVC 1] DL 2 52 56 5 UE 19 7
B LB b A A A AR T (AN A 2R
25 45 D AR X BLEY SVM LinearSVC £ 5 2
Bl i 4 Co-Training, 78 24 N #8 B AL — /3 4o
JETATHY.
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3.4 HEBYHYT N R

2 Y 38 3k S I R TR o R L R R K
RN R AR (1 T00 00 00 SR AT DA L PR AR SR
AF 5 45 50 1) M BB 8 A % He 3% BH L AR SRy vk R
AT i 4t e T 1 g

2 2RI Y AR AR A L HOE R A
[1] S5 R 3 s 2 W AR SO ASE Oy 1 %) 42 42 T TR 4B
ST I AR 2 TR B R R 5.2 Y0 = T B2 1.

Table 2 The Test Results of Model Performance

F2 WBEKMREERIBER %
Precision Recall Accuracy FPR
91.3 87.5 92.0 5.2

3 B R U A Y B Pk BE X HEL SCHR (12 T A
HAEH T4 T Log message i & s SCHK[ 13 J A i
i T Log message i B FI#h T # Code {7 B . {2
Xt Code {5 B R A SCAS , P I AE il B LG 0B R 5
FATHY T5 1% Al ] Log message Ml Code {5 &L JF
HA% Code #8432 BRACHS X5 R, il B bR AT L 45
FY TR M S S AR AR B TR I R E £ O 58 03 1
REFE AR X FE R I FRATT A 7 3 AT LA 408 8 T 5 11
I fE.

Table 3 Performance Comparison with State-of-the-Art

®3 BRARMETRERAERITLL %

e Precision  Recall FFAE TR
Zhou 12 70 71 Log message
Sabetta Al13] 80 43 Log message+ Code (A«
ENS'S 91.3 87.5 Log message—+ Code 1 X

3.5 %t unlabled N T &9 B Zhi&

S B S A G A A MR AR RS T A B U IR
BEREANT MEE . 3R 4 S5 T A sh R 5 13 4
AT RS AT 11 A BIsEE4NT )5 2 4
se ki TR 4 Bug 18 5 #b T 1% 52 40 & W AR 3C
J5 35T LA 0k D e 48 52 4R T

15

17 19 21 23 25 27 29 31

AL
Test accuracy versus number of iterations for a training experiment

— YR BRI S ek o S 6 30 [ 00 3 e A 3k A Qo B Al

Table 4 Automatic Detection of Vulnerability Fix Patches

4 BHIRWFFEEHT
Commit Hash T 1] 25 Y B AT KN
682630{00a21 double free of buffer rdma 11
15bfd21{bc5d out of bound access blkdev 12
3619dec5103d out of bound access dh 14
a3a374b{1889 wrong bound check x{s 11
945d015ee0c3 use after free af packet 31
3d0641015bf7 double free rdma 61
4579alba692a  derefence uninitialized  vector kern 26
2026d35741f2  truncate the data type compiler 9
0769b27739¢e double free mwifiex 20
8e59¢7{23410 null pointer dereferences power 25
419de4df901f memory leak(flood) qed_112 27
fad2d4ef6366 “if test’bug fix drbd_req 11
964d978433a4 ‘logic err’bug fix cacheinfo 9

SCHG 7 ¥k J& M unlabled %55 4 B HL il B
1500 /52 p I 2 B A5 R ERS: 0, 2R J o A6 0 4% 2R 4l
9 1E CRIVG 48 524D T B9 4D TN T2 A A AR BT
JEA, Bug FA T i (9 45 55 A R AR PR AT DLk 3
2T B R 3 o AT B 2 M U S B TE PR % T
IR BT S 6 ) 7 A 6 TIE L A8 DR R PR N A A R
IR T O A 1 5 iR ) B I 4 AR 2R AT SR E L TR
Wl T 3L ERFEEEAT Sl T A 11
ABERRIA L 2 AR IR (AL Bug B AN T,

3.6 Linux £ iFmR T R EB L

FeATH T B A IR T M 2002 45 F) 2020 4
5 H 23 A1k 0T NVD 848 E 19 Linux 8% 4
PRI R % 26 P IR S A IE B GE ik 5 s .

Table S Statistics of Linux Vulnerability NVD Status
%5 Linux iR NVD B2 REHH

# Patched  # Fault

~ # Lost # Patches
# “VEs # *atches
S ate CVEs CVEs

Commits With CVE

4096 1633 1497 51 55 380
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BACAE Bt — 2 4064 S NVD %L
it FE SR A B T R . LA 380 AN TR B E AN T Y
Log message 4 T CVE ID 18 &, A &5 N 8 IA
Us A9 9.35% . i NVD JZ [a] A 38 B 5000 23.27 %
iR EE# T4 NVD 1 CVE {5 B 91 %8 25
B 1A 1633 >R 1497 A~ CVE) , BV 2 A7 40.2 % 1)
T E 2 #b T 78 NVD ¥l P v A 51 L HA 1497
A CVE 8817 B 2 5 8 0. Bt P 4o 2 i
Linux #£ XM T $25 1% Log message 17 8 W 4E I 1
R T L RE SR 9.35 %.

Bic s B R E k. IR AT T H b kB,
NVD %t B2 S84 51 S CVE B &b T 5
BE KM W & Linux WER 55 KT A
AR RNy 51/1497=3.4%.

PRI TE 16 DA 15 R 6 2 o 5 NVD %5 405 P2 o 1
B U 2 A TR S AN T #RAEAE 4Tl P A AR R
PEFN SR A, X R W] 58 2 KEE NVD R IR
B DX U T 3 2 4 e B R O R E A9 [R) A X
R BE A S AL e A& 2 40 T U o B
BN .

3.7 i g

D JmBR M A e g B AN T 1 S8 1 = 44
HERRAE B A0 T X 43 k2 4 T 8 52 AR 22 4 U T
18 2 ERf R AR & A0 a0 SR i — 2 % 4 U T 8 2 Ah
TR B A28 CHE AN X 40 Ry 28 o X 3 MY L B K0
Hh R A L7 TR A R R A 0 IR PR TR
WA T8 T S TR A — 4T3
ARSI 5T 7 IR ARME X A X R S H A T, % IR F|
TERYE ) R ESTFF PRI H Hein Linux, Xen, OpenStack,
S R B AT RE AR D L BT LA R X Rl D S
AN T Y AT BEAE A2 R 52 WA AR 3C 3k 0 R A AL 4n
TR — AR DX RN T B SR, L AT AR IR VA
B Z — G X AR SO R SR AR R Pk
DA TR % B RT3 50 & ok
DRIXE. FRATTIA Ry 285 5 I T B4 o 125 0 SLAf AT A R R A
A AT REXF X AN T P ke By X R R AT —
B TARE %5 R E A R .

2) R AT L AR SC AR i U e B B
AT EEARR S Y B AT DL B TR SR
AU I H BRI y—J5 1H AN R R I A AE G
FRIE T OURE AR 0 H DI RE R FE R 2 5
T3 —J7 YT AT R ¥ A7 ARz A6 RE BT CRp—
FREHL , — YN R A7 AT AR RE A e — A& 1T 1Y
5] R, X DAAG N A R A3 Ak 2 550l 25— I =) L B

BEHT Linux 5l 4 I 25 0 8 80 5 A BE 4 0 1T
b IR I A AGE I 5 LR ) LA (R ) s A8 5 3,
LI X R T B 2 B0 2 R R O Al T PR
HAUIZRT AR, 55 40, dn 2R A8 2 e — A0 H 1R
INGR g T B 7 ) 2 (E AR T Y.

4 REHE

TESEBR R FRATT B2 T 2 BEE A

g 1000 B Linux WERBGIFHAT
2 S I R B S AR T AS B A M oK Linux
B 43 SR (PalD) 31 AT BA G P93 8 B R L AL AR
60 2] 5 W 3 0 it show FREUET#b T . SR J5 1% i
25 T AT A AR YU ASE R A P ) 4 2R R A A K 2 2
4 AR,

Yyt 2. WAZIF L B BAK T 33 (review). T2
Jili A1) PR (pull request) 3§ 3K B #b T PF 87 . HL A A
PERH B Creviewer) XA T3 47 42 43R 0, 4 A 37 51
otz 4w AR A S AT W FEIE o ZEORTE Log
message HLIE N2 4 52 7 P Uk B, I B 124 38 0 4 42
RGN

ASCHR T — MR A Z AT A s R R L
v o 21 AR5 1 B B P R 2 A TR DS B | A
T 3 U 4 A T R A S A T S 4 SRR W] AR Sk
IR 6 9 R b TP A D AT L I R o R R RE L X
4 91.3 % MRE I % . 87.53 Vo I A Il 2%, BEAIR IR %
P AR SO T 06 2 rl AT B sy — 20 e 22
XFRLR TARBEAT R -

D) TR IR A AR T A8 2 R AR AR R TR
LGSR R AEE S AR B R X TR E &
AT ORI REAFAE B — A0 T ] i 387 K Js 31 48 52 L 384
HRE (Bl Bug B4 2w ML 2RI E R,
DA B 3t — A 1 i 455 R 00 P B T B AT Y DAY 5

2) BETFIRTNE BT R o 2T B TR R A
GRBCR TN 1 RE Bz A BE T 5 R LA K e — ST
DRI AT AR T R0 A ke 1] 250, 137 FH G A% 24 2] 19 O 3%
K —AI H I 2y ] L5678 55 — A IR E #ll
b AT M R T — AR AR Y AR,

TEERTEEHE . AM It X I ENRES @
P, R LIRS, TR R KR ER FRE
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