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Abstract Many popular social apps have the function of showing mutual relationship between users.
However, the exposure of mutual relationship may lead to the occurrence of user privacy security
problems. Taking China’s most famous short video software TikTok as the research object, a privacy
disclosure security vulnerability in the mutual contacts function of TikTok is analyzed. A method of
vulnerability exploiting and attacking for group users is proposed. The attack effect is that even if
some users are not allowed to find themselves through their mobile phone numbers by some settings,
an attacker can still use the known mobile phone numbers of group users and the internal connections
among group users to get these users’ TikTok accounts. After getting as many TikTok accounts of the
group users as possible, attackers can collect the following, contacts, video likes and comments
information among group users, and use this information to calculate users’ relationship, which can
provide some assistance for launching further effective attacks. Two indexes—intimacy and group-
activeness—are proposed to describe users’ relationship, and the calculation method of these two
indexes is given. Through the experiment of three real groups in society, the effectiveness of user
relationship calculation is verified. In the end, the security threats to users are analyzed and the

security prevention suggestions are given.
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Fig. 1 TikTok user personal homepage
1 #EMHPANETRG]

SR, B (Lh 2020 4F & A 19 11.6.0 RRAS R )
T 2 2 R BB E R, W] DL P A R R E
T TR LS B A0 2R F P X6 3 8 AN 3E AT 3%
BB AKX 4 AR 2 BRI E B Al T
VLB BNZH PR C T H P 8 3% K 22 50 3 L U
BRGNS , I LT DL 2o A 938 A S A AT I T RE 4R
| b

WE P AT T 8E BN, S e LA
XA i ) R TR R A A ORI TR O
SIAE R AU P B CR] LUE B P A 0 a5 e
MR ERT LA R OCTE R 2281 T IR Eh
“AHCTES, A A AT LA i Y SC T R 24
G & L o v A FAE TR 45 A AT B I Sk G I
I, At P 4 N R A o A R A S A A T RE 4R
Sl R0 S 7 IR T R T T oAt Ok
ANBEE P e P 9 3% R 2281 3% a5 BRI AT
G FREF R

G R R, REZEH PR ST X ik
TR AT K 4 O 3 WA P A DG A R 4R
BT A



IR UL AT T R SR RIER R BRI P R R

799

Table 2 Options of TikTok User Personal Setting
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Fig. 3 Tterative query of group users’ TikTok IDs based on mutual contacts function
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Table S Survey Results on the Importance of Intimacy
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Table 6 Value of Intimacy Component Coefficient
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Fig. 10 Calculation results of two-way intimacy of

group users
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Table 7 Validation of Intimacy Calculation Results
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Table 8 Information about the Most Group-Active 10 Users
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Table 9 Results of Two Groups’ Intimacy Questionnaire
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