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Abstract Linux kernel version changes bring inconsistency errors in driver calls to kernel interfaces
very frequently. It is not only a heavy workload through manual repair, but also may introduce new
errors. To overcome this problem, exiting researches on driver porting of middle library auxiliary
adaptation and driver porting of auxiliary information provide auxiliary examples, but manual analysis
and manual patch construction are still required, so the manual repair workload is still relatively large
and the efficiency is low. To this end, we recommend high-quality patches to reduce the workload and
improve the efficiency of manual error repair. Unlike traditional methods that identify the same type of
errors through the similarity of error code forms, we propose to identify the same type of errors based
on the same cause and origin of the error. A hierarchical search algorithm is proposed to obtain the
root cause of the error to be fixed, through the root cause to identify the same type of error fix
instances, extract and select targeted fix patterns to implement high-quality patch recommendations
for the same type of unfixed errors. Experiments on the collected 19 real driver data sets show that the
method in this paper has significant improvement in the correct rate of patch recommendation

compared with the traditional methods.

Key words driver porting; existing fix instances; error-inducing changes; fix pattern; patch reco-
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Fig. 1 Interface errors of driver porting in driver e1000
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Fig. 2 Existing fix instances of macro NETIF_F_HW_VLAN_RX in development history
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B S
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__NETIF_F(HW _VLAN_FILTER)
__NETIF_F(HW_VLAN_RX)
__NETIF_F(HW_VLAN_TX)

_ NETIF_F(HW _VLAN_CTAG_FILTER)
_ NETIF_F(HW _VLAN CTAG_RX)
__NETIF_F(HW_VLAN_CTAG_TX)

Fig. 3 Error-inducing changes of macro NETIF_F_HW_VLAN_RX in kernel development history
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Fig. 4 Driver porting interface patches recommendation by inducing error changes
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() 2 (9 G 28 B I 1) 2 4 O B 48 A2 BB Bk
{685 FH G 564 DD AS 2 AR 2B R HE R AR T
22 REEBEEXFIEE
2.2.1 AR DR AR G

A SR FEAE IR B R AT 09 4 OV R — B R AT AR
THERE e T B U R AR DG TR A A B AR
SR G 13 9 7 2K 8B WA A A% BB v G 19 o A AL
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X S AR I G 15 H A v B R A 1 RH G A1 L
W USRI iR R A 3 RS B . 1) excepted
error il F J& 7% A X AH M &L 25 2) implicit and
undeclared error f&$z F1 24 FRAH CAE 52, 1 an 4 11 44
FRARE 5 O 2R AV 4 O RS T AE 5 | SO AR AR
%% ;3)arguments error i@ W M4 O S 4L 1R HH 2E,
B an Z 5 I L 28080 S 8RB SR SR
FH G B 1F ) UG e 3R 75 32 111 A iR B A A E 15 2,
HLRALHE 4 PEEE R 2 A0 | B 11 B A8 VR RS SC 1
AR B AR 3 A AR L T A O T AR RS SO A AT
A AR
2.2.2 PR BRI 9E

BEXT 22,1 75 SR ICRY 45 A 8 4 1 I AL AR S
T8 H AWK B 727 19 TF & s A5 B A 4R 5 s 1
AH G ) Ao 2 48 52 S A9 AR T 3K 3l R 3 I D s i
commit #5215 B AT RE AL % BB 18 2 R AR T &
B T RIR A IRAC, A R A s AR
Mg P Ay 5 S 001 10 A R 3 BT A ) N A R )
DR B 1) ) 325 A T R A A 4t A 5 R A B MR S L
Xof W [R) B, A SC T T 3 A A A X commit
A6 % i IBCAd R 4 A R A R ok U A ok R R Y
filt b8 nfig e 48 52 S B B

FEXF commit £ F ik B2 A R U8, AR S0k
I3 AN A R

1) H T4 11 RS DR ] 7 At 28 B 5 % WT RE 5
AR BACH A T, AR 5 A ST 43 B — i 4% 1 9 T 9
AT N 2 S, DR O AR SR g R i AR B AR A AT
BT commit R B A HAL T HACE i IR S 1
commit fURS R Befe 24 & 2 A58 ) A e i)
B P B 1 2% & A A 4 D BRI TR ) R
FeE PRGN 1 2578 BEAE ) A OO B0 A S n B
HMERE A R REE S 2 i E R A RS
di T 4 AT s 0 T OE ) 3 3k =R ) A 26 3 g A
R G K B TE AT R AE O

2) T commit & 22 ] GE AU 5 5 A4 S Bl
LT A8 2 S R H i 1 T DG M O, AR SOk
commit AR T A A A EUHE — 20 B, 388 0 4 198 4 12
A © A 18 5 58] i FF 2 A7 D e, i o
i H RPN 3 RN DR A 45 R E SRR D A R
R IS BUE5 IX 3 R DR & A R AT LU T
PERC commit BB HIAN, 7% 2 L — e RS,
F2 17144 FroAH S AR 73 1 R FH 58 0 i 44 B0 U (oK /s
EVRAAE) o 1M 50— 6T I 14 A A5 A8 B A 4545 X [1]
PR A SO I RR AR A U8 5 e R R R A 1
S A, A 5 G D) 2 A D e S A

3) M B R R UA AN E 5 48 52 S A, R A 3K
K] BEAEE AR B S R L IR T AR D e
S HLRHE i 5 A8 52 S ) Y e A (B EAT 1L
BIGHIRICA.

2.2.3 MREBELHIES

N1 AR B e 1 52 S AR A R SCE I A R
AL LB commit £5 B I r £ HCAE % 52 ] 4%
ity Fr Bt Linux N A% F18K ) 72 Fp 09 I s 0T & 45 B
git T RIS Yl A SCGE o F 1 git K3 O il P AE
Xif o B A IXC ] 2 AT A AR . L AR A 1) 1 ) R 1 R - git
log-no-merges-p-S ‘function name’ V..V . —dir
Linux/dirvers/> instances. txt. J£ # function name
SE AN EEHE OV AR B AE XA LE BT IH AL A V0
Voew Z 18] —dir FRIRFF A R B B S 00 H IF % P s
i 111 P A B ok B RS AL X M) o oz 4 3K 5 T
RS aEat 2.2.2 15093 & R git K FR 45
HEAT B R 38 A D — 2 L A R L A A 1T AH DG
AR S B R B

BT Hi 8 — 2L R0 TR O AR AR T
B, 3 1 [ 7 500 1) S ) 200 Il A A8 B S 4R Ll
it BT SRS AR P 2 R B R ST A 2%
B AR SCE A8 3K Bl #6448 D I SR ff o 9K 2l F e 28 A
2 RH I, 43 B0 28 S5 91 BT E 1Y) BIK Bl AR R R 1B A2
i 1% BT TE 114 9K Bl % A5 5 B 1) SCAS AR ARV S 4K 4 AH B
9K 51 2 AUy o [ 50 S 001 A R M B 1 A S B
23 SINGEREEHE

IR RS S B2 AL ETE Linux WG 42
SEAE B P AL AR B B T R B R R X
IOL A 5 1A RS AR B A SR 4 1 1Y 7 S AT
KR IR 2l B 2 iz A i B R A Z HT I Y
KA P e 9 13538 i % 5] A G IR 7L R A2 2
J5 23 T B R rhoek Y 1R H R T 4 R R
VBT X 158 A% AE 9K S R e v 2 11 R R ) L AR S
o323 ) Linux N D 32T & A5 B A9 7 2, 300 9
SRR A ACES R B S 2 TR IR
2.3.1 G AR RAR BEAE B0 2 854 7

T3 5 commit 42385 B B A B ¥ L4 )2 451
R A0 & 5 NAZTT & D s i AR 2203 S R HoAt o
SR AR A T B T 3 SOE U B Linux A% i
A ARSI 3P A S AR BB I R ¢ 2R AT LA 1R Ak M
MR LR ZIE X AR E B TR & 4 T 3
PFEYE ORI AR BT 5 AR R AR B ATEDIA
RS B 2 ol AR R A A T L IF R AR B
o B 43 2 R A R A S BRI ) AR R AR
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F2 1 AR AR kB B O HLAL B A SO B A& e,
LA H 2 B R A  1 4 commit $#£58,
1 ADECE 24 commit $2A8H BT A [ Y 458 43 5
AN [ B 49 32 6 B B T HAR B N A AR

7YX B,

(%)
sk @x

533 B,
menkr @R x s

merge ~<

FRAG AL 5

merge AR
X
v 4
o
-7 pull
_~O7
PAZIRA X 7 pull
J M iy g
O iRy O AR A AR
IR AR 3 A% v

Bk ik i
@ X ax VY oIm

Fig. 5 Hierarchical search error-inducing changes

5 ARERRIIAMIREEREL

ASCLE A commit $E 3245 B A4 )2 45
PR S HEAT 5| AGE DR T4 22, FLIR A48 4 4S840
DR A 45 /N5 2 A /N AR Z [0, 78 3K 2
T A DX I C PR A 38 TH AR 22 ) ) X6 7 ) 48 2% 31 P P4
1 T A e D7 PR N BROAS L SR AR AL 5] AR 1R AR
FAE B Linux N AZ IRAS X (). 2) RG] A 4 158 42
28, FE B 4B 22 B PO AZ /N RUAR X T8] BT A 45 A 48 58
T R AR R (B — 2R e R o Sk
M4 22 R PR R B B S & 5 A
FETRAR AR B 51 AR IR PR 28 3) FR IO AR o, %t
IS BRI AL 1 SO A T A B kAT L R, bR
A2 T LE SCOR AR 51 R G Sk SO AR RS AR B, 25 B
A AT A B ) G R A RO AE R AH OC AR B ) SC
Ay R A A Ty R O AR P T A A 1 S
L RN R N R TR A 3 R AL, 5] AR
7 U A R A AR B AR A
2.3.2 gl NSRS AR BR R AL

SIAGERAE T R — A NI A 5 5 B,
T T R SR Y 32 01 s ST 51 IR B R b A
TP K AR — B R A — BUR AT R
G %, BB AR 18 A8 B S8 2 A PN A R A
IR SR P b R R — 3 IR B B P AR IR R AL R
A 22 A PR BT R g 3 A T A 5 A R AR

W KA ZJE 51T 8 B TR BUE RS H]
AN — B0 AT A5 5K 3 AR P 7E 32 58 S5 1 R R 5 v g R
7 o O G 156 R AR B0 0 )2 5 A R A A 1 N R
FL TR R 4 8 19 7 203 J2 A 4R 11X
1A DR HEACRS B

Bk LR THRIEMDZ MG A IRZEERD
KR E .

i TR A 9K ) A Y IR ARES old Driver (2 1
FERIE RS i B errorP AL E W AZ LA commit
WA K CE kernelGit ;

2 TR R ) N LB A R A AR A
Ji Bt EIC.

D (kernelX ,kernelY) =wversionBinarySearch

(oldDriver serrorP skernelGit) ;

@ branchCommitList = firstParent (kernelX ,

kernelY) ;

@ IF (commitBinarySearch (branchCommit-

List))7Null) THEN
@ RETURN EICSearch (commitBinary-
Search (branchCommitList))

® ELSE

©® RETURN not find;

@ END IF

® Procedure commitBinarySearch (branch-

CommitlList)
@  (errlnducingCommit sokParentCommit) =
BinarySearch (kernel X ,commitList) ;
© IF errinducingCommit &=— 53
THEN
() error ParentCommit = getErrorParent
(errInducingCommit) ;
() commonAncentor = getCommonAncentor
(error ParentCommit yok ParentCommit ) ;
® nextBranchCommitList = first Parent

(errorParentCommit scommonAncentor) ;

@ RETURN commitBinarySearch
(nextBranchCommitList) ;

® ELSE

® RETURN errInducingCommit ;

@ ENDIF

® END

@O Procedure EICSearch CerrInducingCommit)
@  fileChange = fileBinarySearch

CerrInducingCommit) ;
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@  hunkChangelist =hunkSplit
(fileChange) ;

@ RETURN findEIC ChunkChangelist) ;

@ END

R RRAR 45 58 22 1] 43 J22 45 A4 0 48 528 1) I e
R B9k 1 AT O Sl it versionBinarySearch
(4 o3 A F AR 15 d /D MUAS DX TR] B 3K 3 72 R AE
B X A G L), M AE T — DI RN Y i
A G 13 AT @ AR EL 2 A PR IR AR X JE] o AR
144 1 commit 53 branchCommitList 5 PR
firstParent B i1 git log—pretty = format: % h-—
first-parent[ target version,.original version | I 5
14N X8 branchCommitList A7 @ ] Wr 4 5 3% BL
errInducingCommit , WIAT@D M errInducingCommir
ARG T ASHR A H EIC. 45 W41 @ ~ @k [ K &
F| EIC {5 B AT®@ ~B® 5| AME IR FE AL errlnducing
Commit 2% % PR L commitBinarySearch 18 i 3% 3 45
Wik 51 A G R 1 1R 32 errInducingCommir » H
F, 5] A EE 1R R 3C A R R B commitBinarySearch
AT 3 R R &R AT @ = 43 A K pR AL BinarySearch
i F git bisect SEBL, 17 QO A Wy 3R U 51 A B 1R 4 52
JET N =G I (merge) #2517 2, AR E B I
KT O~ @gkZ: 54T — 2 A5 AFERICE T 1
ARG i gk 22 A0, 2R AN 2 5 JF 9 5 0 47 ©
ﬁﬁ ﬁ %I /\%ﬁ%fi. ﬁ:‘r @ PR ﬁl getCommonAm‘entor
i git merge-base errParent okParent R AR G
11O~ @EIC £ 4% o4 EICSearch W ] SC {25 4%
fileBinarySearch 1725 5 AR B Y 43 hunkSplit ,
hunkSplit 53 i%E 22 1Y AQRS P A2 o8 3 47 B 1R 1 53
JE i find EIC i P22 B AUH ST 3 ) EIC {5 2
AT i i
2.4 [EZEEH1R 5 F0aE R R B
2.4.1  [F)ZRAE 5 SR

AR S 3 5 R AE A2 A R B AR TR B AR
TR U — 21 [) 36 5 12 18 52 S 4. BRI A %of 5 >
JE B BB 52 AR5 R I B 51 158728 B X6 1 A B
16 52 S A U e e B 5 v IR 2 48 5 S 451
16 52 i 158 2 ol TR ) | 5 ) A 158 7 B 7 A 1 ] 2R
B T I AR IR IR b X A% 2 11 IR 55 b 4
FE R A8 B, T AR 48 52 1Y 45 O — B R FE &
S S B b AN R A R A PR S ] AR TR AR
HTHE AR AR 248 2 S0 Z MAF7E 5 | IR &

R Y 7 A R A 3R [ S A R 5 S 481 1 AR
WA SCE 6 AN E X

EX 1. GIAREE E ¥ E..=M,N)®
ARSI AGE RS B B, WA M= {m,,m,,
coamy, b H m, RARHEITREFE(1<<e<m) .M
B m A~ token JCZ A1 AL, Z) W T IH 4 1 AH G 9 &
S, N={n,nsssn,  H n P token JG & 4 ik .
Z TR DA SR 2 L E G A3 FIE
M, N R~ EIC A5 hnisiig 4%t

XHH$E 0 € AT T8 (Update) ;
M, Null 7R EIC {45 98 i 4]
UM B (Delete) T IHE 52 X5
Null, N #/R EIC {48 i),
I3 (Add) T 81 & X
EX 2. BEIH F . Fa=(R,S)FERBE
SEEN AR B BRI R={r ) oryseeeur, V7 A
token JCE 41 W, 2 T 48 & S50 6 IH £z H i A
M S= {51505 ss, ), HH s, RRFHICRFE
(A<xr<s5),S H s > token JTGE 4 5, ZI W 116 &E 5L
B4 R WA E o 5L F ot 3 Rl B0 .
R. S 62 It IHH: O SE ot £
ﬁﬁ??%%ﬁ((]pdaw);

R, Null R85 526 IH42 1595 1
AT M BR (Delete) s

Null, S KRB I HHERA T
B (Add)) 0.

TEX 3. HG|HEE C g WR E o ALE 1 X iE
AJEL B M7ANull& &N #ANull, WM IHG 8 Cou=
m,=>r, FR Fakl Eo AT TR E LR,
e Fom AR T BOM N TR T A5 iR E G AU
A He, Bl M 7= Null& &N = Null, W 1H 3| JH 4%
Cou=m,~r, . m Fu¥f Eg P EMER TR E L
i e Fems 4% 7 BOW RN I J6 2 T b s W E LAY
£, 8 B A e, Bl M = Null&. &N #Null, ] C,,=
Null.

EX 4. 85 HEE Co . R Eoc B8 1 X Ik
EAH, B M7~ Nulld- &N Null, W3 5 4% C... =
n,>s, s 3em Fukl E. PR ITEE LA,
x N B N T R T AR A1 R E L AUE S
AT, B M 7~ Null&. &N = Null, ] C,., = Null;
AR E o AU i Ay P, Bl M = Null&. &N #
Null, Wl C,., =n, —>s, s KR F X E o8 8 )
TCEE LT 2 S BOR F BO OT R T .

E XS, IR IEE S Fire.2 MMEE S
T AR ] 3 5 1A 5228 T, U] Ay ) 2 A 158 4 42 52 49

Eeic
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Fsme R4 % E. i M7 Null& & N # Null, I8 4
24 F X RE Y C oo M1 C oo 43 SR TR W 2 4 F ol
Fame s MR E E oo B9 M#ANull& &N = Null, i 4

2 Fu ML) CogABIR U 2 A4S F oy Fi s an ik 4
€ E.. ) M=Null& & NZ=Null, B4 2 4 F . %0
() C o JHE U 2 4 F ok Fiime.

AR 512G Z8 43 A e AR i) e 14 18 52 52 491
AT Y[R 2 HE DA B2 T2 DURE D 5 B Ol o i
A7 JR) BB M A1 53 BT AR SCHE Hajnal 5 AN 42 1 09 @
SCAH FHEE S BT e B 51 DR 408, MU 5T OG &R
A3 BT ) S R s A ST 45 R AR 48 A2 AR R S O A ) Y
SIS RASTE 5] A CRI AT A8 [\ 0 55 3= e R

o 28 R R B R E B S SE A N E 6 Fs , R
NETIF_F_HW _VLAN_RX Xt #9165 1 518
AL B R AR T DL 8 S IH B BE C
m,—~>r, o m, N EIC TIHE X F B NETIF_F_
HW _VLAN_RX.r. J EFI, fl EFI, F3f1HE X
NETIF_F _HW VLAN RX 4 {f .35 5] F &
Cow=mn, > s, Hoi n, N EIC b & X 7B
NETIF_F_HW VLAN _CTAG _RX,s, J EFI,
M EFI, %t # & X NETIF _F_HW _VLAN _
CTAG_RX Wi F1.EIC # M #Null& & N #Null,
EFI, f1 EFI, #4407 9 EIC, B & /9 C 0 Al

C oo 3 BIAR TR D) 35 S [R) B 15248 52 S 401 F e

FIAHRZETEIC:
diff --git a/include/linux/netdev_features.h
b/include/linux/netdev_features.h

BHLBIEF, :

diff --git a/drivers/net/ethernet/realtek/r8169.c
b/drivers/net/ethernet/realtek/r8169.c

index d6ee2d0..785913b 100644 ___---»| ~dev—hw_ features &=~NETIF_F_HW_VLAN_RXj]
*#deﬁne| NETIF_F_HW VLAN RX |< ,,,,,, P ™ +dev—hw_features &=~NETIF_F_HW VLAN CTAG_RXj

NETIF_F(HW_VLAN_RX) .
+#define[NETIF_F_HW VLAN CTAG RYF
_NETIF_F(HW_VLAN_CTAG_RX)
A

BEHSEGIEFL:

diff --git a/drivers/net/ethernet/intel/igb/igb_main.c
b/drivers/net/ethernet/intel/igb/igb_main.c

~dev—features |= NETIF_F_RXCSUM|NETIF_F_HW VLAN CTAG TX|

[NETIF_F_HW_VLAN_RX;]

—dev—features |= NETIF_F _RXCSUM|NETIF_F _HW VLAN CTAG TX|

[NETIF_F_HW_VLAN_CTAG_RX]

FHESE HHHES :

dr1vers/net/ethemet/mtel/e1 000/e1 000 _main. c —————

—> FHEEHHAXMEIC
> [H5| 5%
> i s

Fig. 6 Identify similar error fix instances based on EIC

K6 T EIC U R 2855 i 13 52 5 1)

2.4.2 BERARFEE

R T B U X P AR, A G A TR S
16 52 Bl i ELAT AR TR) B IR £ 1 208 A2 S 4 =22 1) i Sk
A A I 5 RN 1T 4B R R R 1 A B A AR
M, 16 S MR Al 2 1 ek A T i AE A AR S B (T
AE 1 AuiH 24D RInHid st T 2R B/E N 2.

EX 6. BEBENR OPEERRME T 1 4R
KRB Z S AR T, OP RoR . [#4E
(Update ,Delete s Add) [ <EEAENZ 1@ 45 1 , B2 4E
M2 2@ > .

WEREAESE Update , WAFAMEZ L B4 1 %t
PRV N2 AB S S oA R ) B4 9 25 & O R 1T S
FEVE AL A B AR AR N AR S 1, 5 4
W6 B RN T e f & 1 X B 2R R AR N A
RIBNEIE Delete U 1A E 52 520425 1 > Bl Y
FEVE 2 AR PR AE 2510 5 6] & R 13000 B L T4 1k
I Z AR WO E E AR T BB & 1 Ao 2 M REN

BRI Add WAEAMEZ IS 1AM
FHX 28507 B 50 A0 D9 2 AR B0 5 40 1 3
A A BRG] S [ S O R R AR
BT REAL & 1 A EUE 2B A R 51 E
IECT (R

W7 Bros g xk 14 R 2 AT DR 1B 2 S kAT
16 52 WA 42 B FLAR AL 45 2 A0 3R O A flh 420 1
g 220 1 4 5 S4B PN R ) 7R B 2 S O I T 2 S
By £ A G R AR 5 ) L A g A ) S B R
SR A S Gum TreeDiff #2420 %t 44N & &
SEBIAE AST Gl EAT 22 5 LU 8 B e i 8 & 9L vh
A& IR AT AST MIE R SR 5 sEA 719 s et
I 22 5 L A8 7 Sl S e 5 DG 5 3 ) v R 4B
R AR [ 3 e e 22 5 LU AT B3 R DR C 3 A5 Y A2 B
FF- i T IO 2 A A SRR DT S R A 1A
LR O A TR A I R B 22 AR AR AT
TEZ A AR VLR s W 22 X5 B 1 20 1 4] 1078 i 44 e
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B, it BEHE— 2R A AR Y S A A AT A R B AR
K HH A0 B AR ) 2 A 5 O 5 AR SCAL Ak B R DE A5 5wl
VLG I TR 0 18 98 - S i X B #4136 1 B 1 22

&5 SLBIEFI,:
—dev—hw_ features &=~NETIF F HW VLAN RX;
+dev—hw_ features &=~NETIF F HW VLAN CTAG RX;

S5 R O LS o A 110 P R A A2 AR L A S
3o B 2 AR v B AR O R A B B I
JAE AR

&G SLBIEFL:
~dev—features |=NETIF_F_RXCSUM|NETIF_F_HW VLAN CTAG TX|NETIF _F_HW _VLAN RX;
O] dev—features |= NETIF_F_RXCSUM|NETIF F_HW VLAN CTAG_TX|NETIF_F_HW _VLAN CTAG RX;
A
et RN @
Update( NETIF_F_HW _VLAN_RX, NETIF_F_HW _VLAN CTAG_RX)
Yy

SRR AR2:

Update(NETIF F_HW VLAN RX, NETIF F_HW VLAN CTAG RX)

'

—

1B EBAROP:

Update(NETIF_F_HW_VLAN_RX@2, NETIF_F_HW_VLAN_CTAG_RX@2)

Fig. 7 Example of fix pattern extraction

K7 BB S BUR

2.5 WTHE
2.5.1 AT A A HE

BN T A 2o AR R FH AR B A 4 DA R
PEAT AN T HETE. 1 Je M) O 20 B B 1 5o 1 18 42 A
M A A AN T L SR 5 X4 T b AT HE e 7= A 4 T
WEFEDN 2 b FR AR AN T A R e 3 18 2 A
BRS04 i 3 B R T 2.2.1 35 B 5 B G A 4
BT R B L AR5 BT X iz R ) il 08 BB
PEATACAS AR B T 2.4 A PR B R 618 Sl
MRS G 45 B A R R A, W) 4RI 1 A4
Xt s AR, PR IR ) 288 4 R 08 B2 S 01 o 2 L) 1
B LA 8 1) k.

BT AR AN T AR SCHRIOIR B 2.4.2
A 18 BT R 3 A 18 SR AR DG T A 1R O )
08 AR PN A A B PR AR B A 1 4 9 2R S K
HARAAE AR A B HEFE AN T A8 2 B n SR 2
Update 5 # Delete , Wi FH #1525 7 Bt i#F 47 T
B s 18 A SR Add Wl FH AR X 2R 5] 07 8
FrUCEC. Az T HE AE 4D T 00 ok 72 v SR G B B A
AT T A G B R 0 S B R ) B 4 5
JBCRF AN T A5 40 T 28 ik 72 vh vl B 45 5 ik
V7 B A R R T R R A RN T AR SCOKs g R S A Y

FEHEREAN T 1 45 9 5. AR 40 18 52 A5 Al R 100 #5244
BTG AL T2t o M1 A s £
DREHEAEAN T, a0 2R 0 A i ob R 4 2 A0 T ) 4 7
5.

BEXF AR HERE AN T B9 HEFF A SOR IR AE N A 1Y
L RE FIURE ABLBE T 55 AH 25 G 0 O AT HE R AR S
R CR R A Y =R o 17 Bt I o A i
15 B LS B0 K00 ¢ 718 2 5200 o 48 i 454
P2 DA ROUT B AR SR 7 1R AR SR M fiff A 52 A Al
() 2 00 8 %) e 2 o A 4 T80 3R e AT HE P L X T
HEFP 07 B AR R &b T, A HE A8 1T =7 Be R A 18 52 3K
Bl 44 R AL EE AT R HE . & HE Y O s
it top-N (5256 th , N =5) &b T 51 R 474 77
2.5.2 AT BT

BEXTHEAERN T 09 BT i H 2, A SCR A T 7 8
BT RACRD T .8 26 B X g 1 8 A K B0 2 )7 1
Ji B b O 28 58 RS A 1 — 4 BIK Sl AR I RUAS S E A 1
S RRT WUA SR G K5 2 25 12 T WA b i % g AR
T 18 ) FAHE R B 4D T R A7 N T XT Lo 38 SCRURH AL
A R 1RO I ) HE AN T AR E# T 1A
Rtk Ry T ORUAT B AR TE N T T £ v R AR SCR
2 Ny 5 EAT T R A 5 =8, an R 2 A K] — 3
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WIE S ERR AN T 2R 2 AHI T AN — S BBz
FEBRANT

AT A 28 52 0 B0 A A R S PR DA R ORE OGS
B 45 R M R TR SR T 1 A R L AR SCRY S 5
W 12 4 A )

1) A SCRY I 15 BE X 2 S 3K 3 % 4 3 S5 b i
HR — SO BRI T AN T 477 1 1E Ay 2

2) AU T3 ¥ 2 A A A G 05 YR b T 4R
IEW A B w7

3) ARSCHY T3 ¥R BT X A A IR Bl B AR BRI A
B IR R AR R 2 5 e A RN TR LA

4) ARSCHTTIEEAT AN T R PERE 7
31 HEKHET

AR LY S B A LS I ) B A g b kAT H
P 2 A 30 [H AR 90K 3 72 7 1 D AT 2 RE AR 357 MU N %
AT S INE B 00 R R R RN TR AL T
T3 A 56 J7 ¥ 1 P BE R AT e L AR SR T IR
Linux PIA% 253 32 v B BK 30 A2 5 I 5 B8 k47 52
B, BB ST 40 %k G2 b B 3K Bl B Y R P A% A BE AR A
3 AR

D WA K, THE3 K, K, 5T 9 FF
B8 D, 7T PGS FE P E AP 7E K, BREE R X
7SR S AR B TR AR D, N Dy B D, T )
AL R I B A A AR N AZ B 1 T A S B
AR SCHIRIETE OGRS AR A i v R A A 2 11 TR TR —
EXqLIpEIN

2) TR MEBKZh D FETT 1) 8 Ak B v B & 2R Y
HOREMAA.E K, 3 K, WX EE commit 41
SEAF B P AEAE XTI 51 B 5 T A R DL S A 3R B
XoF 24 11 A A8 5 S 491

3) ReMAEIR Sl D, TEFORMIHANEMA K, F
P IR D) ERF A AT WAL IR K,
o E 7 AR T G R R AL 4 R A R

ARSI LXK 3 AR T 45 G S BR S 56 B I Y 25
B 7% L& T 18 RIS ER 15 B A 1Y) BIK 2 AR BN AR L 2
MRASIX E] K, : Linux-3.5,K, : Linux-4.0 A, % X
[B] B35 43 4 Linux kernel B/ RAS . 5 & 4
T Linux-3.5 XPI 89 19 SRS R St 142 4>
SO 159 304 470D 36 1 IR T A SO 15 75
HELUK 20 e 80 4R B LR L

1399
Table 1 Data set of Driver to Port
1 GBREERIEFHNBIES

2 9K 5h 44 B SO R oA /17
e1000 8 17268
ixgbe 29 31264
virtio 8 2958
bonding 10 13634
RS vmxnet3 5 6480
dummy 1 209
ifb 1 312
tun 1 1695
veth 1 459
floppy 1 4590
loop 2 2002
Bk g mtip32xx 3 4893
nvme 1 1740
pktedvd 1 3116
ac97 8 8343

AR

mpud01 3 932
915 57 58221
Bk vib 1 610
mdacon 1 578
At 142 159 304

3.2 ZigIr

FATEB T 5k 1 LA AR ST b T #2771
TR T WK S B Al 5 5t b i #2 1 4 T 472 T2 RCFix.
R AR SCI E1C K3 5005 4R RS 18 &2 B2 1A iR X
NI AHE RS AR B, R git log-S 4 3 K R 4K
SR A8 B2 S M9 4 o AR A A () i DR R 1) [ 256 A i
165 ). 4R 5 3 T GumTreeDiff HE L& & 52 4]
PEAT AST WS 125 5 b, 38 0ok b 458 G 6 D A 1) J
M2 AR U & B AR L AR B R git2.7.4
WA, T AST (1922 5% WECR H gumtree-2.1.2 i
A, AST i #7 /i 3 5% FH cgum-1.0.1 fAS. f1 T 3¢
PR A& AT L AT F8 1 L AR RO B X M
SRR i R 25 2 B0tk A7 B4, SR 4 46
JEIAS F2 AR B BUREHE 77 40 T R 45 4 D9 25 0% A0 3
AT HEATHEE I HEFE S 7 & B N A2 4 T i .
ST XA A 19 BCIR 3h 43 B B AT A 1) RS A S
B B XL EIRST M IHIN#Z K : Linux-3.5 AR R HH
FH N K, : Linux-4.0 JRAS & 72 7= Az 19 82 101 4
BRIEAT AN THERE. Dy s & A5 B git @7 R A Linux
B E 4 A5 Bl RCFix T HAR Yook 454> 3K 5
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R AE v = A B4 1R A R 2 R T R AN T,
i N EHIAAT ROk T I 53 B 52 96 R0OR A SCHY 42
PRSI F ubuntu 16.06 64 (i FRVE R GRS, i
B gee-5.4.0 WRIAS BB R 1 & PC HL#s . B
A 4 ¥ 3.20 GHz Intel Core™ i5 2L ¥ &S FI 8 GB I 1E.

33 XWRER
B 1. A SCHY vk A R 920K 3h % ke 3 5 b
(4 AN — SRS R AT AN T HE 72 1Y IE B 32 2
2R T AR SR AR SR AR XS 19 5K
9K g B P E AT R 1 B R EE X RS R A AR i 4 S

Table 2 Detailed Distribution of Patches Recommendation

R2 ITHENEADERSS

% SURE R e 1A PR IR 1 1R R (LAIEERGRIN B 2B R ZRBEAR

o
. ABANT HEENT ARBANT HEAT ARG T HET ARANT WERT AT HEAT AR T T
el000 3 4 3 3 0 0 2 2 1 1 0 0
ixgbe 2 2 6 9 0 0 1 1 1 1 1 1
virtio 3 3 0 1 2 2 2 2 1 1 0 0
bonding 3 3 0 7 0 0 0 0 2 5 0 0
vmxnet3 4 4 2 2 0 0 0 0 1 1 0 0
dummy 0 0 0 0 0 0 0 0 1 1 0 0
ifb 0 0 2 2 0 0 0 0 1 1 0 0
tun 4 5 0 5 0 0 0 0 2 3 0 0
veth 0 0 2 2 0 0 0 0 0 0 0 0
floppy 1 2 0 0 0 0 0 0 0 0 0
loop 0 0 2 4 0 0 0 0 0 0 0 1
mtip32xx 0 0 2 2 0 0 0 0 0 0 0 0
nvme 3 3 0 0 0 0 0 8 0 0 0 0
pktedvd 0 0 1 2 0 0 0 0 0 1 0 0
ac97 0 0 0 0 1 1 0 0 0 0 0 0
mpud01 1 1 1 1 0 0 2 2 0 0 0 0
915 0 0 0 0 0 0 1 1 1 1 0 0
vib 1 1 0 0 0 0 2 2 0 0 0 0
mdacon 0 0 1 1 0 0 0 0 0 0 0 0
it 25 28 22 11 3 3 10 18 11 16 1 2
— E el top-1 top-2 top-5 A AR P AR
VAR TR RERT WENT WENT AART WERT WANT WEST ECKE K
1000 0 0 8 9 8 9 9 9 10 10
ixgbe 0 0 10 11 11 11 11 11 11 14
virtio 0 0 6 8 7 8 8 8 8 9
bonding 0 0 4 8 4 8 5 8 8 15
vmxnet3 0 0 6 7 6 7 7 7 7 7
dummy 0 0 1 1 1 1 1 1 1 1
ifb 0 0 3 3 3 3 3 3 3 3
tun 0 1 6 10 6 10 6 10 14 14
veth 0 0 2 2 2 2 2 2 2 2
floppy 0 0 1 1 1 1 1 1 2 2
loop 0 0 2 2 2 2 2 2 4 5
mtip32xx 0 0 2 2 2 2 2 2 2 2
nvme 0 0 2 3 2 3 3 3 3 11
pktedvd 0 0 1 2 1 2 1 2 2 3
ac97 0 0 1 1 1 1 1 1 1 1
mpu401 0 0 3 4 3 4 4 4 4 4
915 0 0 2 2 2 2 2 2 2 2
vib 0 0 3 3 3 3 3 3 3 3
mdacon 0 0 1 1 1 1 1 1 1 1
#it 0 1 64 80 66 80 72 80 88 109
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— B R PEAT AN T HERE. S TP 7 R R .
TR SRS TR HE T 24 BRI B 1 2R RS R B4
G BD SRS D L 2 RSB S B2 T R R S
5 S A4S 109 A4 TS — BUss 5, B Ho
80 MAERAE W T RRMEAEAN T Hob 72 M 4h T A
B I T 0 4 7 B TE B b T 38 2o 5 o i A 5K 2 2
J i AR HE AT N T BB A o AR ) I 2k 47
W AE A A

AREEHE T top-1,top-2, top-5 By #p T HEFE
EHR 5N 58.7%,60.6 %0, 66.1 %4 3C ) 3 2
B E AR A 5 D DR R ke YRR [R] 2848 A2 S B
SR G PR IBOT B8 5 R S B IR 2R 18 B A5 R 1 &
Jo e I T AR G B A D R AR I BB A
BT Y AR RS SR L S TP AL AR 109 A 4E

F1E A — BURE 5, B X Horb 88 SRR BRI T A A%
51 AR RAS A5 B, 51 A RS 1578 0 15 8 4 B I
B35 B 80.7 V0. AR SCIY Jr % 4R 77 e T k1) 38 O
AT [l 23 B A 8 R R X L A 5 LA R AR
SR L B I T R 2 B A R R RHE SR AR T

8]/ 2, A SCHY Ik R A A GO AN T
HEAF 0 0 4 w7

BE X 0K 3 A A 4 S B OOR — BUE IR L 1R S
AT HEFE J7 15 DriverFix™® 3@ b A1 oL B 3R 91 7] 2%
B TRAG 52 S0 B HROR 18 B 48 A2 AR, Ol 3 X 43
PERIASPEACRS 7T 28 A A HE 7 AN T A SOR 2 T 4
TRAR A RN T 7 7 i 5 25 T A LR AL e wb T 4
FET I AT X LS 8L 3R 3 R T AR SCHI AT EL S 5
GEARL.

Table 3 Comparison of Experimental Results with Traditional Patch Recommendation Methods

R3I SEFHTHEEAEOMNLIBER

H T AP (9 e Ge b T #1452 77 i DriverFix

A H TR AR A A AN T #E 2 75 RCFix EoAnl !

BT .
top-1 A T/HEFEAN T top-5 AR T /AR T top-1 RN T/HEFERN T top-5 ARk T /44 T Bt

¢1000 9/9 9/9 8/9 9/9 10
ixgbe 6/6 6/6 10/11 11/11 14
virtio 6/6 6/6 6/8 8/8 9
bonding 4/5 4/5 4/8 5/8 15
vmxnet3 3/5 4/5 6/7 7(7 7
dummy 0/1 11 11 1/1 1
ifh 1/2 1/2 3/3 3/3 3
tun 5/6 5/6 6/10 6/10 14
veth 0/1 11 2/2 2/2 2
floppy 1/2 1/2 11 1/1 2
loop 1/2 1/2 2/2 2/2 5
mtip32xx o/1 11 2/2 2/2 2
nvme 171 11 2/3 3/3 11
pktedvd 1/2 1/2 1/2 1/2 3
ac97 11 11 11 11 1
mpu401 4/4 4/4 3/4 4/4 4
915 1/2 1/2 2/2 2/2 2
vib 2/2 2/2 3/3 3/3 3
mdacon 0/1 1/1 1/1 11 1
it 46/59 51/59 64/80 72/80 109

FEAH R (5K s B #3750 T 5l 2 A [ 4004 46 a0t
F16F Lb 52 50, AH L 3K 3h % A He 1 RR T 7 ik
DriverFix(top-5.51/109, IE#fi & K 46.8 %) , A S F
TAS AR 19 )7 3 RCFix (top-5.72/109, 1E i % Ky

66.100) HEFEAN T B IE B0 A 35§ i A AL AIR T
N TR RE TAR IR R T B8O,

F G A — SO T MR T A X RS A T
HRBU AT TR commit $2 58 Y R IR AURS 25 A8 7] 17 5
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(R BIE ST G, AR S5 | 3 86 7 1 i B s 3R AT T
BAHHAL RN T HEFE T Getalix '™ (top-5,526/
1268, IERAF A 41.5%) ,CLEVER"® (34/72, 1F #§ %
M 47.2%) Al iFixR™ (top-5,8/13, IEFIF N 61.5%) ,
AR SCH D7 IR HETE AN T Y IE B R (top-5.72/109 . IE #f
SR 66.1 Y047 I E R .

16

B RE 3. A SCIY T i G 45 A 5K Sl AR T AE 3R
FIAETRAL HAR B 2 J5 A Rh T /9 e il

K 8 J&7R T BT XA IK 3 AR 78 SRR 5| A B R
AR AR B IR A RN T R He i B 2 19 3K
SHEEFF . G top-N #b T8 B 5 R B BOh: | SR
AR EIC B9 5E BB FITF 18 5 45 1R DR I K

._.
~
T

i8]
T

—_
(=}
T

ARBANT | H D EHRECR . A LEIC

top- 14h TS A R A
top-24h TAE S HE R A
mEE top-5Eh TIB AR I
w58 5 AR I B R
o- FRINAT RUEIC KA 15 H B

4f |
2F ,\v //' 1
0 H i [
S & &é‘* L&
¥

& NSRS §

WENFEF

Fig. 8 Proportion of recommending effective patches for each driver

P8 Bt X 2% A~ IR 3l B e A 7 A kD TR LA

FATAAT T 52 56 Hp AR AT 19 B0l o A 17 L 45 A4
IR DR AR RS HERE R AN T R X N ETC Ji A 26 3 40
i 08— J7 W A SCGE B 1 A 3R ECEIC JE FAE
B N0 AR & 5 — 5 i, 5 X R 2 80k 8l
T3 AR IBCHR R R 2 A 380 h T 19 b o 45 o, 32 7 T
A TR Y R A S AR AR AN, B8 R R
2 BORASEAE /IN IR B SRR T L 2R BOHR R A B R Rh T 4
TE TR A

G o /0 BRI 558 K A 3R Bl R L R B A A /)N
(4 3K 2 B2 Ty 5 S B 3R U 3 ETC BB A 8. ) 3K
3] ixgbe,bonding, nvme % ¥R #5112 17 3K BUR
% EIC J5 R 80 L4 A0 X B Ik FR AT 40 A T e
(18 = 2 T AT o S AR A A ) K Bl R T AR Bt R
A% AN A AE N B 5 A5 5 (EXPORT_SYMBOL) |
AR AR R 4 TV — U R 55 5 3R BOGE 1V 11 EIC
JE DR B R R B 2 EIC R (R B 2 )5 . 8 B
T ) 21 5 S 001 4 BT o 2 48 AR ASE B 0 A A 5
1N 28 FLRAR BN 3 17 A 0D T 77 X 20 25 B i
LR L R M AE A RN T 9 L) 50 4 tun, loop 2§
9K B 2 AR 3R BUA 20 EIC JRUH 22 Jm #b T 47 19 1E
B AR SR A A ELARAE 3.4 5 TR0 S0 Hr A

B R 4. AR SO TR AT AN T HERE A PEBE 2

B9 GEdl T 19 3K UK SR 77 #E 47 38 B 1k 2 1 &b

TR T T AR R ] B A B R SEES Y 19 BKEK S
FRIT o PN A 3 oA A RS HE 2D T I AR 9 B I L A 1
25 AR Bl AR SRR HE R AN T B8 RIRE B BE L.

it JHAS S # b T 47 T B RCFix, 16 55 5
Hp T2 L () T FE AL A - R LA R R R R AR AR AT
FIAR RS B R EEEE LW R BB
M 48 B R A D T A ORI HE e S . E A F
P& ALK 2 FE AR 04 5 B 7 ), N TR i 07 ik
B AE B b TP S A S IR AE RS 7E 30 min 2
A A HZ T — J7 AR SCHY J7 25 AR HE A 4h T
FEARAE B s 1], BE 8 A SR AR T & & N A 52 4 iR
8 AR R 5 3 — 5 T A SCI 7 % B X A A B R 1 b
T HEF A R ATE 3 min. &1 X 45 500K 5 FL 5 4
THERE S Y FERT K 27 14 min, B F H & T HB)
AN TAEEMRE.
34 i g

A REA S 7L AT, EE TR T HE
TR W) TE A0 DL A SO O ik b 8 R R B B R
XF R EIC JE BEAE B 300 R 2818 & 52 1), 32 AT
Xof P A S RS R 1 45 A 1 25 R AR AR A8 i 55 20 BR AR
LM RN T IR TR 1) 25 R A SCRR A S 56 45 RN 4 FE K
W T 43 0 4 2 8D A ) AR R AR (B
O SIAG] AB SRR B U RN 4 7 b T R & 10
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35
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25

20

AN T HEFER [A]/min

Fig. 9 Performance analysis of patch recommendation

B9 b T HEREPERE AT

FER it 37 ARG B R R AN T HEFR O W sl 3 7
N T 48 58, o e A 805 | AR AR T (21/37) 1
b 56.7 %, /DB Z LB (5/37) b 13.5% . 1B B K
M AR B W (3/37) i HE 8.1 %0 . HFEFE#M T 4512 (8/37)
di e 21.6%.

56.7%

O SR G ANHRAE
B GBS

@ BRI R I

o LR T R

Fig. 10 Analysis of four types of patch

recommendation failures

F10 Ab TR IBAY 4 R B 43 47

AT T AN T HEFE R MO 4 JE AR AL, X
4 FENH U s 1 50 R A A RS AN R R T Y
i PR — S ML 5 A ) K Bl A e SRS B B 5 LA
i DR 72 T A RS TR DR A R K Y R sl AR
ALY PR O HLAL S A7 28 2R 1 R L T Bk 12
SIS TE 32 B0 — L N A 1 Bl K Bl AR T il
FRAREJRE B8/ B 0o 3k S8 A o S S T N A 4 10
A BN — B U 3R B B D ST A AR B & I L
P B A R I 4B A2 S B TR IR A ik i 1 R S A1) R
4 75125 2 T 0 0 DA 4 2. 48 2R A i BB I A R T
HERA R DRIX 2 A7 5% W B 9 T L AR S o 2k 5
1 FRIWER M 2 BEAT A B A

KRR B 1. 18 SR AR AR IR .
£515%  (drivers/block/floppy.c,970) :
PREPARE WORK (& floppy_work s (work _
Ffunc_t)handler); | * FiRRIE  /
floppy _work fn=handler; |+ B 1Y 1E i #b
T
]SS 1RAE 5§l (include/ linux/ workqueue. h) ;
— # define PREPARE WORK (_work s _func)
— do{
- (_work )= func=(_func);
—  }while(0)
1652 52 1 4 (drivers/ staging/ {wserial/ fwserial.c) :
— PREPARE _ WORK ( & peer — work ,
fwserial _handle _plug req) ;
+ peer > work fn = fwserial _handle _ plug _
req;
&5 524 2 Ky (drivers/block/nvme-core.c) :
—PREPARE _WORK (&.dev—>reset _work ,
nvme _remove _disks) ;
+dev—>reset _work fn =nvme_remove_disks;
KRG 2. HEFAN T 45 1R,
#54% f (drivers/net/ bonding/ bond_main.c,1245)
err=__netpoll_setup (np); | * FARMHL » |
err=__netpoll_setup (np ,slave—>dev) ;
[ SRR IER AN T «
5| AR 725 5 4 (include/linux/netpoll.h) :
—int__netpoll _setup (struct netpoll * np);
+int _ _netpoll _setup (struct netpoll * np,

struct net _device * ndev) ;
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B2 524 1 A (net/8021g/vlan_dev.c) :

—err=__netpoll _setup (net poll) ;

+err=__netpoll setup (netpoll ,real dev);

B 324 2 F (net/core/netpoll.c) :

—err=__netpoll _setup (np);

+err=__netpoll_setup (np .ndev).

16 S A A MR 2R W 1 1O, 3 R DA R A AR 4
WU R p T AT AST G000 04 200RE 32 e 5 R0 LG
— BB I 2 A 7E W S TR L T B MR I A R R
B 1 h R B # R 2 3K 3 floppy ' PREPARE _
WORK 75550 A iR I 2 Linux WAZ BTG %%
JE SCRIOM B 2 22 0 v BOAR R B T A R0 W) 2R B
S o A I i I A AR 2 L. D IR T A S
Bl iy 2 2R E AST WLt B Bk PR AL o ik Ak
JSLXT IV P e 66 JAD A 5 AR A8 B AR R . B A 1Y
W S 7 AR AR 1 ) Th G ER (9 A0 T S5 R AR A A
Bt & Bk 3t 47 w85, i 3% 4] PREPARE _ WORK
(& peer—>work , fwserial _handle _plug req) FliE
] peer—>work fn= fwserial _handle plug req &
SERANE R 2 Pk A 25 R OF B A5 50 7 Bl
H B R a7 A e B ST 2R K

A T R IR AL, 2 22 BAR 1B S AR
Ry ol R e R A T A Y 4R P A A S A
IR Bl 26 BAH AL X #2428 80 Ry O 5 0 R
ZFE 7 B 1R AR A P4 S H ) dn sy v A
AT IE MR BAT Jmy BR 1 AR SR I ] 2 v, R A8 52 4
= SE WK B bonding RS netpoll setup 451w, 5
wIE RIS Linux WAZ B35 % R BUE Lk AT 1742
BN T 5 2 D SEORFE G BRI B T AR
[F) 248 52 92 451 ) N 8 2y 2 JRUA 52 A Al AEL 2 o T 4%
A SEAG) o AR A PE A S B D DR S S,
BN ndev . real _dev %5 FhA 2 BAE N LS HIHIE,
FEXTZIE T 2 LS slave—>dev AN IEM , T B
AN TR DR 48 B BT IR, AR SCRY O I AR A 4R T =
[F1) 3] 4 7 B A 24 R A A i ORI 220 e A > P AR AR
T 0 3R A5 1A A 28 7 T o 2 B — P A Sk

4 tHXIE

41 REFBE}EE

TR A SR — A BRI RS 5
R TR R e ML 2 B9 TE A R E L LR R R 2
SERE BB R BRI 1 A D T A% BB B Xk — i
bR ) 2 T AL AR 57 18 AR A U E AR T

38 3o A= B —#  (generate-and-validate) 45 #4 F) A il
AR A HE ek 4 T 8y B, H Ar 2 g 4
B3 ) 0 AR AN T Le 25 AU 4 Y GenProg
Tk ARBAE R S 1 R A7 TR E 7
JI e ) PR ARRD v, ) 35t A B30k ek S AR 1 AT
A S S A A 5 DT 0 P 0 A ) e e DT
() IE B P Kim 28 AP 3t PAR Jrik . OB & 55
BRI M AETE T HA I B 0y P AR i kA T8
SUAG 52 A5 Al T I BIL 8 56 24 o A8 S 45 A AR A % Kb
Tl T T A% A Y B B AR S AR T R A
HANT A2 . Le 5 NP AN RE 5 A 11 BE
FEAARE] 05 198 46 v UG S B A i A e b T, AH
I PAR J7vE 88 T 40 T 42 O RS B . Xin 48 AW 42
th ssFix Jy i, g1 %t B B K ) 2 7 A 3 1Y iR
[F) 70, it e T o v 4 AR R IBORA DG AR B Bt AT s
oz g % #b T . Sidiroglou-Douskos 28 A% Fl Ke
28 \BUA R CodePhage il SearchRepair, #1]
T S BB R A OC A AR e B A7 78 4 2B Bl
AN T. Wen 5 NP7 4 1 CapGen 15k, 1 11
) R B AR BE () 28 b DA SR A R ) T SO
LR SR8 S 5 i i v b TR B AR T A S B R
FVRRN T HE T AR TR R 158 2 A AR T 5 8 40 € T T A
TEANTA] AH & 3 B2 A kb T R 7 A S &2 i X
G MR P — WA T 0 R LA 5, B AR N
TR AR R 5 T A R 8l A AL kb T N R A
AT BT A gl A E L E R T K B B A 3
AN Gy Wi B X6 1 I 3K R T AR T I A PR L O HLEK
SR AE VS S 2 A WUAS 19 T8 A 3 5, BIE TH R4S 3K )
T A7 DU 5 0 FT f8 JF AN 38 T i AR A e A
16 SRR C A 5 ¥ 18 5 A R AR R 2R [ 26
1RGS2 S 091 B2 JBORN 18 548 52 B A L e 4 I 18 S
M A1) ] — 28 55 W 0k £ 5 38 0918 B B AR AR T
A SO T3 BB A8 S B AR ORI $25 0F h — 2
TR 52 A 15 it PR A Ok U5 2% 1R 03 T 288 4 15848 & S
6], T 7T B2 OO 35 36 0 P 48 A A5 5 900 [ 26 o 48
SRR TR IAD T HESE.
4.2 #THERE

AT AR SR A X EL AR A R A RN T O I S
AT R EOR . — SR R AE 5 3 Bl G b T RS X 2t
i 158 ) VA B AN Ty AR B % 1) R KL 24 ) e
RN T HEAT BT i 1 B A e kb T A By A T AT
et BEE THR, WA e IR 75 2 k& T+ T
B E ST HE# H R IF AR 78 & IR IEA R &
S BAHETE R AN TARR A B TR IR T2 09 T4
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PR S B EROR, B T — RN T HEFE
HH OG5 . Bader 28 N7 3 1 2% 2] #4540 B & B
1R X O PG S AR T HE T AR T TR 26 R
BT %07 8 C A AN T 4 F) 80 7 1 2
B IAVAS | SR 5 3 ek 2R IS A 1k X 3 S o B I A AT 42
04l 4 i TR) 25 At e 0 1 52 S Al e T P 3R Y
BRI E R SCE VLR AR 18 5 46 1R, F R A S
i BiE A 1 bR SCOR i 5 b T HE Y 58 BURR T HE FE AR
Pz deam i bR SO0 TR 286 B R R AR A AR
AR SCIE I 5 D R AR R R [ S ARG A S ) 4
BUR MR . Nayrolles 25 A S804 % XU commit 238 #F
A1 U I e 4R S B v Je 4 i 22 1 R AT Ab TR 1l
JH 3 e Gy 1 g AR e IS 41 8 T — 2 L R ) A 1R 4 2
HEAT H B W TR 10 R TR T T KUK 42 58 i R R
G AT AN T HERE L 1% 07 1 B T D ) 2 A
FE DRSS NT L A #h T A B T A R LR R B A
AT A SO I B P A8 AR AR AR R HE A AN T
Zhang % N"ER X HL T R 55 45 N RO b AR S
B R TR B9 I RN I #% o e v a3 28 4 5% X L
B 52 i/ SCIBE 5C AR B0 B b i, BRI JE ¥R B EE
C RIME 52 S 451 2 S48 S RSO T T4 R B S 1 A
LA R BT X 33X AN [R) R, 1% 5 vk R AR5 42 4 4 AR
T3 52T A P v 2 B A A a5 AR R 7 468 B2 1) TC X
SRJE AT APT 98 F e ) AR AR M 3 1 ] 26 4 i
FEIATINGIE B S B B 2, T T S8 i R 8
SEAS RN T HE 7 AR % 0y R o AR 42 18 R
B AR S R, A S T D DR R 5 TR 31 [
FHE B B S B4R BB AR . Koyuncu 5 AW X IF
S PR B A R AR I I O B R T B B A
(bug reports) 4 TR T IE. AR TR ZEFH K
AT A BT VA TN G AT T (spectrum-
based) B BB E A7 . 12 5 5 R Tk B iz 5 1 A7 2 T
{Z BE.K & (information retrieval-based) 4 it [ 5 7
B E SR AL B L AR 5 7 PARPY A JE Al Bl o A T
SE SCHIAE SRS AR AN T I HEATHERE.
4.3 WWZHFE

Rodriguez % A 3 Y Coccinelle B 3 23 #7 3K
Bl X A P T A k1 AR Al A, DT A Bl B 5
I8 e M2 R BN R A WK S ) B 19, Thung 46 A7 8
BN commit {5 B IER R 7 X 45
9K 2 B Al B 5 5. LA 38 5 ol g A% R DX ) oy A
commit Jf $0 B il T N B 4 52 A 3K 3 A
commit $2 58 ;i AR5 7E 1% #8585 commit HP i — 2P
3 AT R R AR G B A A8 A T T4 B S e B AT, 32

e 19 A2 A s B8] 6, 455 T e s 7 T ) ik R B 2
PR 44 A2 AL W B AL R TF 5% 1 8 Ak A5 2R AL
Lawall 58 AW & 35K 2l B A8 oy (1) — A4~ 48 15 [0 252 Jor
i (AR B AT BE SR A 2 40T & Py o 48 A8 B dis L
XFIZ R ), H 28 5 o 15 A 2 A0 HE A DROAS £ U2 4 I
KR OG5, PR A T & 035 5 (patch query
language, PQL) £ 1] J+ & Dy 5 48 5 B4 2k 15 75 4
Jir s W5 B S B AR HE git &I F Google 8 &K %07
I A R A R S AR R ) PQL A iy gE — s
THREBME BRI RACR. O A RS TR
SRS HE T — R 1R 0] ) 2 7% (5 B AR s ], —
AE R L TR Bl A8 A 04 B HEL T AR S O ik g
Xof 0K 2y B A v Y 4 1019 A a0 ) AL, e J PR )
[F) A8 52 92 491) 52 3 i Jo ik ) kD T HE T A LA
8 B s 9 4 O 1 AR S O 1 HE A R B AN T —
AR TAE S TAE RISt | 7B R0%.

5 RENMREE

AR SO T — 2 TR BRI A T HERE T
V5 38 A AR () B0 DR AR DR R U () 2 A ik 1B R
o) I (R S A R AE A 9 1 4R O e AT X 1B
AT S BLIR] S 5 18 5 B R A oy o b T HfE R —
7 10 A HC AR G277 3 1 R R AU I 2R A LR IR
) [ B R B S S 1), AR SR N 3K B A% 48 37 5 R oA
(7 3 FH AT 7 () 8 B R i ) R A B R SCAE HAR R
A AR A 1) R i 368 5 A [R) B 5 R AR A
S PR [R] 26 i R 188 52 S 0] ) S8 B L ORI L O —
7 T A S 1 18 52 4 DR Y LR TR ] 26 18 52 52
11 FLREE 108 S AR ME — 1) o DA TS B2 BRI 32 %
B G 0 — M AR G AN T #7773k AR 3
(T IE A AN T 00 TE B R I3 4R A R T
NTAEE M TAF I 320 118 S 30R A SR 1
17 e T b T 22 A0 3 B AR I A A R DRI R X
LU A5 5 AE 5 4 Bh T 5 8 T L st LA R R AR 1 1Y
T

AR AT RIAE 2 AT i ot — A i e
FAT A B ML &% 27 ~J 109 D7 3k £ e A ) DL PR g ) 2
RGBSR S I A R AT TR B R R AT O
{14 i 1R 3k — 25 AR 9 A8 S A AR AR IO SR A A 221 1 Ty
kA 2 90 R TR A AL 2 B R A G
R P 22 100 38 A e 7 A K B 8 1R — BB IR A

HIE.



1406

HEIR S AR 2022, 59(6)

VAR TR T

EERHER . 2R R EFLRA, &t 5T
B 3B B AR s WAL f 5T de 4B AT

REH B ARIT A LEIT; Bl KFf g ERX

R AR B K AT I e 5 AT

2%

(1]

(2]

(3]

[4]

(6]

[7]

[8]

(9]

[10]

[11]

Z 0 B 9T A S

Yo BB AT Ao 5 B 25 R BT,

& % x M

Asim K, Michael M S. Understanding modern device drivers
[C] //Proc of the 7th Int Conf on Architectural Support for
Programming Languages and Operating Systems. New York:
ACM, 2012. 87-98

Chou A, Yang Junfeng, Chelf B, et al. An Empirical Study
of Operating Systems Errors [M]. New York: ACM, 2001
Padioleau Y, Lawall J L, Muller G, Understanding collateral
evolution in Linux device drivers [C] //Proc of the 1st ACM
SIGOPS/EuroSys European Conf on Computer Systems. New
York: ACM, 2006 59-71

Padioleau Y, Lawall J, Hansen R R, et al. Documenting and
automating collateral evolutions in Linux device drivers [C] //
Proc of the 3rd ACM SIGOPS/EuroSys European Conf on
Computer Systems. New York: ACM, 2008: 247-260
Brunel J, Doligez D, Hansen R R, et al. A foundation for
flow-based program matching using temporal logic and model
checking [C] //Proc of the 36th Annual ACM SIGPLAN-
SIGACT Symp on Principles of Programming Languages.
New York: ACM, 2009. 114-126

Rodriguez I R, Lawall ]J. Increasing automation in the
backporting of Linux drivers using coccinelle [C] //Proc of
the 11th European Dependable Computing Conf. Piscataway,
NJ: IEEE, 2015: 132-143

Thung F, Le X B D, Lo D, et al. Recommending code
changes for automatic backporting of Linux device drivers
[C] //Proc of IEEE Int Conf on Software Maintenance and
Evolution. Piscataway, NJ: IEEE, 2017 222-232

Lawall J, Palinski D, Gnirke L, et al. Fast and precise

retrieval of forward and back porting information for Linux

device drivers [C] //Proc of the 2017 USENIX Conf on

Annual  Technical Conf. Berkeley, CA:. USENIX
Association, 2017 15-26
Tao Yida, Jindae K, Sunghun K, et al. Automatically

generated patches as debugging aids: A human study [C] //
Proc of the 22nd ACM SIGSOFT Int Symp on Foundations of
Software Engineering. New York: ACM, 2014, 64-74
Xuan Jifeng, Ren Zhilei, Wang Ziyuan., et al. Progress on
approaches to automatic program repair [J]. Journal of
Software, 2016, 27(4): 771-784 (in Chinese)

(ZBrve, (E3E#. EFI0, 5. B RITIEE 7 ikt ik R
(I #lk24i, 2016, 27(4); 771-784)

Wang Zan, Gao Jian, Chen Xiang, et al. Automatic program

survey [J]. Chinese
Computers, 2018, 41(3): 588-610 (in Chinese)

repair techniques: A Journal of

(12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

CE#E, &M, M, %5, A B E ks eel]]. it
FHLER, 2018, 41(3): 588-610)

Goues C L, Forrest S, Weimer W. Current challenges in
automatic software repair [J]. Software Quality Journal,
2013, 21(3): 421-443

A bibliography [J].
1-24

Martin M. Automatic software repair:

ACM Computing Surveys, 2018, 51(1):
Li Bin, He Yeping., Ma Hengtai. Automatic program repair:
Key problems and technologies [J]. Journal of Software,

2019, 30(2): 244-265 (in Chinese)

(B, B, Bk, B)Y AR LR & AR
(1], BpE2#41 . 2019, 30(2) : 244-265)

Zhang Xindong, Zhu Chenguang, Li Yi, et al. Precfix:
Large-scale patch recommendation by mining defect-patch
pairs [C] [/Proc of the 42nd ACM/IEEE Int Conf on
Software Engineering: Software Engineering in Practice. New
York: ACM, 2020: 41-50

Le G C, Nguyen T, Forrest S, et al. GenProg: A generic
method for automatic software repair [ J]. IEEE Transactions
on Software Engineering, 2012, 37(1): 54-72

Weimer W, Nguyen T V., Goues C L, et al. Automatically
finding patches using genetic programming [ C] //Proc of the
31st Int Conf on Software Engineering. New York: ACM,
2009: 364-374

Goues C L, Dewey-Vogt M, Forrest S, et al. A systematic
study of automated program repair: Fixing 55 out of 105
bugs for $ 8 each [C] //Proc of the 34th Int Conf on Software
Engineering. New York: ACM, 2012: 3-13
Qi Yuhua, Mao Xiaoguang, Lei Yan, et al. The strength of
random search on automated program repair [C] //Proc of
the 36th Int Conf on Software Engineering. New York:
ACM, 2014: 254-265

Long Fan, Peter A, Martin R. Automatic inference of code
transforms for patch generation [C] //Proc of the 11th Joint
Meeting on Foundations of Software Engineering. New York:
ACM, 2017 727-739

Liu Xuliang, Zhong Hao. Mining stackoverflow for program
repair [C] //Proc of the 25th IEEE Int Conf on Software
Analysis, Evolution and Reengineering. Piscataway, NJ:
IEEE, 2018. 118-129

Liu Kui, Kim D, Bissyandé T F, et al. Mining fix patterns
for findbugs violations [J]. IEEE Transactions on Software
Engineering, 2021, 47(1). 165-188

NguyenH A, Nguyen T N, Dig D, et al. Graph-based mining
of in-the-wild, fine-grained, semantic code change patterns
[C] //Proc of the 41st Int Conf on Software Engineering.
New York: ACM, 2019. 819-830

Koyuncu A, Liu Kui, Bissyandé T F, et al. FixMiner:

Mining relevant fix patterns for automated program repair
[J]. Empirical Software Engineering, 2020, 25(3):
2024

1980—



75 R ETHARMR N Linux SRS HLIE 00AN T HE7E 1407
[25] Le X BD, Lo D, Goues C L. History driven program repair [38] Wen Ming, Wu Rongxin. Liu Yepang. Exploring and
[C] //Proc of the 23rd IEEE Int Conf on Software Analysis, exploiting the correlations between bug-inducing and bug-
Evolution and Reengineering. Piscataway, NJ: IEEE, 2016 fixing commits [C] //Proc of the 27th ACM Joint Meeting on
213-224 European Software Engineering Conf and Symp on the
[26] Jiang Jiajun, Xiong Yingfei, Zhang Hongyu. et al. Shaping Foundations of Software Engineering. New York: ACM,
program repair space with existing patches and similar code 2019. 326-337
[C1/[Proc of the 27th ACM SIGSOFT Int Symp on Software [39] Herzig K, Zeller A. The impact of tangled code changes [C]
Testing and Analysis. New York: ACM, 2018 298-309 [|Proc of the 10th Working Conf on Mining Software
27] Wen Ming, Che jie, Wu R in, et al. Context-aware
[27] Wen Ming. Chen Junjie. Wu Rongxin. et al. Context-aware Repositories. New York: ACM, 2013: 121-130
patch generation for better automated program repair[ C/OL]
) ) [40] Kirinuki H, Higo Y, Hotta K, et al. Hey! Are you
[[Proc of the 40th Int Conf on Software Engineering. New
. . committing tangled changes? [C] //Proc of the 22nd Int Conf
York: ACM, 2018[2019-01-10]. https://iceexplore.icee.org/
. _ on Program Comprehension. New York: ACM, 2014. 262-
stamp/stamp.jsp?tp= &arnumber= 8453055
[28] Lutellier T, Pham H V, Pang L, et al. CoCoNuT: 265
Combining context-aware neural translation models using [41] Martinez M. Weimer W. Monperrus M. Do the fix
ensemble for program repair [C] //Proc of the 29th ACM ingredients already exist? An empirical inquiry into the
SIGSOFT Int Symp on Software Testing and Analysis. New redundancy assumptions of program repair approaches [C] //
York: ACM, 2020. 101-114 Proc of the 36th Int Conf on Software Engineering. New
[29] Li Yi, Wang Shaohua, Nguyen T N. DLFix: Context-based York: ACM, 2014: 492-495
code transformation learning for automated program repair [42] Scott C, Ben S. Git [OL]. [2020-02-15]. http://git-scm.
[C] //Proc of the 42nd Int Conf on Software Engineering. com/
New York: ACM, 2020: 602-614 [43] Hajnal A, Forgacs 1. A precise demand-driven def-use
[30] Xiong Yingfei. Wang Jie, Yan Runfa. et al. Precise condition chaining algorithm [C] //Proc of the 6th European Conf on
synthesis for program repair [C] //Proc of the 39th Int Conf Software Maintenance and Reengineering. Piscataway, NJ.
on Software Engineering. New York: ACM, 2017. 416-426 IEEE. 2002, 77-87
[31] Saha R K, Lyu Y J, Yoshida H. et al. Elixir: Effective ) ) )
[44] Chawathe S S, Rajaraman A, Garcia-Molina H, et al.
object-oriented program repair [C] //Proc of the 32nd IEEE/
Change detection in hierarchically structured information [ C]
ACM Int Conf on Automated Software Engineering.
) //Proc of the 1996 ACM SIGMOD Int Conf on Management
Piscataway, NJ: IEEE, 2017. 648-659
f Data. New York: ACM, 1996. 493-504
[32] Xin Qi, Reiss S P. Leveraging syntax-related code for of Pata. ew Tor
automated program repair [C] //Proc of the 32nd IEEE/ACM [45] Falleri J R. Mihai C. Georg D, et al. GumTreeDiff
Int Conf on Automated Software Engineering. Piscataway, [EB/OL]. [2020-02-15 J. https://github. com/GumTreeDiff/
NJ: IEEE, 2017: 660670 gumtree
[33] Sidiroglou-Douskos S, Lahtinen E, Long Fan, et al. [46] Li Bin, He Yeping, Ma Hengtai, et al. Recommending
Automatic error elimination by horizontal code transfer interface patches for forward porting of Linux device drivers
across multiple applications [J]. ACM SIGPLAN Notices, based on existing instances [J]. Journal of Computer
2015, 50(6): 43-54 Research and Development, 2021, 58 (1): 189 -207 (in
[34] Ke Yalin, Stolee K T, Goues C L, et al. Repairing programs Chinese)
with semantic code search [C] //Proc of the 30th IEEE/ACM (ZExk, WA, DfEA, % T OGS Linux 5K 3 7
Int Conf on Automated Software Engineering. Piscataway, FERT R A B AN THEZE0) . S EHLIESE 5 R JR . 2021, 58
NJ: IEEE, 2015: 295-306 (1): 189-207)
[35] Hassan F, Wang Xiaoyin. HireBuild: An automatic approach o ) )
[47] Bader J, Scott A, Pradel M, et al. Getafix: Learning to fix
to history-driven repair of build scripts [ C] //Proc of the 40th )
bugs automatically [C/OL] [/Proc of the ACM on
Int Conf on Software Engineering. New York: ACM, 2018.
Programming Languages. New York: ACM, 2019[2020-03-
1078-1089 I h i Iod] "
05]. https://arxiv. 1902.06111.
[36] Lou Yiling, Chen Junjie, Zhang Lingming. History-driven ? bssjfarxiv.orgrp b
build failure fixing: How far are we [C] //Proc of the 28th [48] Nayrolles M, Hamou-Lhadj A. CLEVER: Combining code
ACM SIGSOFT Int Symp on Software Testing and Analysis. metrics with clone detection for just-in-time fault prevention
New York: ACM. 2019; 43-54 and resolution in large industrial projects [C] //Proc of the
[37] Liu Kui» Koyuncu A, Kim D, et al. TBar: Revisiting Int Conf on Mining Software Repositories. New York: ACM,

template-based automated program repair [C] //Proc of the
28th ACM SIGSOFT Int Symp on Software Testing and
Analysis. New York: ACM, 2019 31-42

[49]

2018, 153164
Koyuncu A, Liu Kui, Bissyandé T F, et al. iFixR: Bug
report driven program repair [C] //Proc of the 27th ACM



1408

AR S AR 2022, 59(6)

[50]

Joint Meeting on European Software Engineering Conf and
Symp on the Foundations of Software Engineering. New
York: ACM, 2019: 314-325

Kim D, Nam J, Song J. et al. Automatic patch generation

learned from human-written patches [C] //Proc of the 2013
Int Conf on Software Engineering. New York: ACM, 2013:
802-811

Li Bin. born in 1985. PhD, engineer. His
main research intersets include program
analysis and repair, safe operating system.
&= R, 1985 AL, TR, BT Oy
AT T e R 2B AE RS,

He Yeping, born in 1962. PhD, professor.

His main research intersets include system
" security, privacy protection.

B L1962 4R R A BE ST B E AT TS

] 2R G0 % 4 B AR

Ma Hengtai, born in 1970. PhD, associate
professor. His main research intersets
include software security analysis, operating
system security.

SIEXK 1970 A4 L BIF 5T 5L FE R
J5 1 B2 2 o W ARAE R

Rui Jianwu, born in 1972. PhD, senior
engineer. His main research intersets include
operating system, software testing.

WER, 97284 WL, ERg TRIm £
WF5ET7 19 R AR R e AR DK

Li Xiaozhuo, born in 1992. PhD candidate.
Her main research intersets include code
analysis and fault location.
TR 1992 AF R TR BE S A BB TT
o] Sy AR 53 A 0 e Az



