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Abstract Block modulation-scrambling image encryption is one of the common encryption methods
for reversible data hiding in encrypted image (RDH-EI). It can effectively improve the embedding
capacity of the algorithm and resist the existing ciphertext only and known plaintext attacks. For block
modulation-scrambling image encryption, a key stream estimation method under known plaintext
attack is proposed in this paper. First of all, the definition of image difference block is given, and it is
pointed out that the ciphertext block generated by block modulation keeps the difference block
unchanged with high probability. On this basis, a fast block scrambling key estimation method based
on pseudo difference image construction and difference cube mean index search is proposed. The
relationship between the cube mean distribution of the difference block and the block size and the
accuracy of the scrambling key estimation is discussed. Finally, the possible solutions to improve the
security of image encryption are given. The texture complexity and block size of the plaintext image
are the main factors that affect the block scrambling key estimation accuracy and algorithm time
complexity. When the block size is larger than 3X 3, the accuracy of all test image block scrambling
secret key estimation is more than 70%, at this time, the content information of ciphertext image is

seriously leaked.
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Fig. 2 Theoretical and actual values of Q value for

Lena and Baboon under different secret keys
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Fig. 6 Texture distribution map and attack results
under 2X 2 block size
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Fig. 7 The estimation accuracy of scrambling sequences

II estimated by using different images
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Fig. 8 Estimation accuracy of II under different

block sizes
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Fig. 9 The known plaintext attack results under 3X3 block size and 4 X 4 block size
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Fig. 10 The known plaintext attack results under 5X5 block size and 8 X8 block size
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Fig. 11 Known plaintext attack results for 1 to 3 pairs of plain-ciphertext at

block sizes 1 X2 and 1X3
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Fig. 12 k-value of different images under different

block sizes
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Table 1 Actual Running Time of the Known-plaintext Attack

x1 BHRAXHERNELRETHE s
VgD NN
EES
2X2 3X3 4X4 5X5 8X8
Airplane 64.37 2.28 1.42 0.73 0.31
Lena 12.64 1.58 0.80 0.44 0.19
Woman 12.77 2.51 1.44 0.95 0.47
Man 13.10 1.68 0.64 0.39 0.18
Baboon 6.50 7.09 6.16 2.00 0.90
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Fig. 13 The generation framework of the adaptive
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