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Abstract  With the high-speed development of Internet of things. wearable devices and mobile
communication technology, large-scale data continuously generate and converge to multiple data
collectors, which influences people’s life in many ways. Meanwhile, it also causes more and more
severe privacy leaks. Traditional privacy aware mechanisms such as differential privacy, encryption
and anonymization are not enough to deal with the serious situation. What is more, the data
convergence leads to data monopoly which hinders the realization of the big data value seriously.
Besides, tampered data, single point failure in data quality management and so on may cause
untrustworthy data-driven decision-making. How to use big data correctly has become an important
issue. For those reasons, we propose the data transparency, aiming to provide solution for the correct
use of big data. Blockchain originated from digital currency has the characteristics of decentralization,
transparency and immutability, and it provides an accountable and secure solution for data
transparency. In this paper, we first propose the definition and research dimension of the data
transparency from the perspective of big data life cycle, and we also analyze and summary the methods
to realize data transparency. Then, we summary the research progress of blockchain-based data
transparency. Finally, we analyze the challenges that may arise in the process of blockchain-based data

transparency.
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Fig. 1 Data acquisition distribution of the collectors
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Fig. 2 Dimensions of data transparency
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Fig. 3 Data sharing based on blockchain for access
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B4 g3 OB AR L =207 i

Shy 52 B A A 2B A = 0 R I UE M R X
Bk s 28 45 i (bulletin board) 28 A7 % I UE 15 B
P38 2o ZE 0 UE B X B B A A 1 e A B A B
WA RS R AT R UET AN, 2R S
J5 R T 2 RS L3 M B 4 it A N Al 2 )
AN F A T A R AL PR ARG SR 0 e
A2 A T B RA ) . SCR (57 T 1 B3040 2 At A J2 ik
52 HAFAr i H B AR — AR ORI S L 3
AT B B0 UE AR B A T STk [58 B 15 B4 $2 fik 3
TIE T AR R0 K B BE AR N B0 IE 2 L S Ay
A7 EHE 5 SOk 59 TR B B FR it RO,
BTN RSB 25 Rt B L AT B8 I Y 7E 2R A S TR
RE.

5 6 X B AR S B0 UE 2 L SEEE 2 T S
oA FOBOE B 3k 5 BCE SR A R Y R T
SR AIE B RN 28 5 22 #K § (commitment) 8 3E B £ A
X B X HLBE 1 S 50 00F 2 $FT 50 HF I 3 s 3t =2
TR

%%@&&&&

X Mt HniE Ot

Fig. 5 Verified distributed data sharing system

5 AT UE A AR AR 3k

L5 TR G DR B R S B 2 T

iiﬂﬂ%%ﬁ_tﬁfﬁi L 0 3 B PR RN S AT R H 2
WAFAE 2 AR g o) B0, 1) B Jy 36 2R 28 AR

U R 28 B 2 AR U 1 7 10k S B AR 2 R AR
AT B UE 8K 10 2 R IE B 2R BCUE WY R 36 iE 3o A8 B AE
TERRIT TS 5 2) AT J7 1 R AR MR 1 Bl K v 4]
B P L B A HEAT 30 E 35 Y LA RR.
23 AIWMIEMSmAIRES]

or A AL o7 2] 8 BRI FAT (data parallelism)
BB JF 4T (model parallelism) 52 B, g [8] 422 52 B
By = B3, o0 An L& 5 2 R o AR T
LBl 1 A~ E 7 A (master) f1 245 575 & (parties)
He [ 58 BUAIL A% 24 2T AF 55, 3210 SRR AR I R S
5y S %3 % (poisoning attack) [0 48 J5 ] £ 52
e ML 4 27 2T 45 BT L A7 it 53 A AL g o 2] i 7 oh
HESHUF B ZE 0, TR WL 5 5 BTk 1Lk
SR A% S BN S AL 155 70

H T DCHUEE T RS2 3R] 56 HIE Y 43 A P A 2
2] DR 0 SR R A 3 T B SR (A S R i
T vp SR 22 0 B RA L s 78 2 =2 A [m] 28500 85 2 HOR X
SR AT IR S D7 Sl o S AR R 2 i Ak 2
s v A7 O H PR R B E 9 £ U2 5 A
Hi DX HRBEAARE L 25 2% S R o A 280 L |
mﬁﬁﬁfi'ﬁgiﬂl-icﬂlj O Ak 7 AR A X B i R
SR A T L X B 52 5 S T il B 8
fr B

&l 6 S 2t ALY o A SUL A% 2 S BB H
DA A~ R B2 AL 35 R4 A b 5000 AR A5 A B0 BE A
B (gradient descent, GD),Jf il XHsEsL 5 Fig
X ek, @ h X BBk 45 &A1 T3 R IE.
@ i T ok e RUSR k2R O SR A R AR AR R

< R Bk

_ @ ZXHE

> ] o |
@ SR, G '_’: __________ vl
RIS .- J

© A5 AH L
5B, RKIEZH

«%3}

~
MR

Fig. 6 Machine learning based on blockchain
6 T XML



244

HEMIR S AR 2021, 58(2)

@ g DX B i o0 265 -FEH ST I 10 4 R B BE A L KGR
HENBERME BLENPTO~O, HEW
AREOR.

2 g H T IX el 52 B AT 9 U o3 A B AR A

DL R ZHOTERR M oA 7 sUSE L, R 22
o3 B AN K de £ 43 2 A A st b6 4R B R AT PR . T
HL o SCHRTS8 TR I 32 45 70 A 280 46 2 3120 B Al o
i L7~

Table 2 Comparison of Distributed Machine Learning Methods
F2 ARIESHXN[EIFEN L

ik BHiE Jy 2 X Hedif [SERVSA H 5 RN
[58] Zrpe AL e Consortium Blockchain £ 5y BaFh B AT WL BE 22 5 X
[66] R UE Ethereum Lo Hlag2z 5 %
[71-72] O AL B IE Designed One X HLaE 2> X
[73] s TR Designed One X HLog 2 5 X
[74] Zrp LB E Corda 24 T TR N
[75] 2SR Consortium Blockchain X G| J

TE N TRIR SRR OO RO AR S

25 LTI A DX B BE S B A AL &R o7~ L T
LA i PR 0 S 4 T B E. ELR R AE AR 3 A1 i
e 1) Z JIRIE W AR Rk W 56 I 2o 7 A A A
BRI TF Y 5 2) IX e B 28 38 1 X o3 A B 2 >
FEAERE AT 5 3) BOR T LA b 28 T 0 R X B S
BN e Bl K e 11 04 2 O Ak ke 8 Dl s oA
F B I AL AT 2o A1 UL A8 =7 > T R 22 s B die
P HEFE A L8 K B 2, 4852 b X A 4R
I3 A il 10 12 55 R A e 22 /D MR Joi e 2 TR 3R
TE B 5 Rt 2 08 18 00 40 £ 136 385 D 3R A 2 Dl 1 i 41
S0t i 45 1) L

3 BiEZTFMRRSERN

ORI Z W8S P A # (data owner, DO) K
BAEAE 0 2 2 0 22 = 55 P2 AL RS (cloud service
provider, CSP) 4t 1 = 7 R %5 . th F DO #1 CSP
Z AR AETE S8 AR AT B0 58 B8 PR 0 IE | PT 43 & n 2%
I R P 500 ) B3k 25 2 O B 2 A7 it 50 2 4 R B A
M H BRI Ik R Z T CSP &A% 4]
15 VDO 23 52 AT AE W R B 5%, 5T 51 A W] A5 Y 46
=J7 # 1 (third party audit, TPA) I % DO 5L
B UE SR 3 3 B B 2% 11 1 52 B 748 285 A0 ST il ) 2 A7
R T 14 o T L K 22 8005 ¥ 52 BT R Bk = 5 ) 1k = 52
b TPA AT RES A A SR 8 G ik, DO 7] BE AT
RVET L T LA B HE J CSP, TPA, DO 22 111 58 1. ffy
375 WIE FIRT A 1. 0 Y DX R B AT DL AE AS K mT 15 5
=5 B B SE B 55 3% WL A A L AR A X B A AT
LS PSR AT A5 5% =5 i8I = AE i i 55 .

1) B e 1 90k R 56 & 1 96 I U7 1 4
Va4 IE HH (provable data possessions PDP) F1%L
P AT 52 9F B (proof of retrievability, POR).PDP
AT DL PR S50 ik H A 2 A B 2 o 1E B A . POR AN
AL RE S U 2 A5 & % 2R sl IR, 38 BB X 2 2R B
R 04 5OHE R A58 52 0 B0l o0 PR R AT B IR
WA TPA $RATHR A, th T 56 ki B s = 3% Bk,
DO HAEEMHAE TPA iR [l ¥ 5 i 45 5 AR E A WF 5T
it X EE DO & # S L TPA B jE™ | Al {5 il
PR g e BGUE 5 H TPA BYAS BT {5 A5 I 7 A i
B ) R0, {E 3 S 7 3 g 5 ) A At AT {5 T X e i
5 A8 555 5 R Pk B UE T VR AR 2 5 BE A% 1S g W R e]
fE1E A L d oL suE Ao AR aE 2 fhoy . L
oA IE 2 45 DX HR i W 25 A0 TPA ST B ik STk
(82454 PDP FLAK Ty 52 B ¢ B Mk 5 ik, {H 2
IEEA R WA gk > GAS FF Y. SCHR[83 ] R A
PDP LA K J5 52 B 56 B 4 56 91F , I 52 BLAS HOM 55 =
T WM 55 23 °F 5 SCHRL 84 1R IR B3 5 50 ik JF B AT
& 0 SR HARPLEL o B IETE T i TPA R
A1 80 56 B VR B IE  EDRE 58 2 M 00 TE Pk A E B AF A
X P FH T H S 5 5. SCHERESS TR X HeHb nonce
Bt Se B LU0 Uk I 1 pk A B i DO X TPA 3
UESS R EAT S X Fh 7 ACRE SRt b 3L 4R R
AR HESR DO BA —E /TR RE I T .

2) AR F . Al RN BOR AR E S BTl
REAN[R] ) LA 43 Sy B0 O Bt 1] 48 2% | 3 3 OC i 1) 48 R A
02 F 18 B A AR AE AR5 AR AR A 3 B 1 R [ T Ly Ak
FRu] 18 2 il %% (symmetric searchable encryption,
SSE) F19E X} FR 7] 48 22 1 %% (asymmetric searchable



/MG S - R T X B 1) B AR 1 AL - )k

245

encryption, ASE)™% TJ {2 Jin % 4% S 5¢ % M 58 iE
TR Z R 5K TPA AT A LB IE, Bt =
i IR XU BE 5 0% g0 ] 18 3R 0 %5 J7 Bk AR 45 G RE 6%
Tz W AT AE M W] 4o R AR R R
A8 R 2 Bl 2L Lo AR R BT, X HEE R 2%
& U T PAT R BE A 20U CSP PuATHE &L 3R
I FEORUEAE R 2 RS IR 1Y, N 7 B A
R RATIUES PO R AR T58R B CSP h
T 2R AR 4 DO & [ 8 2 45 5 1Y [6] i 6 56 31F 15 2
FEANDCHREES A B T A5 5 0 = A2 456 X
Bk iR ] ASEBE Storj 1 Filecoin % 2 Wil = f7 i
DR A R A5 R o8 B e

3) Mt R S D AR e AR I B 7 A
o1 5 M 5% (deletion by overwriting) A1 % i 2% #H &
(deletion by cryptography). 4 #E 17 1 & M B0 48 M Bx
i, DO % M BR % K 2 )5 - CSP A7 Ml B #84F OF 3R
1AL AR s B B R T A Ry Wi 2. DO I8 AR 4 1t
M) 37 F B 2 2 i B A A 2 AN B3 L I ISk ok AR R
=z 3% B Ve © A WF 58 MR T P RE Ui R) A7 i A

U U A R AR R AR B R T T R Tl
PRS0 AT AF S = O S BRI G UE A e AR
B L AEAT i = 355 B PR DB G Si M BRI B AT LA 1
TS B 7 1 ) 53k 1 3 B T T B I I AT
B CSP $UAT M B 3 T 45 A5 15 1) 36 0F J7 0 Ctrust-
but-verify) ¥ DO 89 B i& K 1 CSP A9 M B 1k 9]
TN X HUBtE AT A AHB BT LR 35 X B 4 $0 77 56 01F 45
PE 38 0 B 52 BH L B 1k DO R CSP XU 4B 7] A
A AT M. SCHR [ 95 ] R 1 78 25 5 7 vk IR %
DO Fi1 CSP Z [i] €38 & 5 £ 45 UE 52 B[] 53, Jf 5] A
P[] 1z 55 g A W) 535 9k 1Y 4t A3 Bk i) 8 A 55 SC iR [£96 ]
P 2 il I I M 2 44 AR LR T v R R 1R
R BT 4 24 G I B AL M R kL RIS 3S B N A
iz B 1k B3 W e

3 N EET X HLHE S N2 A7t W 55 35 B PE A2
SR BIE S A AR e T I 2 R Tk T
IS HE DO BiE. il 48 2200 25 B AR #B 5 08 T A 1.
i P 50 ) B #0 R FH 25 v Ak O XA A 4 I
B, FHE DO A CSP WU 5 UE

Table 3 Comparison of Cloud Storage Services Transparency

x3 HEZHFMERSERESSHRTEIL

ik H itz Lioall s X P A DO 1k CSP $613iE
[82] B A 58 A IR IE L g Ethereum X J X
[83] B 58 B P IE e AL e Bitcoin N/ N/ X
[84] K HlE o PR 9 UE Zi AL IE Consortium Blockchain X N/ X
[85] B A 58 4 R IR IE e AR B IE Ethereum X J X
[87] LR E9iIE R EE Ethereum N N X
[88] LELEIIE:A e AL 56 HIE Public Blockchain N/ J N
[95] HOHE I BR Ei L5 UE Public Blockchain X J J
[96] B I B F LS TE Public Blockchain X N N/

T TR X R AT

25 B BT IR N X HEE T B S = A i iR 55
(10325 WA P 0 PR AH R IR A 7R 3 AR A e [l . 1)
B 5 M 5 UE L R H 0 1k 56 E O XA AR T R
DO $iATE & 38 fin DO W35 G R L5k
D5 T LR Y B RE A 0 AT W B AR AR
(gas) , BRORMT 238 o DL K T #E47 W 3K, i DL AR 228
Tyt Ak 52 B 45 Ty =l AR T FE. 2) WA AR
WA — R U8 SO R 5 A AT RE 3 LA [F] AR
V05 IR 8% 5 B T o A A B R B 1) R
SIERAS ik 5 G B ) 5 B s R oo e R O K F
SR AT S0 IE ) 22 56 B TR RN AT 4438 A A5 A 1 R L AL,
AT ZN AR AL A AR DK B TR R R ) AL

308 E MR I B L BRAT O ik R T SRS M BR O
5 MBT DO H 5 A BB TS SR A7 AE B s, 75 2
BT T 56 14 IV K I R D7 3 A L R K Al
Az IR 55 P A TSRO X B 1 {5 B ) s A
2 iR VAP 7 Sc o 1131 5 Nt

4 HBIERRERAE

TEHE TG — 15 B — iR R e
PRI R rp 0 1 e B B A I X T Ak
2 O SR AT I B AR B E— X5 Bl
PS8 38 28 05 35 1 B R B e AT X 28 1R OF



246

HEMIR S AR 2021, 58(2)

2 BRI Y fo R DR AR A2 R B R 58 1 L 1k
Y 9 A7 A 32 B oo B A0 A B A RO T A B
T R A R S () A2 5 B SR A T EE
IS &y NN RES S a WUR IR R7 =y P I 12
BOJ SRS IE AN T RE. O 1 R3O0 D SR 3 W A 5 8 5 3
PR AT T RE AT R R B .

DX B A O 2 v A 1 23 A 2R L O B SR
0t P T B B SR e AR ] | 3 W R R
55355 Y, 8 0 BN 2R AT 38 B 9 R 1Y [ s Ay R
8 X PR SRR Al R A A T A 2 2RV L e Ah B T IX
BRAtE 1) 2 rpol A A7 A 2 00 o 2 T L U 4K
A2 75 W B SO o B AR R AT 38 B AE 4 B AR
By HOURI O A R S8 T R B
DU A B S X BREEAE Dy o A O A X BB
AT SR PR | 2 AT R L A () R 5 )
L B0 B2 PN BRI A 2 0 3 DX R BE A A PR A
I H R BE LA OGO 5 U BE T A R R A 4
A 177 2 2 — 2P AR X 2] 5 Ko b AT AR o
e IR X e e A 1) 28 58 (R A1 IX B 52 5 Ak
S B B TR AR I L R OR B A A £ R D BB S B B
F R I 5 252 BV [ A 3R AT Top-k 450 %5 52 Ak 45
U RO A A 5 R M R E | A R R Al
R ETE S A R I IR 45

20 VR A A% 3 v AN G — A R R 23 5 R
B30 it 0 i R R AR R SR AR A G A Al S
R JSRCARE 4 o 5 3 T R RO T A A =T AT AT AE
R = 375 W | B A 2R ORI ] % 05T A4 50 O 1 1] AL
WEER BES 29 A 3 P AT AT DL 2 48— B 4 =0 M
) e H12 1 5 Bl JB e 4 S W

LR LT L T X HUBE AT LA 2E B SR KON AT
L BETA B T 25 n] i R AR R AT AR 3 A A R
[F)880 1) R ECHE R )12 AR SR P DX R A7 A P
PRI AT LS BERCH S8 B 1R BT {5 2 4] £ Gk S 3
TEAF N DX B 22 T A4 250 5 AT 5 2 Bk A 1) 5 2) 524
DX PR I 52 2R BN A 1) 2 0 R RA PR 4 R SRS
AR 5 3) AT PRAIE “BE T 7 Ak B B4 4k

5 Bk EE

HE T IX e i i B 375 B A6 15 7 1 R B A0 (i
S B e A a2 I T SR RO AR I A G T R
o7 T 25 A 5 2 T 006 T 2 i L 5 B A AN ] B ik
P T A 90 5L 1) B2 R RSCH £ HG A i S A AR AT I
O B RA PR 0 KR4 ke 3 AT A T A S B i B

P WU ) BT AVECHE T R SE B G 5 Sk
i 0]

D) 56 500 37 W1 A6 75 5K 00 DX B e 0 A ) o, 25
T X et i) BCHE 35 WAk 2R TR 09 [R) 53 6E T, {H 3R
A DX B B R R RN R B8 JC 9k 4 0 TR
Ak A5G S0 BSCHE A5 B I M R S A e 0 T Mk
DX HRBE 1 T 4 R P i 1 R e SR 5 St W U S
N2 IX ek Z 18] ) B AR SEt ) 58 S A A A
1 1A PRME AR oh 5y I, T BT A BUEE i W
RSy R RS WA E R IX
ek i AR 58 O T A 1 IR X P A

2) HAF P AL ERHE AR A ] 1 ) L
IS B84 A B A ke = 32 W AR P A AL, S 3
e R i 8 ) A 0B AR T . T DG T AR AR A T
Y AIEFEAT SR AR R A B o 55 — i 4 7 1 K4k AR R 4
) L R 85K TR i A vk R %) SR L S I B AR LA 1
PR AN T CRVERCE 2E 77 380 70 8088 20 BB 7 v dike
AL P B0 T) 5 B W 4 5 ) e 1 BCHE B
WA H A B W B 3 28 R 00 85 a3 AN i) &
8 25 5 BONRE = 32 IRk 55 . 78 £ 2K B2 BT 1 5 R ik
R, an ek 42 A 25 L fl P e B EE
2 H R R IR AR T () 2 B i it i 55 2
P i R R ot FH P B R AS B R 55 5 B R R A
i 5% 2Z 18] - Al A 280G 2

3) PRAEZCHE AT B 180 A A i S = 57 B 1 1) A
IR 55 2 B2 (service provider) /2 £ 40 i 48 35 e 4
FH P88 I S P 4 AR A 55, 1B IR 45 486 43 2 2 5 K
i B5CHE 57 FH Wip 1L A T B 40 3k R AN 3 W Y R e
o] S 30 5 ] PR T SR A P S AT A S I X s A
TENE LT3 W0 SRS — A Pk A ) ALt A L B T
SV 5 2 B Y B 3k 5t =, T DR
AN [R] S A il 1 R e 4 T R AN AL ) A
BRRF 2 LR 10 A5 A0 e R AT AR 2 B R v A
JIR 55 A 1 Sy 28 S [R) R LR A K00 T B8 E R B
TR & B8 AT eS8 e AR 2 N AL, i
D) 5080 T s e = AR SR A N TR R, (S 0w
K H AT RE 2 T SO ) B 250 e, 7E SR 4R I
VB AT ] 2 R 4% LR 3 BUE LS5 AT R, AT A
B N B AL T HER A LR 25 . EAR A A
(EIR=S - RA A N2 - |7/ o 5o L 2 B 7
e S A SE N O 0] 7E B RA DR 4P R 4R T S B AR A 2
2B U R P RS ER 5 AT B A DGy
UL 3 A5 B AL — P ] A



/MG S - R T X B 1) B AR 1 AL - )k

247

4) AT AN AT B T A ) R 1) 5 ) AL e AR
Y P R0 7 5 W ] A0 D R 04 ok 6 ) 9
HOHE T LA S B 99 DR 1) 5L 0 R 1) TE A A R ) R
1) 58w P SR TT AN AT o P AT B4 A AR RO S
PEER L RS2 — D b A TR R BR B R T B 38 i 2
RN HLAE 22 7 B SCHE. Al R 9 A
FEHAR T Be B i s B O 3L 5 B Al £
R P RS RS &/ G P S S R 475
PHEC TR BO05 5 B L P B9 A5 A, R T O 55 R e
HE— 2 AR RS R H We  ARSCHs 3 52 0 0 8 25 A2
ZRTE ST S UNAT 52 B 5 - 15 15 Je Y 999 U 1) B R
AT A A TR 1) P S T A () B el T 0 50 K 0 i ik Al
AJ ORI 3 752 370 308 B A Ik 2% A 5080 990 U A b el
RE 23 Tk S FCA KR AA 5 5L, i LA 99 D50 i 7 ) B A Ot 7
W2 O H 2 ST AR AR SR R 3 A ) D5 4 Al
FI BhRE AT i A )t 2 — >k A ) AL

5) AR UE K i 1 HE R A 9 A A R A )AL e
SA0HE A= A JEL ST PN B R A LS A A R A
b 20 Y 3 o P v R A L A I S 2 B W S T
AR BIREE T X Rk 47 2 rpoO AR A7 i A0 A 2
HCHE 23 (5500 £ P H 25 R 8 Xob 40 5 8 M HE AT 30 GE D
16 W] L I A BE B 1k BOHs 1 A7 A X B 2 i A3 B
Dy 35 R BE 8 55 ] L G A, Sy DR IE R 3 4 R AT i R
P IO T2 PR T 5B A T Af L SR T Sl e RA DR 7 B R
SAEREFPRE L 1A S B L b 9K 23 i BB v e
WAV » 52 00 phe SRR 114 v e R e o - A 00
AADR P R ke S R B ) o 32—k Al ) AL

AN ey B R R Hh 4 B DE B LS BE A LIS R R 2
28 BRI A 2 o R AR A R B ARAR )R ST
I 15 WAL B3R BRAR RO 0 0 B 2R R 3
Pt B 7 AR T ST HE 2L O A5 M A I E SR R
(1 5 T X BB 1 B0 o2 W1 A AT 5 BRAR L d s B HE
LA Mk A P AR AL e b VR D — A i85 2 B ),
3 125 1T A Hs X040 25 IO 36 = 0 B TR T s
L AT DR T A R A 10 TR SR IR ok B A
IR T Aif AR A o R i B SR A S L TR 2 4R
BRI DR T R IRF 2 A1 B 2 A B AR A | B
Kot AR Rt i PR, T e R B R AR S R

[1]

(2]

[3]

(4]

[6]

(8]

[9]

[10]

(11]

[12]

2 % x W

Aber K. How computer science risks to lose its innocence and
should attempt to take responsibility [C] //Proc of the 37th
Int Conf on Distributed Computing Systems. Piscataway,
NJ: IEEE, 2017 1873-1875

Julia S, Serge A, Gerome M. Dataresponsibly: Fairness,
neutrality, and transparency in data analysis [C] //Proc of
the 19th Int Conf on Extending Database Technology. Berlin:
Springer, 2016 718-719

O’Neil C. Weapons of Math Destruction [M]. New York:
Penguin Random House, 2016 20-98

Meng Xiaofeng. Zhu Minjie, Liu Lixin. Research on data
monopoly and its governance modes [J]. Journal of
Information Security Research, 2019, 5(9): 789-797 (in
Chinese)

Gl /N, SRS X S8, Bidis 28 W 5 Houh BB X e [T .
fH B &AW, 2019, 5(9): 789-797)

Meng Xiaofeng, Zhu Minjies Liu Junxu, et al. China’s
privacy risk index [EB/OL]. 2019 [2020-03-30]. http://idke.
ruc.edu.cn/reports/report2018_cn.htm

High P. Gartner announces top 10 strategic technology trends
for 2020 [EB/OL]. (2019-10-21) [ 2020-03-30]. https://
www. forbes. com/sites/ peterhigh/2019/10/21/breaking-gartner-
announces-top-10-strategic-technology-trends-for-2020/ # 21c
3ea044074

Elisa B. Big data security and privacy and transparency [C] //
Proc of the 37th Int Conf on Distributed Computing Systems.
Piscataway, NJ: IEEE. 2017. 1180-1183

Janice M, Veugen T, Wijbenga J. Transparency enhancing
tools (TETs): An overview [C] //Proc of the Workshop on
Socio-Technical Aspects in Security and Trust. Piscataway,
NJ: IEEE, 2013:18-25

Meng Xiaofeng, Zhang

Xiaojian. Big data privacy

management [J]. Journal of Computer Research and
Development, 2015, 52(2): 265-281 (in Chinese)

Gl /N, SR &1 KBRS IT]. i ENFR S LR,
2015, 52(2): 265-281)

Nakamoto S. Bitcoin: A peer-to-peer electronic cash system
[EB/OL]. (2018-06-02) [ 2020-03-30]. https://bitcoin. org/
bitcoin.pdf

Pew Research Center. Engineering privacy by design: Are
engineers ready to live up to the challenge? [EB/OL]. (2014-
11-12) [2020-03-30]. https://www.tandfonline.com/doi/full/
10.1080/01972243.2019.1583296

Zyskind G, Nathan O, Pentland A. Decentralizing privacy:
Using blockchain to protect personal data [C] //Proc of IEEE
Security and Privacy Workshops. Piscataway, NJ: IEEE,
2015, 180-184



248 RIS R 2021, 58(2)
[13] Ouaddah A, Abou E. Ait O, et al. FairAccess: A new [27] Zhou Lijing, Wang Licheng, Sun Yiru. BeeKeeper: A
blockchain-based access control framework for the Internet of blockchain-based IoT system with secure storage and
things [J]. Security and Communication Networks, 2016, 9 homomorphic computation [J]. IEEE Access, 2018, 6:
(18): 5943-5964 43472-43488
[14] Hossein S, Lukas B, Simon D. Droplet: Decentralized [28] Xu Wenyu, Wu Lei.» Yan Yunxue. Privacy-preserving
authorization for IoT data streams [J]. arXiv preprint, scheme of electronic health records based on blockchain and
arXiv: 1806 .02057, 2018 homomorphic encryption [ J]. Journal of Computer Research
[15] Li Ruinian, Song Tianyi,» Mei Bo. et al. Blockchain for large- and Development, 2018, 55(10): 2233-2243 (in Chinese)
scale Internet of things data storage and protection [J]. IEEE GRSCE, 55, BT, 5T K B 5 2 00 55 i i T (e
Transactions on Services Computing, 2018, 12(5): 762-771 DR LT HEIBE S % &, 2018, 55(10):
[16] Azaria A, Ekblaw A, Vieira T, et al. MedRec: Using 2933-2243)
blockchain for medical data access and permission [29] Andrychowicz M, Dziembowski S, Malinowski D, et al.
management [C] //Proc of the Int Conf on Open & Big Data. Secure multiparty computations on bitcoin [C] //Proc of the
Piscataway. NJ: IEEE. 2016: 25-30 IEEE Symp on Security and Privacy. Piscataway, NJ: IEEE,
[17] Dubovitskaya A, Xu Zhigang., Ryu S, et al. Secure and 2014 : 443-458
trustable electronic medical records sharing using blockchain [30] Zhou Jiayu. Tang Fengyi. Zhu He. Distributed data vending
[J]. American Medical Informatics Association. 2017. 11 on blockchain [ J]. arXiv preprint, arXiv:1803.05871,2018
(6): 650-659 [31] Dziembowski S, Eckey L, Faust S. Fairswap: How to fairly
(18] Truong N Sun Kai, Lee G, et al. GDPR-compliant personal exchange digital goods [C] //Proc of the ACM SIGSAC Conf
data management: A blockchain-based solution [J]. arXiv on Computer and Communications Security. New York:
preprint, arXiv:1904.03038, 2019 ACM. 2018 967-984
[19] Xu Chenhan, Wang Kun, Li Peng, et al. Making big data ) L ) ) )
[32] Eleftherios K, Enis C, Sandra D, et al. Hidden in plain
open in edges: A resource-efficient blockchain-based . ) . )
sight: Storing and managing secrets on a public ledger
approach [J]. IEEE Transactions on Parallel and Distributed - ) )
[EB/OL]. IACR Cryptology ePrintArchive. 2019 [2020-03-
Systems, 2018, 30(4) . 870-882 )
30 ]. https://pdfs. semanticscholar. org/9c3d/3e64ffead7ea93
[20] Yang Ruizhe, Yu F R, Si Pengbo, et al. Integrated
cd2lab7ab89fc9afcd690c. pdf
blockchain and edge computing systems: A survey, some
[33] Chen Wei, David S, Laura B, et al. TD-CHAIN: A system to
research issues and challenges [J]. IEEE Communications
enhance transparency in data flows [C] //Proc of the
Surveys &. Tutorials, 2019, 21(2): 1508-1532
. . Information Systems Security and Privacy. Boston: AIS,
[21] Benet J. IPFS-content addressed, versioned, P2P file system
2017. 1-2
[J]. arXiv preprint, arXiv:1407.3561, 2014
4 hang Rui. Rui, Liu Ling. s ity a iva
[22] Muneeb A, Jude C, Nelson R, et al. Blockstack: A global [34] Zhang Rui, Xue Rui i Ling. sccurity and privacy on
lockchai . ACM C i s, 2019, 52(3): 51:
naming and storage system secured by blockchains [C] //Proc blockchain [J]. ACM Computing Surveys 9, 52(3): 5
1-51:34
of the USENIX Annual Technical Conf. Berkeley, CA: ol
USENIX Association, 2016 181-194 [35] Luu L, Chu D, Olickel H, et al. Makingsmart contracts
[23] Guo Rui, Shi Huixian, Zhao Qinlan, et al. Secure attribute- smarter [C] [/Proc of the 22nd ACM SIGSAC Int Conf
based signature scheme with multiple authorities for Computer and Communications Security. New York: ACM,
blockchain in electronic health records systems [J]. IEEE 2016+ 254-269
Access, 2018, 6. 11676-11686 [36] Kosba A, Miller A, Shi E, et al. Hawk: The blockchain
[24] Liu Aodi, Du Xuehui, Wang Na, et al. A blockchain-based model of cryptography —and  privacy-preserving  smart
access control mechanism for big data [J]. Journal of contracts [C] //Proc of the IEEE Symp on Security and
Software, 2019, 30(9);: 2636-2654 (in Chinese) Privacy. Piscataway, NJ: IEEE. 2016 839-858
AV, AE2ss ) TR, 25, 3T X B b 0o e S HE 45 1] 42 ) [37] Cheng R, Zhang Fan, Kos J, et al. Ekiden: A platform for
LA [T 8 2E 47, 2019, 30€9): 2636-2654) confidentiality-preserving, trustworthy, and performant
[25] Zhang Yunru. He Debiao. Kim-Kwang R. et al. BaDS: smart contract execution [J]. arXiv preprint, arXiv: 1804.
Blockchain-based architecture for data sharing with ABS and 05141, 2018
CP-ABE in IoT [J]. Wireless Communications and Mobile [38] Dai Mingjun, Zhang Shengli, Wang Hui, et al. A low
Computing, 2018, 2783658 1-9 storage room requirement framework for distributed ledger in
[26] Yuan Chao. Xu Mixue. Si Xueming, et al. Blockchain with blockchain [J]. IEEE Access, 2018, 6. 22970-22975
accountable CP-ABE: How to effectively protect the [39] Eyal I, Gencer A, Sirer E. Bitcoin-NG: A scalable

electronic documents [C] //Proc of the 23rd Int Conf on
Parallel and Distributed Systems. Piscataway, NJ: IEEE,
2017. 800-803

blockchain protocol [C] //Proc of the 13th Symp on
Networked Systems Design and Implementation. Berkeley

CA: USENIX Association, 2016 45-59



/NI A B T X R Y B i W AL - ]85 Pk 249
[40] Ren Zhijie, Cong Kelong, Pouwelse J. Implicit consensus: [55] Songhori E M, Hussain S U, Sadeghi A R, et al.
Blockchain with unbounded throughput [J]. arXiv preprint, TinyGarble: Highly compressed and scalable sequential

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[52]

[53]

[54]

arXiv: 1705.11046, 2017

Ng W, Ooi B, Tan K, et al. PeerDB: A P2P-based system
for distributed data sharing [C] //Proc of the 19th Int Conf
on Data Engineering. Piscataway, NJ: IEEE, 2003 . 633-644
Yang Min, Yang Yuanyuan. An efficient hybrid peer-to-peer
system for distributed data sharing []J]. IEEE Transactions
on Computers, 2010, 59(9): 1158-1171

Ohrimenko O, Schuster F, Fournet C, et al. Oblivious
multi-party machine learning on trusted processors [C] [/
Proc of the 25th USENIX Security Symp. Berkeley CA:
USENIX Association, 2016: 619-636

Schuster F, Costa M, Fournet C, et al. VC3: Trustworthy
data analytics in the cloud using SGX [C] //Proc of the IEEE
Symp on Security and Privacy. Piscataway, NJ: IEEE,
2015: 38-54

Jagadeesh K, Wu D, Birgmeier J. et al. Deriving genomic
diagnoses without revealing patient genomes [J]. Science,
2017, 357(6352): 692-695

Luca M. Efficient private statistics with succinct sketches
[J]. arXiv preprint, arXiv:1508.06110, 2016

Raisaro J, Troncoso J, Misbach M, et al. Medco: Enabling
secure and privacy-preserving exploration of distributed
clinical and genomic data [J]. Transactions on Computational
Biology and Bioinformatics, 2019, 16(4). 1328-1341

Bater J, Elliott G, Eggen C, et al. SMCQL: Secure querying
for federated databases [J]. Proceedings of the VLDB
Endowment, 2016, 10(6): 673-684

Bogdanov D, Laur S, Willemson J. Sharemind: A framework
for fast privacy-preserving computations [C] //Proc of the
European Symp on Research in Computer Security. Berlin:
Springer, 2008 192-206

Fabian B, Ermakova T, Junghanns P. Collaborative and
secure sharing of healthcare data in multi-clouds []].
Information Systems, 2015, 48. 132-150

Mahdi Z, Mahnush M, Jared S. Millions of millionaires:
Multiparty computation in large networks [ EB/OL]. IACR
Cryptology ePrint Archive. 2014 [ 2020-03-30 ]. https://
eprint.iacr.org/2014/149

Bellare M, Hoang V T, Keelveedhi S, Efficient
garbling from a fixed-key blockcipher [C] //Proc of the IEEE
IEEE.,

et al.

Symp on Security and Privacy. Piscataway., NJ:
2013: 478-492

Chang Liu, Wang Xiaoshaun, Nayak K, et al. ObliVM: A
programming framework for secure computation [C] //Proc
of the IEEE Symp on Security and Privacy. Piscataway, NJ:
IEEE, 2015: 359-376

Nayak K, Wang Xiaoshaun, loannidis S, et al. GraphSC:
Parallel secure computation made easy [C] //Proc of the
IEEE Symp on Security and Privacy. Piscataway, NJ: IEEE,
2015: 377-394

[56]

[57]

[58]

[60]

[61]

[62]

[63]

[64]

[66]

[67]

garbled circuits [ C] //Proc of the IEEE Symp on Security and
Privacy. Piscataway, NJ: IEEE, 2015: 411-428
Corrigan-Gibbs H, Boneh D. Prio: Private, robust, and
scalable computation of aggregate statistics [C] [/Proc of the
14th USENIX Symp on Networked Systems Design and
Implementation. Berkeley, CA: USENIX Association, 2017
259-282
Froelicher D, Egger P, Joao S, et al. UnLynx: A
decentralized system for privacy-conscious data sharing [C] //
Proc of the Privacy Enhancing Technologies. Piscataway,
NJ: IEEE, 2017. 232-250

Froelicher D, Troncoso-Pastoriza J, Joao S, et al. Drynx:
Decentralized, secure, verifiable system for statistical queries
and machine learning on distributed datasets [J]. arXiv
preprint, arXiv:1902.03785, 2019

Ajmal A M, Samiran B, Feng H. PrivBox: Verifiable
decentralized reputation system for the on-line marketplaces
[J]. Future Generation Computer Systems. 2018, 89(12):
315-329

Song Congzheng, Ristenpart T, Shmatikov V. Machine
learning models that remember too much [C] //Proc of the
30th ACM SIGSAC Int

Communications Security. New York: ACM, 2017 587-601

Conf on Computer and
Melis L, Song Congzheng, Cristofaro E, et al. Inference
attacks against collaborative learning [J]. arXiv preprint,
arXiv: 1805.04049, 2018

Hitaj B, Ateniese G, Perez-Cruz F. Deep models under the
gan: Information leakage from collaborative deep learning
[C] //Proc of the 30th ACM SIGSAC Int Conf on Computer
and Communications Security. New York: ACM, 2017 603—
618

Aono Y, Hayashi T, Wang Lihua, et al. Privacy-preserving
deep learning via additively homomorphic encryption [J].
Transactions on Information Forensics and Security, 2018,13
(5): 1333-1345

Shokri R, Shmatikov V. Privacy-preserving deep learning
[C] //Proc of the 22nd ACM SIGSAC Int Conf on Computer
and Communications Security. New York: ACM, 2015: 909—
910

Bonawitz K, Ivanov V, Kreuter B, et al. Practical secure
aggregation for privacy-preserving machine learning [C] //
Proc of the 24th ACM SIGSAC Int Conf on Computer and
Communications Security. New York: ACM, 2017. 1175-
1191

Chen Xuhui, Ji Jinlong, Luo Changging, et al. When
machine learning meets blockchain: A decentralized, privacy-
preserving and secure design [C] //Proc of the Int Conf on
Big Data. Piscataway, NJ: IEEE, 2018, 1178-1187

Eugene B, Andreas V, Hua Y, et al. How to backdoor
federated learning [J]. arXiv preprint, arXiv: 1807. 00459,
2018



250

HEMIR S AR 2021, 58(2)

[68]

[69]

L70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

Anusha L, Osman C, Tara J, et al. Peer-to-peer federated
learning on graphs [J]. arXiv preprint, arXiv; 1901.11173,
2019

Jatinder S. Decision provenance: Capturing data flow for
accountable systems [ J]. arXiv preprint, arXiv:1804.05741,
2018

Verma D, Calo S, Cirincione G. Distributed Al and security
issues in federated environments [C] //Proc of the Int Conf
on Distributed Computing and Networking, Piscataway, NJ:
IEEE, 2018: 4:1-4:6

BoreN, Raman R, Markus I, et al. Promoting distributed
trust in machine learning and computational simulation via a
blockchain network [J]. arXiv preprint, arXiv:1810.11126,
2019

Ravi K, Roman V, Michael H, et al. Trusted multi-party
computation and verifiable simulations: A scalable blockchain
approach [J]. arXiv preprint, arXiv:1809.08438, 2018
Tsung T, Lucila O. ModelChain: Decentralized privacy-
preserving healthcare predictive modeling framework on
private blockchain networks [ J]. arXiv preprint, arXiv:1802.
01746, 2018

Weng Jiasi, Weng Jian, Li Ming, et al. Deepchain: Auditable
and privacy-preserving deep learning with blockchain-based
incentive [EB/OL]. Cryptology ePrint Archive, 2018 [2020-
03-307. https://eprint.iacr.org/2018/679

Kuo T, Rodney A, Lucila O, et al. Fair compute loads
enabled by blockchain: Sharing models by alternating client
and server roles [J]. Journal of the American Medical
Informatics Association, 2019, 26(5): 392-403

Kim H, Park J. On-device federated learning via blockchain
and its latency analysis [J]. arXiv preprint, arXiv: 1808.
03949, 2018

Wang Cong, Ren Kui, Lou Wenjing, et al. Toward publicly
auditable secure cloud data storage services [J]. IEEE
Network, 2010, 24(4) . 19-24

Xu Jia. Auditing the auditor: Secure delegation of auditing
operation over cloud storage [EB/OL]. TIACR Cryptology
ePrint Archive. 2011 [2020-03-30]. https://eprint. iacr. org/
2011/304

Wu Yilun, Lin Xinye, Lu Xicheng, et al. A secure light-
weight public auditing scheme in cloud computing with
potentially malicious third party auditor [J]. Transactions
Information System, 2016, 99(10): 2638-2642

Huang Kun, Xian Ming., Fu Shaojing. et al. Securing the
cloud storage audit service: Defending against frame and
collude attacks of third-party auditor [J]. IET Communications,
2014, 8(12): 2106-2113

Xiao Da, Yang Liiyin, Sun Bin, et al. Provable data
possession system for realistic cloud storage environments

[J]. Journal of Software, 2016, 27 (9): 2400 -2413 (in
Chinese)

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

(W Ik, Bmakpg, Pk, 55, T w5 98 o A7 20 058 0 BOH R A
PEIEM RGLT]. B4, 2016, 27(9): 2400-2413)

Hao Kun, Xin Junchang, Wang Zhigiong, et al. Decentralized
data integrity verification model in untrusted environment
[C] [/Proc of the Int Conf Asia-Pacific Web.
Springer, 2018;: 410-424

Berlin:

Zhang Yinghui, Deng R, Liu Ximeng, et al. Blockchain
based efficient and robust fair payment for outsourcing
services in cloud computing [J]. Information Sciences, 2018,
462, 262-277

Tian Junfeng, Li Tianle. Data integrity verification based on
model TPA [J].
Communications, 2018, 39(8): 113-124 (in Chinese)
(HRE, ZFXRIK. 5T TPA =16 W 1Y B0 o6 %% M 56 1iF 45 AU
(1] A5 24R . 2018, 39(8) . 113-124)

cloud federation of Journal  on

Xue Jingting, Xu Chunxiang, Zhao Jining, et al. Identity-
based public auditing for cloud storage systems against
malicious auditors via blockchain [J]. SCIENCE CHINA;
Information Sciences, 2019,62(3): 3210432110

Dong Xiaolei, Zhou Jun, Cao Zhenfu. Research advances on
secure searchable encryption [J]. Journal of Computer
Research and Development, 2017, 54(10): 2107-2120 (in
Chinese)

(FERHE , AR, WS, WERERMETRIERL]. R HUT
FHERE, 2017, 54(10); 2107-2120)

Hu Shengshan, Cai Chengjun, Wang Qiang, et al. Searching
an encrypted blockchain

reliable and fair realization [C] //Proc of the IEEE Conf on

cloud meets A decentralized,
Computer Communications. Piscataway, NJ: IEEE, 2018:
792-800

Zhang Yinghui, Robert H, Shu Jianggang et al. TKSE:
Trustworthy keyword search over encrypted data with two-
side verifiability via blockchain [J]. IEEE Access, 2018, 6.
31077-31087

Wang Cong. Towards

Cai Chengjun, Yuan Xingliang,

trustworthy and private keyword search in encrypted

decentralized storage [C] [/Proc of the Int Conf on
Communications. Piscataway, NJ: IEEE, 2017. 1-7

Cai Chengjun, Yuan Xingliang, Wang Cong. Hardening
distributed and encrypted keyword search via blockchain [ C]
[|Proc of the IEEE Symp on Privacy-Aware Computing.
Piscataway, NJ: IEEE, 2017. 119-128

Paul M, Saxena A. Proof of erasability for ensuring
comprehensive data deletion in cloud computing [ C] //Recent
Trends in Network Security and Applications. Berlin:
Springer, 2010: 340-348

Gilberg O. Cloud security without trust [D]. Norway:
Norwegian University of Science and Technology, 2014

Hao Feng., Dylan C, Avelino F. Deleting secret data with
public verifiability [ J]. IEEE Transactions on Dependable and

Secure Computing. 2016, 13(6): 617-629



/MG S - R T X B 1) B AR 1 AL - )k

251

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

Liang Xue, Yu Yong, Li Yannan, et al. Efficient attribute-
based encryption with attribute revocation for assured data
deletion [ J]. Information Sciences, 2019, 479;: 640—-650
Yang Changsong, Chen Xiaofeng, Yang Xiang. Blockchain-
based publicly verifiable data deletion scheme for cloud
storage [J]. Journal of Network & Computer Applications,
2018, 103: 185-193

Liu Yining, Zhou Yuanjian, Lan Rushi, et al. Blockchain-
based verification scheme for deletion operation in cloud [J].
Journal of Computer Research and Development, 2018, 55
(10): 2199-2207 (in Chinese)

LT, FToHE, WEanh, 4. 5 X HosE 09 2 B0 i B 55
ERRCLT]. THEHLIESE S5 K, 2018, 55(10): 2199-2207)
Ateniese G, Magri B, Venturi D, et al. Redactable
blockchain-or- rewriting history in bitcoin and friends [C] //
Proc of the IEEE European Symp on Security and Privacy.
Piscataway, NJ: IEEE, 2017. 111-126

Dominic D, Bernardo M, Sri A. Redactable blockchain in
the permissionless setting [C] //Proc of the IEEE Symp on
Security and Privacy. Piscataway. NJ: IEEE, 2019. 124
138

Derler D, Samelin K, Slamanig D, et al. Fine-grained and
controlled rewriting in blockchains: Chameleon-hashing
gone attribute-based [C] //Proc of the 26th Annual Network
and Distributed System Security. San Diego, CA: The
Internet Society, 2019 24-27

Zeleny M. Human Systems Management [ M]. Manhattan:
John Wiley, 2015 128-302

Riccardo G, Anna M, Salvatore R, et al. A survey of
methods for explaining black box models [J]. ACM
Computing Surveys. 2018, 51(5); 1-42

Ji Shouling, Li Jinfeng, Du Tianyu, et al. Survey on
techniques, applications and security of machine learning
interpretability [J]. Journal of Computer Research and
Development, 2019, 56(10): 2071-2096 (in chinese)
(PO, b, thR T, . LGS T BRI i Rk O
BN SRR R T]. RN R 5 &R, 2019, 56
(10): 2071-2096)

Dosilovic F, Brcic M, Hlupic N. Explainable artificial
intelligence: A survey [C] //Proc of the 41st Int Convention
on Information and Communication Technology, Electronics
and Microelectronics. Piscataway, NJ: IEEE, 2018:. 210—
215

Zhang Quanshi, Song Chunzhu. Visual interpretability for
deep learning: A survey [J]. arXiv preprint, arXiv: 1802,
00614, 2014

Silva V, André F, Handschuh S. On the semantic
interpretability of artificial intelligence models [J]. arXiv

preprint, arXiv:1907.04105, 2019

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

Vo H. Blockchain-based data management and analytics for
micro-insurance applications [C] //Proc of the ACM Int
Conf on Information and Knowledge Management. New
York: ACM, 2017 2539-2542

Vo H. Research directions in blockchain data management
and analytics [C] //Proc of Int Conf on Extending Database
Technology. Berlin: Springer, 2018 445-448

Vo H. Blockchain-powered big data analytics platform [C]
//Proc of the Int Conf on Big Data Analytics. Berlin:
Springer, 2018: 15-32

Shae Z, Tsai J P. On the design of a blockchain platform for
clinical trial and precision medicine [C] //Proc of the Int
Conf on Distributed Computing Systems. Piscataway, NJ:
IEEE. 2017. 1972-1980

Tsai J. Transform blockchain into distributed parallel
computing architecture for precision medicine [C] //Proc of
the Int Conf on Distributed Computing Systems. Piscataway,
NJ. IEEE, 2018: 1290-1299

Xu Xiwei, Lu Qinghua, Liu Yue, et al. Designing
blockchain-based applications a case study for imported
product traceability [J]. Future Generation Computer
Systems, 2019, 92: 399-406

Swan M. Blockchain: Blueprint for a New Economy [M].
Sebastopol, CA: O’Reilly Media Inc, 2015: 1-18

Vasco L, Luis A. An overview of blockchain integration
with robotics and artificial intelligence [J]. arXiv preprint,
arXiv:1810.00329, 2018

Salah K, Rehman M H U, Nizamuddin N, et al. Blockchain
for Al: Review and open research challenges [J]. IEEE
Access, 2019, 7. 10127-10149

Pan Chen, Liu Zhiqing, Liu Zhen, et al. Research on
scalability of blockchain technology: Problems and methods
[J]. Journal of Computer Research and Development, 2018,
55(10): 2099-2110 (in Chinese)

GF R, XA, RPR, & KB R, nESn
B s 5 & R, 2018, 55(10): 2099-2110)
Han Xuan, Yu Yong, Wang Feiyue. Security problems on
blockchain: The state of the art and future trends [J]. Acta
Automatica Sinica, 2019,45(1):208-227 (in Chinese)
CERTiE, =B, £ RBR. KHedif 42 m 8. ot R 5 e
(1. AZEEAR, 2019, 45(1): 208-227)

Zhu Liehuang, Gao Feng, Shen Meng, et al. Survey on
privacy preserving techniques for blockchain technology []].
Journal of Computer Research and Development, 2017, 54
(10): 2170-2185 (in Chinese)

BLZUE , e, T, 55, XHBE B RA DRI D X 2738 [T . 31
FHLIFE S KR, 2017, 54(10): 2170-2185)

Li Yang. Zheng Kai, Yan Ying. et al. EtherQL: A query
layer for blockchain system [C] //Proc of the Int Conf on
Database Berlin:

Systems for Advanced Applications.

Springer, 2017 556-567



252

HEMIR S AR 2021, 58(2)

[119]

[120]

[121]

[122]

[123]

Xu Cheng, Zhang Ce, Xu Jianliang. vChain: Enabling
verifiable Boolean range queries over blockchain databases
[J]. arXiv preprint, arXiv:1812.02386, 2018

Zhang Ce, Xu Cheng, Xu Jianliang. et al. GEM?-Tree: A
gas-efficient structure for authenticated range queries in
blockchain [C] //Proc of the 35th Int Conf on Data
Engineering. Piscataway, NJ. IEEE., 2019. 842-853

Ruan Pingcheng, Chen Gang, Dinh T, et al. Fine-grained,
secure and efficient data provenance on blockchain systems
[C] //Proc of the Very Large Database. New York: ACM,
2019: 975-988

Wu Chao, Zhou Liyi, Xie Chulin, et al. Data quality
transaction on different distributed ledger technologies [C]
//Proc of the Int Conf on Big Scientific Data Management.
Piscataway, NJ: IEEE, 2018. 301-318

Liang Danwei, An Jian, Cheng Jindong, et al. The quality
control in crowdsensing based on twice consensuses of
blockchain [C] //Proc of the Int Symp on Pervasive and
Ubiquitous Computing and Wearable Computers. New

York: ACM, 2018: 630-635

Meng Xiaofeng, born in 1964. Professor and
PhD supervisor at Renmin University of
China. Fellow of CCF. His main research
interests include cloud data management,
Web data management, flash-based databases
and privacy protection, etc.

ML 1964 AR P E N ROR SR SR T
A5, CCF 23 . F 2 HF 58 U7 10 28 = B 4
I Web S0 8 H | N A7 B4R P 0B A A
Eak

Liu Lixin, born in 1983. PhD candidate at
Renmin  University of China. Student
member of CCF. Her main research interests
include privacy protection and blockchain.
XSz F. 1983 4R b N RO T AR
CCF %A= 23 51 B W 5T J5 1) o8 Ko b AR 47
X g4 R4,



