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Abstract For the security problem of existing schemes in the image encryption, and the problem of
low compression due to poor coding, this paper proposes a reversible data hiding algorithm of image
encryption based on prediction error adaptive coding. In the image encryption stage, an image
encryption algorithm based on error maintenance is designed. First, block scrambling and pixel
modulation encryption are performed on 3 X 3 image blocks, and then non-center pixels are grouped
and scrambled according to the central pixel value of the image block. In the data embedding stage,
adaptive coding is based on the prediction error distribution of the image, after marking and
classifying the pixels with the coding table, and the coding table and additional data are hidden
together in the encrypted image to generate a marked encrypted image. The experimental results show
that group scrambling operation in the encryption phase increases the number of eigenvalue difference
blocks between the original image and the encrypted image, makes it difficult to determine the
correspondence between the image blocks in the image before and after encryption, improves the
security of the encrypted image, and keeps the overall prediction error distribution of the image.
Compared with state-of-the-art algorithms, the average embedding rate can be improved by more than

0.49 bpp, the additional data can be extracted losslessly and the original image can be restored.

Key words reversible data hiding; error maintenance encryption; group scrambling; adaptive coding;

privacy protection
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Fig. 1 Schematic of encryption process
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L A 7R P A4 o A T 35 22 3 A o AELBE T in
PG 5 5 b UG 0 R A {E 22 5 DB, 328 7 4% &1
R

22 BMABESWH

i RDH-EI 81k 5 F1 , Bk A& & 5 40 % 0F
AR OG o BRIV He 200 00 ey o A A o B AR AL R
. LA 8 e I8 R 8 oF SCRRL L7 i PBTL AE
IR KA A ZS B I B AR SCH s 5 AR SCHEAT X L L 45
W 2 frw. Hod, ¢ o B RRECECHE 1K R, JIE ik
AR E N AR R I IR MSBs BRI 19 K
JE g AR E g R WKE. 6 59 2 M
Ay B B AR R A BE 5y A BRI S 1 L B ik
AZS i R 6) T A5 B BRI i A rate.
Bt Lena PR 9 I 328 £ 48 7T 0, A SCH B MK T
PBTL. ¢ $/% 99.89 Kb.& &% 7 713 b,y 4 286 b,
y #2755 92.07 Kb, #%X A % rate % 0.36 bpp. 4t it
8 MR L S 3 AR SO 1 ¢ $ 85 70.27 Kb,
€ FFA% 14.71 Kb,y #27%5 364 b,y $2% 84.62 Kb, if
AR rate ¥ 0.33 bpp.

Table 2 Comparison of the Embedding Capacity and Auxiliary Data Between the Algorithm of Ref [17] and Our Algorithm
®2 XBHWISAXHEENRNTESHHEBEI L

HIUFRESEEA Bk ¢/b &/b 7/b y/b rate/bpp
PBTLLI] 594 273 66216 8 528049 2.014
Lena
£ 696 557 73929 294 622332 2.374
PBTLM7] 691152 116 822 8 574322 2.191
Jetplane
A 769565 87939 261 681362 2.599
PBTLL7 475851 145164 8 330679 1.261
Barbara
A3 495909 96 850 431 398627 1.521
PBTLLI] 614472 79125 8 535339 2.042
Peppers
A 683056 69390 292 613370 2.340
PBTLH7] 548967 96420 8 452539 1.726
Boat
A3 653467 96120 358 556 987 2.125
PBTLLI7] 517191 117 604 8 399579 1.524
Lake
ENS' 571701 102609 385 468700 1.788
PBTLL] 549765 95888 8 453 869 1.731
Crowd
A 685990 93489 368 592133 2.259
PBTLL7 325986 136412 8 189566 0.723
Baboon
AL 337073 112858 590 223623 0.853

R it — 20 B UE AR B i A 2 B P 3 R
3 B A 2K SCilk (VRAE-RDHED #4745 41 % 1L, 60 45
Yi & AU PRDHET 2509 . Yi 25 AU /Y PBTL &
A Fu S8 AN S R g 5 o, SCk[16]
K FH R 7: 58 4 ] 0 I 1) ik A 25 o5 SCHRT 17 ]38 SO
T2 MR A e Rt A ot s SCHERL 18 iR 8 r e K/
4X4 MSBfi# H=5 B T =4 &Kk A% 5.
Ph 8 i D A% Sk 481) X6 b SCHiR 5 AR 3OO0k B R ik

AR 3 Frs. s Hr e 3 8Os nl i, A ST A
HEWET A X468 2 5, EFEDY
Jetplane EIME, T 5= 2= 43 A0 AH X5 4 . e 46 R 5
5 S A RARER 3 0 X LE SCHR 43 82 5 T 1.324 bpp.
0.408 bpp,0.406 bpp; X F A L HL ) Baboon K4,
TIN5 2 43 A5 B8 B, AR AR AR AT b SR 4
TraE b, 43 3k 0.853 bpp,0.130 bpp, 0.391 bpp. Xt
8 1 Dk R4 A ik A S0 B30 (8 AT A5 AR SCHE Tk
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(R °F- X574k A 22 A SR LG SCHR 43 51 42 5 1 1.262 bpp,
0.330 bpp,0.364 bpp.

Table 3 Comparison of Maximum Embedding Rate

x3I BABNEILE bpp

HUBENEEES Ref [16]  Ref [17]  Ref [18] ES'S
Lena 0.701 2.014 2.018 2.374
Jetplane 1.275 2.191 2.193 2.599
Barbara 0.347 1.261 1.355 1.521
Peppers 0.544 2.042 1.977 2.340
Boat 0.767 1.726 1.810 2.125
Lake 0.301 1.524 1.442 1.788
Crowd 1.107 1.731 1.685 2.259
Baboon — 0.723 0.462 0.853
Average 0.720 1.652 1.618 1.982

=" RREEIRAE L.

Sk 4 b U B A SCR R AR R R T A Bk
Xf UCID (% 1 338 i K% 5 BOSSbase 1 10 000 1§
PG A S, T 530 4 A4 TSR e 08 S B (B4R D B0k
T B A% A5 B A S0 k[ 16-18 J7E 2 A K4
JE (- B A R AN 4 FEs. R 7 A, k(16 ]
BEDPKNN 3X3,a=5,8=2 B IH# A K&
R R A ZS f Ll % 3R 4 Bl AT N, Xk UCID
PR 2, AR SR ST 349 480 A 2580 388 T X L SCRR 43 531 4
= 1.115 bpp,0.626 bpp,0.492 bpp. X} BOSSbase [
1% 28, 43 54 1.251 bpp,0.881 bpp,»0.662 bpp.

Table 4 Comparison of Average Embedding Rate of Database

R4 BEEEFHBRNEILL bpp
B Ref [16]  Ref [17]  Ref [18] AL
UCID 1.191 1.680 1.814 2.306
BOSSbase 1.584 1.954 2.173 2.835

Sk A AR AR S5 6 B SCHRAE A2 i LG
&M . L UCID 5 BOSSbase %3 2 H 43 5 2 BT
200 T G AT 03, 25 S an 1 5 prs. T LU A
SCRR AR B A R S T 3 R R H SOk, 7E
UCID 1 200 Wi B & s A% SCFE 5 10 °F ¥ i A 26 4H
BT SCHk [16-18 143 il #2 &5 1. 24 bpp, 0. 45 bpp,
0.46 bpp; fE BOSSbase Y 200 iif E& o, A SCH %
F -2 8 AR A3 48 5 1.24 bpp,0.71 bpp.0.58 bpp.

Xt A M AR S AC 5 5 BLA I R s 1) O vk
F 1R R L A SCRT 3% i 2 5 SCHik [ 7-8 JRRBE-RDHEI
Xt LA BT, SCHRC7-8 12 5k F A i1 2% 4 DU (median
edge detection, MED) J7 3 Wi I , ¥ 8 25 8] J5 1% 43

o A « Ref[16] 4 Ref[17] + Ref[18]

rate/bpp
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Fig. 5 Comparison of the embedding rate between our

algorithm and three state-of-the-art algorithms

5 ACEERY 3 RIEBERNAER

A AR R Y S 80— SO AR A0 Y AT RS B T 3R
(improved reversible data hiding scheme in encrypted
images using parametric binary tree labeling, IPBTL)
FE I 2 AR i (Huffman coding labeling, HVLCL).
TESZH Ry P W A SCR FH AR [H] 9 MED il
T3 AT B S50 G I 4 BESCHR 7 0 5 1 04 n %% By
B AT U A I B b AR L A g i 8 IR 1
AR R A < 1) A TIN5 2 3 A1 IR R UG PR 5
LAT 55 194 S H R Rt 4T MED 500 A= B
I35 22 53 A1 P 2) RGN %5 0k i 4y PR 04T S 50
A I R 3) AR R o3 21 45 B AR ST i AR
1B 0 35 22 23 A P B E 2 B8 R 40 T ik AR
RERAGRR OB EIRC. A STH AC 7%
A I R S g B 2, O R 3 T I O = g B 0 A fid 4
A e =4 RAE BN BRI 1 172 H B R T,
555 OO 5% 22 43 A5 TEDX 0 85 BB AT Al o i 3
PR I 0 2 5 18 3 LR I SO AT ik AR R O
AR SR L ARE I R A AT i AR R TR 4 A0 25 ) AR
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AR IC B AR B 2, TR 4 s 1) AT 4 A e e
FH T AR &4l

SR A3 BMdE B IPBTLYY \HVLCL™ FA Y
A A R AT B AH B Y e Rtk A %S oL o IPBTLY
WE a="5,0=23.8 Wil i E 45 /) % e 25 5 n gk 5 fr
7. Lh Lena MG A S0 AC #H# T TPBTL (19 8
WA 167,34 Kb, 4 Bh B $2 55 17.24 Kb,
Bt AR E 150,10 Kb, A K425 0.587 bpps
BT HVLCL B i A 25 it FE AR 543.00 Kb, 4 Bl
G FEAR 718.00 Kb, #ritx A28 it #2815 175.01 Kb, %
A KL 0.683 bpp. [A B, TH57 8 e {5 % He 25 5ok
BOF¥{E A 453, IPBTL #°F-# A %R 2.256 bpp.,
HVLCL ¥ A RN 2.284 bpp. A L AC %
(754 ARy 2.842 bpp. AHEL T IPBTL il HVLCL
A3 B R 0.586 bpp 5 0.558 bpp.

Table S RRBE-RDHEI Scheme Comparison of Test Image
x5 MWL E % AE RRBE-RDHEI 77 £t tb

pREY ok ARA HiT B HA A
Kl 15 b BdR/b o R /[ bpp
IPBTLI 742494 40877 701617  2.676

Lena HVLCL®! 1469869 793764 676105  2.579

AC 913845 58528 855317  3.263

IPBTLM 745968 37403 708565  2.703

Jetplane HVLCLI) 1587492 792417 795075  3.033

AC 1017307 67592 949715  3.623

IPBTL 635919 147452 488467  1.863

Barbara HVLCLI) 1313541 840006 473535  1.806
AC 712374 113772 598602  2.283

IPBTL! 734568 48803 685765  2.616

Peppers  HVLCL] 1386368 783654 602714  2.299
AC 835452 50800 784652  2.993

IPBTLL™) 731070 52301 678769  2.589

Boat HVLCLE! 1470649 794852 675797  2.578

AC 895112 60940 834172  3.182

IPBTLM 676374 106997 569377  2.172

Lake HVLCLE! 1302121 785980 516141  1.969

AC 722935 68000 654935  2.498

IPBTL 725766 57605 668161  2.549

Crowd HVLCL[™! 1560448 789132 771316  2.942
AC 966510 72452 894058  3.411

IPBTLM 506763 276608 230155  0.878

Baboon HVLCLI) 1074525 794591 279934  1.068
AC 496510 107357 389153  1.485

Rt — A X AC FEMLTHAN
IPBTLY 5 HVLCL™ , k) UCID 5 BOSSbase Fi™
PG Ry (9 A7 S 3, 25 SR 3k 6 TR AT LU i
TEAR R T 7 ik 0 B il B A SO AC T R EA &
O 25 R M AT IPBTL #2355 1.11 bpp U
b AHE T HVLCLY #2755 0.51 bpp LA |

Table 6 RRBE-RDHEI Scheme Comparison of Database
% 6 BE%&ER RRBE-RDHEI FEXttt  bpp

B IPBTLL™ HVLCLL! AC
UCID 2.478 3.072 3.586
BOSSbase 2.567 3.361 3.921

2.3 AIEMES

ASCRE B R G R 2 g iR R TR,
FE TG T 2 G T 1 o — B TRV S BE A8 S5 3 R 4R TRR
AR R 6 R T Lena R AE A B b 09 05
B A E 6() BEIRH Lena EIE, K 6(b) K
i AR L 1B 6 (oo g 38 8 o P 8 181 6 (D IR
1% (8 FH % 18 {5 M b (peak signal-to-noise ratio,
PSNR) 5 45 #) #H 2L P (structural similarity, SSIM)
1 DF D 5303 A BT 36 1 Y R bR, IR &2 IR
PSNR H}oo,SSIM 2 1, AR SR L S B 58 42 vl .

(b) MEER

(c) & =K G

(d) fifa g

Fig. 6 Simulation results of Lena

6 Lena F§15 B4

Sk ik — A B8 R B AT L R 2 A4S B
(M SC AR A, W2 7 iR AT LA AR SR e K
e/ EUR LS R 0SF- Y 50T L
MR PSNR Y38 FJ555, SSIM #1201, Ui B
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Af LS SE ] i, AR IR AE 2 AN R PR i B
R AFRAIE 5 bpp VAL, FE AR AT 3L 2.3 bpp LA
L b AR TE S A2 = Y [R) g 58 42 AT
R A D i BB

Table 7 Test Results of Database
Fx7 BEGEMNIER

P 5 WA H  PSNR/AB  SSIM rate[bpp
531 oo 1 5.025

UCID A% oo 1 0.0039
T oo 1 2.306
531 oo 1 5.993
BOSSbase A% oo 1 0.434
RS oo 1 2.835

24 EITHESH

RDH-EI 8k £ 2 4 BB BG4
PR B B ORI AR A o, BRI A E
PR BEHET BSOS L R I N % 1k e R R
LW R N o AT N | o = 7 N < B e e 1 o T
FEREPE 5 SCHRVEXT L . SCHik [ 7 109 5 50 %% ; SCilik
(13 Ay He i) & &L 5 e & L n 2 5 SCHR (17 ] ke i)
EAL S AR R VR E 0 Sk (15 ]9 B E) g L 5 ey
Sl I s SCRRC1I8 IRy Hefa] & L By & Bl 5 PN =
M.

WA 2 B E A3 B vt W G R K/ A X B
HAYRAN Ty s Xs B, Falomes el Fak ey &
BLE R R IR T AR R IAT T — WK HERAE, i E &2
ZBE R OCA X B) , Y] & 5L 5 E LSk 5o i
AT BRI 22 B8 O (A X B/s?) A S04y 4 8 EL AR
PR S B R R I H AR AR R Y 3E AT B AL B ) A2
FER (2 —1D/s? XO(A X B).

Xof A Tl % BAL R AT SR B X LY L S B R
Windows 10 #:1E R 4 (42l Wt 2016) . MATLAB
2015a; 6 {4 e & K Intel® Core™ i5-6200U CPU@
2.30 GHz 2.40 GHz,4.00 GB I} 7£ (3.89 GB #] H),
64 1 HRAE 2R 58 1) 2 10 AR LG

S R B % . K/ A 256 X 256,512 X 512,
1024 X1024 BEME ;47 K/INR 2 X2 Je 3 X 3.1817
IFENGE T 10 YR BOCF M {E L 45 R sk 8 fron. ml LA
BN A SO B B R AR S B e R T L BR
KR 512 X512 HArHR/N R 32X 3 Wi 47 I [A]
9 1.28 s, 7 Al 4252 0 L N

Table 8 Comparison of Running Time of Encryption

Algorithms
*8 MZHEXRIZITHEIXTLL s
N Ref Ref  Ref Ref Ref K
1% gy [71 [13] [17]  [15]  [18]

2X2 0.21 0.43 0.25 0.25 0.56 0.56

256 X256
3X3 0.21 0.32 0.11 0.11 0.38 0.32
2X2 0.87 1.76 1.00 1.00 2.26 2.26

512 X512

3X3  0.88 1.26 0.45 0.45 1.49  1.28

2X2 3.61 7.35 4.29 4.26 9.52 10.11
1024 X1024
3X3 3.53 5.10 1.86 1.87 6.06  5.53

3% ®

=R

AR SCHR Y — il R T 0 R 22 O D 4 6 1 PR
T A S RSCH e R 1k R 2 AR A AR 4T
(IR e wii R X (B 73RS PO PV S iy A ) [ S
B 22 2 Pk TR) IO B R A T % 22 Y o3 A L A 2
R A3 (9 P R K dl AT 3 e A B Bz A S Y
TN % 2 73 A AR M SR 8 4 S SR T A BRI s
45 AT BT TS B 2 T8 3% B K 4 T 1 T %
HA S i i v Re, SC 0 T 3 m i A A &, L
UCID &R ] F 234 AT 35 2,306 bpp. Jim 2%
AR MR o R e 5 M 3 T SR B TR B0 o
V22 ARy A VB I 1) A2 2 B G A 2 O T T

2 % X w
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