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Abstract Recent years, how to protect user privacy data on the blockchain reasonably and efficiently
is a key issue in the current blockchain technology field. Based on this, in this paper, a secure multi-
party computation protocol is designed based on the Pedersen commitment and Schnorr protocol
(protocol of blockchain based on Pedersen commitment linked schnorr protocol for multi-party
computation, BPLSM). Through constructing the structure of the protocol and carrying out formal
proof calculations, it is confirmed that the protocol can be integrated into the blockchain network to
merge different private messages for efficient signing under anonymity. In addition, by analyzing the
nature and security of the protocol, it can be proved that the overhead about computation of the
general-purpose privacy computing scheme using the BPLLSM protocol on the blockchain is low, and it
also has strong information imperceptibility. In the end. experimental simulation results show that the
time cost of BPLSM protocol verification in a small-scale multi-party transaction with a fixed number

of people is about 83.5% lower than that of the current mainstream BLS signature.
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Fig. 1 Pedersen commitment interaction process based on elliptic curve
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B 6 s AMER 720K i £ H BPLSM Py
WU 28 B (6] 24 186 ms, i BLS B i 46 25 B [0] #1 Ky
2 880 ms. 3 W A& M 45 R 22 AR K.
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2 LA 0% L, TR 55 3% 11 ) BPLSM Pp il
A3 T AT FE R 6 BPLSM Bl i3 56 25 355 43 Fi 5L T
BLS12-381 i Zef®) BLS %% &8 53 43 5 #4720 A
PRI 3, DAASE fin 5 552 36 A9 Ui ik 7. 3k 3 B

Table 3 BPLSM Protocol and BLS Signature Verification Test

% 3 BPLSM i 5 BLS I8 % il ik ms
Wik BPLSM BPLSM BLS
- éﬂ%ﬁﬁ% %é%ﬁ %%%42;
LoaT A B UE 4 B uE 4
1 113 73 2986
2 165 87 3385
3 120 79 3055
4 127 79 2986
5 267 89 3073
6 188 112 2816
7 234 74 2742
8 124 96 2854
9 123 84 2815
10 158 85 2870
11 144 198 2989
12 151 160 2817
13 401 128 2959
14 125 69 2813
15 166 114 2820
16 128 68 2782
17 134 114 2797
18 149 69 2973
19 161 73 2764
20 113 73 2880
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WHES S =P8 & w24 LA Z 8, i
BLS % £ 1972156 2 i (8] 29 JL T 2= F5 , th 5t J2 1t [7)
SRS PR BPLSM BRUTE 95 28 380% |2 18 BLS
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BT Y 83.5%.
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Fig. 7 The average verification efficiency between
BPLSM protocol and BLS signature
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Hash BT 2 B n #fE H H (d) W SZBR & i 19 d . T
Pedersen 7K i HAT M Tk 55 R Ge 16 % OB T XT3
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