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Abstract In recent years, with the increasing number of users in social networks such as Twitter,
Facebook and Sina Weibo, the amount of information has rapidly expanded. The spread of untrue
information hidden in massive information has brought adverse effects. How to regulate or suppress
the spread of specific information is a technical challenge faced by network information management.
In order to solve this problem, first of all, the independent information forwarding prediction
mechanism based on machine learning method, which does not depend on the propagation model is
proposed, so as to predict the information propagation. Secondly, based on the independent cascade
model, considering the particularity of the scenario in this paper, the asynchronous information
unequal competition propagation model is proposed as the competitive propagation mechanism of
specific information and immune information. Finally, three selection algorithms of seed nodes are
proposed and the immune information is widely spread in the network by injecting immune
information into the seed nodes, so as to suppress the spread of specific information. Experiments
based on real social network data show that the information propagation prediction model and the
selection algorithms of seed nodes proposed have good effects on the regulation and suppression of

specific information propagation.
Key words  social network; competition propagation; propagation model; forwarding prediction;

information suppression
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el DR B 1) S B b e — > g e TR, T
o325 1 B 1 F 38 bR A MER R (Accuracy) .
KW R (Precision) . 8 [ &R (Recall ) f1 F1 { (F1-
score).

R 3 28 4% 10 i 10 205 R R L S0 bR 2%, iT L i
Mk 43 4 B 1) B IEf] (true positive, TP) .58
7N IEAE A B 03 O TE RE AR B B s 2) fiRGE ] (false
positive, FP), 3R i FE A B 43y 1B AEAS (9 2504t
3) HA1#] (true negative, TN) , Fsn T REA W 43 Sl 11
FEAR Y s ) R 1§11 (false negative, FN) ., %N IF
FEABL o0 AR AS W Bt R I TE A R (Accuracy )
Y& 80K (Precision) . 43 18] R (Recall ) f1 F1 {H (F1-
score) A] LA LA -

Accuracy = IPHIN ,
TP+FN+FP+TN

TP
TP+FP’

(6)

P

Precision=
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TP
Recallfma (8)
Fl- _ 2X Precision XRecall 9
score Rrecision+Recall

X T A M AR A 53 2R 2 T A SR {ELR 1 E 1
TAREAR TR 4 DIEPRI B B £ 19 AN W] 227
AR (25 28 R e A 5 0 1k — 20 A T it 6 T
M (area under curve, AUC) 3 ¥ i H HE R ) A
[F] 3 26 & B9 Pk fE. AUC 48 19 2 2 i & T AE F7 1k
(receiver operating characteristic, ROC) ti & 11
HFLROC #1419 f A bR 4 B IE % (false positive
rate, FPR), 9\ A& 45 i B IE 3R (true positive rate,
TPR) iz AR T — 70 K 88 A5 A W) 1 {H T /Y
SPRBOR . FPR 5 TPR it AN

FP
FPR “FPETN' (10)
TP
TPR*TPJriFN' (11D
5.2.2 BUmAER

HEATHE J T000 52 56 R, 7 EAE 5.1 T P RERY
TP 500 4 1) ik ity - A 3 A & 0 AR 4 L L AR R
Ui, 7E 5.1 19 AR SR ERCHE 4 b R R AR T S
K i A P bR R IR REAS B A S R K
T Z AR P bR T Ry SRR AR

R CE 0 P i > T OREE Z R P,

I, Ry T ORAIE IE SR AT, A B SRR ATL R A 10 000
ZAIEAEAH 10 000 25 fRE A A4 B & T 0 4540 42

SEU0 A B AL B e 1IN R AR 4 82 1 LL
A3 182 34 U 2 B A ik A AR AR A I SR B
YRt A 5 3728 LHIE.
5.2.3  SEE TR HER T

LB FE AR N 3 E A 4 SRR AR X T K T
AR B0 T L AN [ B 43 28 4 A6 AR TR R AE 4R 1 i 3501
Xof b DA B 16 7 REAE A 5 3 28 88 0 . 5 A SR T Y
FIE AT XL .

1) A SRR T 2 000 i) 255 SR 4T

STU X} HG Y AR A L R A 4 A

@ {7 B 48 2. 4> 3 TF-IDF, word2vec,
BERT Az 5l S 1 SCAS 11 1] 2 AL RRAE 592 4 B A
FEAE 2 9% FF IR 5 A, 43 0l R R Ol TFIDF, I-
word2vec, FBERT;

@ FH P 4B CELFE RF 000 P A0 B SO E
FHP OB R TUI P RV 25 0 4 B R AR AR S R
A~AL

@ Fr I P 5 A5 B AR & 00 RE DRR EE AE
JEE 5 AR5 FOUIN P 0G5 A 8 A AR RLBE AR AR 4 5 3R
R

@ Fp WO Dy s L R R A A AL R
JE 4¢ B 2K 43 5 TF-IDF, word2vec, BERT iX 3 b
718 A R P 3 SR 20 R A A R0 R
#4% RN IV-TF-IDF,1V-word2vec,IV-BERT.

T XL & 4H R AR 19 %R LD K TF-IDF,
word2vec, BERT #& B SCAS ] f RRAE A AR , B3k 58
B A A A L A — R AR AR 73 2 4% K ] Lightgbm,
HARB 925045 RN 3% 2 Pis

Table 2 Comparison of Prediction Results on Variousfeatures

®2 BEFMEBNBRI L

R RRIEZE ) R R LR ES FEJEES F11{H

I-TF-IDF 0.7704 0.774 2 0.762 8 0.7670

I-word2vec 0.770 0.776 2 0.7588 0.7674

I-BERT 0.7696 0.776 2 0.7576 0.766 8

Il 0.6026 0.606 6 0.5838 0.5952

I 0.843 0.804 0.907 0.8524

IV-TF-IDF 0.5274 0.522 0.664 6 0.584 6

IV-word2vec 0.498 6 0.499 0.5202 0.5058
IV-BERT 0.508 0.505 0.520 0.512

T BARFRIR T R A F5 45 T 09 S L.

HH 2% 2 AT FEAS SCHR 1 4 A2 B I AR AE
Y B QO FF 0 P 5 15 B AR o 1 R DR A
FRAEAE Y B0 B b 0 RO B A o B R R R
I F 1B 35 02 55w 15 4 B O A 18 1 1l 4k
THERCR R Z Y F1 20 0767 85 & 4k
Vi Q@ F 7 4 B CRL S 77 B0 P A0 {5 8 ik AR 2
FU)REAE RN 4E FE @ FF B0 P T s S ME B
(R AR B A g R AE. 2 FE D5 B i 4k B T L >R
TF-IDF ., word2vec Pl }2 BERT #2841 1 i) & 4
SCAREAE B, 2 IAH 25 8 K s 4 B O R 10000 FH P Dy
Tl Tl 5 1 6 fol e ) AT B RE B 48 R L R I TF-1DF,
word2vec DA J BERT A i i) FH 7 i 58 61 5 24 1y
TR 4 R B 8 R AE I TF-1DF 26 B de i IR 1t L 7 S
JE LI S 55— R ] TF-IDF, ) £ i D F 2 JiF @
ATLAfRI LR R A T AV .

W45 He AR E AL G R AT 5080 25 R 3R 3
AR T, 4 B RR AR 4L A B, Precision 5 s
KA LI, 4 RRAE AL & /) Accuracy e s &
AL I IV 4E B R AF 4 A B Recall f5c s 2R
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LI, IV 2 FERR AR AL A B, F 1O 5. B
KA EHIER T N 4E R AR 2 & B8R 15 TR 0 ]
VU 24 JB2 i 14 255 SR AR 22 AN DR TR TG A 52 s oz TR S
P TR RO RIS o I 4 B AR A2 5
Table 3 Comparison of Performance of Multi Class

Feature Combinations

R3 ZEFMHABRILE

MEERERH MUE  OMER ARR FLM
I+ 0.876 0 0.876 4 0.8754 0.8758
I+1+1 0.8792 0.8748 0.884 6 0.879 6
I+1+N 0.7724 0.769 2 0.778 2 0.773 6
I+1+N 0.876 8 0.8756 0.878 6 0.8772
II+1-+1N 0.8518 0.8196 0.9022 0.8588
I+0+M+N 0.8792 0.8736 0.886 8 0.8800

< BT A I VP00 95 b B AR .
Lightgbm BRI ZR 45 AU . 2 B4R

P R S R 7 A8 Y~ o] i R o Y T K
B R DU X T e S I A AL 1 2

250

200

150

FRAE

100 [

50

E 8 & 28 E % 8 # & ¥ 2
E S5 2 E K QD o
K E B E K8 % B &
R 3 R @K E XY b
ER &+ ® & 8 ® B @ W
X 4 2 3 @ 3 T jo m o
ik o®m R oW & 1 & # o
L 5 g 2 L0 K1 oIp & &
D w oo LTS
Lo s L E ' B

E Iy I m® &

N N

E :2d

FHIE A

Fig. 2 Feature importance ranking when using

type I and [ll features
B2 T I 2R AE i R o 4 42

NI G 3 E I R 11 = & 145 o O S 1T R e |

ML 2 thal LU 3 5 06 2 0 3T 2 75 AR
6] H P 55 4 38 OG5 36 B AR LS IR Y SF- 48 TE-
IDF 285 A0 3 A HFAE.

2) AR B3I ER AR R AR AR B RCR X F

TEAH T, I 4 B2 R AR 206 R R $2 T, 0 L — 88
AL H L (Perceptron) | i # 8] 14 (Logistic Reg-
ression, LR) |3 F [ i #L (support vector machine,
SVM) ; 4 B #% A . AdaBoost. [ ¥l # #& (Random
Forest, RF) Ml Lightgbm 3£ 6 Fh /025 88 3k 47 T %t
H 2B 45 RN 4 B

Table 4 Performance Comparison of Each Classification

Model
R4 BHOEBHURIL

et W KR 7 [ F11{H
Perceptron 0.8016 0.799 6 0.8052 0.8024
LR 0.8716 0.8654 0.8804 0.8718
SVM 0.866 0 0.8584 0.8774 0.867 6
AdaBoost 0.8716 0.8654 0.879 4 0.8726
RF 0.8628 0.8602 0.8658 0.8630
Lightgbm 0.876 0 0.876 4 0.8754 0.8758

T BARRRTE A R P F8 4R T 09 de 1.

MFE 4 7T AE Y, B Perceptron M1 5 Ffi 4325
i 7 R B AT X BT T, T 48 2 R AR
H A T DRI X 0 iR AREAS NS 4 ] DLk — 2P
A 4. Lightgbm 7 Accuracy , Precision 1 F1 {8 I
)R T R, RS TE Recall L HYFRIA R T IT
W HEH T F1HEXT Precision fl Recall 13K
PEAY I Lightgbm WS T e m /9 F1EL BT AL &
KF Lightgbm M RE AT M 73248,

i Hh R MER A 4 B o 2 Xt LAY ROC il Zedn
Bl 3 s . X AUC fE I 5 iR,

1.0+ —~ + —
0.8}
s 060 FF

| —+— AdaBoost

0.2 —+— Random Forest

—=— Lightgbm
0 0.2 0.4 0.6 0.8 1.0
L%

Fig. 3 ROC value comparison of each classifier

3 BAAHN ROC Xt
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Table 5 AUC Value Comparison of Each Classifier
x5 BHEHFH AUC EXTEE

eSS o AUC

LR 0.920
AdaBoost 0.928
Random Forest 0.929
Lightgbm 0.937

TE « SRR TR AL A R AN 48 b T B4 B L A

] LIFE H Lightgbm ) AUC &5 » HiK 2 Random
Forest fll AdaBoost, fx J5 & LR. Lightgbm ) 3
SHUAMST G R G Re B 4 258

3) 5 A G S TS A 1) Xof L

R T ik — 25 U B AR SCRT B R R 1 0 R
AR 5 A B 5T o 0 B D TR RS Y R AT X L AR
PEA LA I F 1, [ RFEMEA A 19 Lightgbm
O3 2% 5 S ST I A BIF ST HEAT X L.

Xif HE AR AL AR

Zhang 58 NV AR AL . — AN 5L T 5 0 JR)
e bR I 3 B T AR R ASE TR i B RR R R 22
B RH DG BV R ) R A AR L P R
U 2 R Y KL EORE P 3 R0 L S e
2 A B8] 114 5] ) L 5 K40 5% 1 f LA K x5 i 7.

SUA-ACNN A2 45 7 45 FRUR 45 0 2% 5 7
A I HL S TR G2 B 5 G A i T [ R, A B
2 S B R A SRR 2 RRAE SR SO REAE L R TR
FH PR AR RN P 2 R AE L I X e Tk AT i — 2
Ak Hob 7R P AR R R B BRI A T B
FIHLH.

RCMTF" A3 F bR SO A 40 B -k
A3 iR I A i T ASE A AR AR B T I 4% 45 A L TH B
P T 0 58 B B T R P AR LT S R AR
BT 540 3 A R SCH 74

5 T e 10 AR R A it b 2 SR AN SR 6 TR,
Horb AR SO TIFP B BI7E 4 S PE $5 45 X BUE T
T AP B R . Zhang 55 AN 9 A5 55 A Sy
S AL [ RE S 3 4R AE TR WL 2~ i . 3
S50 25 AN AR SC I ASE AR L 350 B AR SOk BT B AT K
Y RFAE. SUA- ACNNE R A Sy — AN YR B 2 2] A5 Y
A e A 58 50 45 L R B I A RO L T RE
P R B 2 o 1 T 00 O L AR SO 4R
TS R REAR /D, S BOR B 2% ) oWk A s R A
SHFAE . JE T4 M 43 79 RCMTF 5 38 A8 AR F 5%
HOHE A - [FRE R B A SOR R 1 P R L 4 B & I

PRI v A A — 7 i i S i 2D I 2 14 v S
el 1] i, 5 ORI 0 A v T ) 1) R TSR A0 AR DL
R A 0 T ) S A BF 5 B8O P O R 3
B 0 A AL S ORI 0 A A5 R 114 B R fiE 1k B
JEAE SCHP B RCR

Table 6 Comparisonbetween IIFP and Existing Models
®6 UFP 5RFHREMILL

e S TP A TR R HIER F1H
LRC-BQ 0.856 0.859 0.851 0.855
SUA-ACNN 0.812 0.743 0.802 0.757
RCMTF 0.813 0.823 0.805 0.814

1IFP 0.876 0.8764  0.8754  0.8758

TE « SRR F R AL AR R0 48 b T B4 SR LA

53 HEMEHFERSBIMEI LW

ARG 0 Bl HEAT R 2 AR R AL S 5
5 B 5 e 5 R AL [A] 15 B8 92 50, JF B A SCHR s 3 1k
52 MO A GBS AT I B A 2 e ) 2 A4S J7
AT X .

5.3.1 B dR

TS OL R 520 g B R A BIE S A 5G9 7
A 2 A SR DL Kz A7 I )L 3 2 5 R I R
LAY I AT LAGT AR B A% 1 7Y 52 i Y L, 22 UK il
WP BT DA H 42 0 52 00 52 I 9 1R 5 RE S
o RUCHb B PEAT 5 R B R T R S AR B TR Bk
fR 3z 47 I A] b T2 AT KE 52 Wi 9 [ A A2 A I [A]
VE R PP FEE BRI FE AR,

1 ¢ 1) 52 5 R I B AU A% 1 A 1 v, A i L RE A
POE — U — BLHOE AR EA B R AR BUE A5 4
AR AL RS2 M A L v, — AT SO RS A T
5T REBCIRZS B A5 s SO0 . PR I 7E AR SCRE AL 1Y
SRR IR BLURE N RE 3 s .

BE 3. TR T A A R Y R 5 RIS
PRk,

A ALY GV ED) & IR p(u,
o) FEEFEEWES L TS 1

By < 52 W YO FL result .

O S HEEMH P REES actives <14,

activep=<Ig;

@ for u € active, sv € activey

@  for u' € Inf (w)\actives Uactivey

@ if w.active(u’) ==success
® W active s <—active, U {u’)
©® end if



1500 AN RS &R 2021, 58(7)
@  end for 7) Greedy B T8 & — 7 4 32 BR 52 )
® for v € Inf(v)\activey 7 B — R Y AR A T i B2 e g 5 K1 A%
©) if v.active (v') ==success INAFR 15 5 A.
) W active<activey U {v"} 5.3.4  SLIGZE R
) end if 1) FfE AR B B A 4 S 5
@  end for ARSCR T WEIE S AR B ORIk
@ end for Do 28 rh R TR A S AR S B 1B B0, WLEE I &% h & E

@ result = lactive, |

R 3 SR RIS B EE &2 S5 10 000 K,
A5 30 0 52 M 0 FELEBCE Y4, B AT R 15 A R AR S
F1%) 5% W] 91 BT AT 3P 0 B0 1k 1) A R
5.3.2 KudlRiEs

FE 5.1 AR ARIUAY 1180 4k 5 B i I iy 3
filt b BEALIB 30 D04 9250 % R AEATFe o 7 B R
ML S0 5 R E 1R R e 1 B Ik WAL B L
Ry R 7 A S A S R A% B I 5 e 0 RS A L 8 R
2 AR AN TR B R R HAG R i 2

FEEARNTLAFER (DX T =k TR LB IR
HEY.

FREATAR R () R THRRIFLHEBRTIZREK
1 I 245 3 5 ©
5.3.3 XA

T B AR SCHRE R B A R IR AR S
PR 5 2 R0 O A SR AT X L IE AR DT 45 B
KA HTAE R S 5 X R S AT A SR T ) ATSPG
1 AISPH, AISPH_E Ll X Random 3 7%, Proximity
Bk \Degree Bk Greedy H k.

ZE5XTH T ARIENG .

1) ATSPG B A SCHE H 4 5 25 15 240 il % %
GRINGRE

2) AISPH_E B3k A SCHE i 5 20 15 B 1
1% 1% B0 SRR AT WL AN SRR IR A 1 AR
AR R T R O 5

3) AISPH B3 A SCHE 1 57 25 A S5 400 1 1% 15
O

4) Random 535 . BEHL 2 BN 115 s 4R 5

5) Proximity 8 k. — Ff 5% 4 52 ) & KAk 19
253 VB A YCHT A s 5 4 ) 1 R E A VIR S Y
T B4R T b e U A R A

6) DegreeHeuristic 5%, & 5 & 58 26 & —Fp
2 WL T e AR e IR A T R i Y B T
FOEAT RS R T S

FE A5 BB A% 3 R RN AL 15 5 L 285 10 000 IR S 4%
RIS L A5 2 30 B0 RE 15 B T 3 52 3 R Oy
573 724.55. F ML AT AT FE R FEAT 6 A9 0 T L R
HETTLLH SRR L.

T TG b R R R E AR S0 RS e 3[R AR Ak il
FHECHE M 2530 A e U 2 455 e A BB R Hifl 3% i
FEERY 2 £ ERFEYE M P H — 2
AL % S 56 R 2 RS AE S S A R IR A 3k 7
SR A RS el RSN R R IO

Table 7 Number of Nodes Covered by Specific Information

x7 BHEGRECEBETAHY

P (5 5 OB 3 1 R AL
(@Y 27
(2) 23

B 4Ca) (b)) 43 BIREE T 52 4 RIS L4 F 4
15 B (D VR M5 B (2) 78 9 45 v 9 5% i) i Fil Bt A5
R IAIPIN 3

& 4 AT LA R 2 A0 5 B TR AL #E i
T HP )5 W Y1 R 8 AR A 0 A TR ] (EL S B R 3 5k
B 7 AR KA B Y .

2) FrE G B 5 R (s B AL R RR R

ASCHE 9 AISPG il AISPH_E, AISPH L J%
Random %% . Proximity 5. %% . Degree Heuristic 5
2 \Greedy Bk #3217 B (6] B9 % Eb a5 Ca) BT
R H A AR BR R X B 280 51258 AT I ] (ms)
T A A 2R 7 B F T S B ) N R AT L, Greedy
FYER AISPG B35 (1932 17 i ) 227 K 1 H A 5 7%
R T BB TV O M G B G LR T 52 A ]
AR CHER 5(b) H BT B 2 Fh S0 Bk A, HiAb B
P BYIE AT R HE, H AR AR R R 2R B Bk i
AT IE] Cms) o A8 A bR R B 145 25 8 (4.

& 5Ca) Al & H L Greedy 8 ¥k i 17 1 6] 23 Bl %5
T BB Y 188 o g i I HL vt ok T H A
s 5(h) ] LLE WL LR S & X By as it
Vi) i 25 b 4 a5 298 BRI 170 184 o R AR S 2 M

D @ 2 KA EALAE Bk A ML X 2 B .0 Chttps://service.account. weibo.com)
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Fig. 4 The range of influence of a particular information in a network varies with the number of steps
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B TEASCHR I 1R 7 AL S MR, 5
D FEIE R PER R SO TR & Bk Rk B
B B9 0 S5 55 ARS T AR SCHR Y B 200 B R ATSPG REfE
FREGBEITHRVEET 2R 5L KM Greedy B
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