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Abstract In recent years, exfiltration attacks have become one of the severest threats to cyber
security. In addition to malware, human beings, especially insiders, can also become the executor of
the attack. The obvious anomalous digital footprint left by an insider can be minuscule, which brings
challenges to timely attack discovery and malicious operation analysis and reconstruction in real-world
scenarios. To address the challenge, a method is proposed, which treats each user as an independent
subject and detects the anomaly by comparing the deviation between current behavior and the normal
historical behavior. We take one session as a unit to achieve timely attack discovery. We use
unsupervised algorithms to avoid the need for a large number of labeled data, which is more practical
to real-world scenarios. For the anomalous session detected by the algorithm, we further propose to
construct event chains. On the one hand, it can restore the specific exfiltration operation; on the other
hand, it can determine the attack more accurately by matching it with the exfiltration attack mode.
Then, the experiments are undertaken using the public CMU CERT insider threat dataset, and the
results show that the accuracy rates were more than 99%, and there were no false-negative and low

false-positive, demonstrate that our method is effective and superior.

Key words exfiltration attack discovery; user events; insider threat detection; unsupervised algorithm;

clustering; event chain
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Fig. 1 Approach schematic overview of this paper
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Fig. 2 Session anomaly score calculation process
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Table 4 Parameter Settings of Clustering Algorithm

R4 RBEEZESHRE

(IR7S 2R
Meanshift quantile =1
DBSCAN eps=0.85,min_samples =35

Isolation Forest n_estimators =10, contamination =0.001

LOF n_neighbors =50, contamination =0.001

33 EWHER
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JRCE R TR A D AG 2% B A T O Y 25 R
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i o [V B AT LA 20— AR B A R A, DRt FRATT 2 —
A F) A B BH A % (true positive rate, TPR) F11&R FH
P2 (false positive rate, FPR) 43 5l ¥FAR 8 55 19 I
e IR DL B R 1, TPR A o 0% 2 2 3 4 4G
G LR FPR M A R M 23 0 A 150 A 8 O T
HaTEN .

FSILE T 5 MR ES A BRI, I
B3  TPR Al FPR. AT LAFE 3, 5 F 530 325 A 4G D00 482 7
R 45 L 43R 3 98 %6 LA B iZKF Hor DBSCAN
M LOF 53 T 9920 LA I HERf 2. 53 4h . 5 Fh
FVEM TPR #FA 3 1, R AE T A 1Y% 2 205 #R bk
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Z ) I 22 0008 S R R AR i ) R AT S E A
Wr % FPR A T AH X A8 8 (7K S o 28 3k % 52 56 235 2 v



1002

HEIR S AR 2021, 58(5)
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Table 5 Results of Anomalous Session Detection

x5 RESERNER %
(IR7 HHMER MR iR
Pauta Criterion 100 1.24 98.76
DBSCAN 100 0.11 99.89
Isolation Forest 100 1.22 98.78
LOF 100 0.33 99.67
Meanshift 100 1.97 98.03
TEAL I &5 2Ry 53 19 200 b AR — Rk

RS TE XS P S S P R s
A7 R 2 BAHVCES B IFAE B B H . — L a] g
5 S 4G B P R Ry 28 AT 55 AE AR IE B Y I B
BN TN AT 7% 3h e 55 0y 52 H P il 7
T H sg s N B B e g i PN T SO AR T
A4 e S R T N 5T 8 o R PR AORS B R
o AP ORI o B A o 2 A B IR B L AR SR TR
T8 A R 2 o A X DT i T vk
3.4 EHHEME

FRATT TG W0 . 12 ) T Ay S ) 23 R R A T R B
P Y A B, RCKS 25 0 rp i 35 R P 50 AR 98 AH BT Y
B[] A 2 AR DG 2R A N7 DR IR, DT g o 14
DL J5F P T S it ) AR B AE . 53 Ah ot T A SO B
bR 54T 57 % B 1 i k30, FRATT A K T b4 S
5 8 WA AT T O L K BB S T 2 0 A X
VE PC Y S A1 1 o Dy 8 5 B0 o S B IR Y 2R 4R
HIEEORS 0 1 o e B

XoF 5 B A T AT B f) 5 2 A i i AT SR
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Criterion Forest
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Fig. 3 Comparison of FP before and after

event chain construction
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HRVEA i s T FPR A # BH 5 BEAIC, 57N F 0.005.

Table 6 Results of Anomalous Session Detection

After Event Chain Construction

R6 EHEMERNSESERNER %

ik SRR BEME R
Pauta Criterion 100 0.16 99.84
DBSCAN 100 0.05 99.95
Isolation Forest 100 0.28 99.72
LOF 100 0.06 99.94
Meanshift 100 0.49 99.80
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JiHE DR o ULV WA b A R P AR L 2 R b AT T AT
LN TR BT A LR B L I R SRR M
DA R A TR Z 1] B MO8 ¢ & L DL P Bl 22 4 BN
AT S a3 B i R 6 SBGE.

M2 ANEE R P ACM2278 #il CDE1846 fir 52
Jiti 157 % Yo 1 2 0 A BT AN s S B T A
BE AL TR R 2 1 DR A 25 SR 24T SR R R a3 T

P ACM2278 By HAFEE A 4 B . 7R % &
W AP AR R 1 SEAAC IR R )5 EE
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‘ Logon PC-8431 at 08/24/2010 01:02:58 |

|

Connect device
at 08/24/2010 03:24:16

—

\

at 08/24/2010 03:34:21

File Open File Open File Open
R:\52G6677\IMR2VIHC.txt RANACM2278\GLCVL46.doc RANACM2278\PXZQFY VE.jpg
from usb from usb from usb

at 08/24/2010 03:43:48

at 08/24/2010 03:48:51

— !

\

WWW Upload
http://wikileaks.org/Julian_Assange/assang/The_
Real_Story About DTAA/Gur_Emy_Fgbe
Nobhg QGNN1528513805.php/JMR2V IHC.txt
at 08/24/2010 03:34:21

WWW Upload
http://wikileaks.org/Julian_Assange/assang/The_
Real_Story About DTAA/Gur_Emy_Fgbe
Nobhg QGNN1528513805.php/JGLCVL46.doc
at 08/24/2010 03:43:48

WWW Upload
http://wikileaks.org/Julian_Assange/assang/The_
Real_Story About DTAA/Gur_Emy_Fgbe
Nobhg_QGNN1528513805.php/PXZQFY VF.jpg
at 08/24/2010 03:48:51
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Disconnect device
at 08/24/2010 04:15:32

|

Logoff PC-8431 at 08/24/2010 04:20:39

Exfiltration attack event chain construction of user ACM2278
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‘ Logon PC-8758 at 04/15/2011 12:00:50 ‘

] %84S SRR R BRI AT

o

File Open
C:\21y8837\THPBBKSG.doc
at 04/15/2011 12:03:39

File Open
C:\21y8837\THPBBKSG.doc
at 04/15/2011 12:02:18

File Open
C:\71V@2T2\3PGKCDCG.doc
at 04/15/2011 12:05:39

|

! Send email '
: from Carlos.Dieter. Ewing@dtaa.com :
: to Ewing_Carlos@comcast.net '
i attached C:\71Vq2T2\3PGKCDCG.doc(1124764)
i at 04/15/2011 12:04:40

Send email
from Carlos.Dieter. Ewing@dtaa.com
to Ewing_Carlos@comcast.net
attached C:\21y8837\THPBBKSG.doc(575930)
at 04/15/2011 12:07:29

Send email
from Carlos.Dieter. Ewing@dtaa.com
to Ewing_Carlos@comcast.net
attached C:\21y8837\THPBBKSG.doc(575930)
C:\71Vq2T2\3PGKCDCG.doc(1124764)

Send email i i

from Carlos.Dieter.Ewing@dtaa.com : :

to Ewing_Carlos@comcast.net i

attached C:\71Vq2T2\3PGKCDCG.doc(1124764) :
at 04/15/2011 12:05:10 :

Fig. 5
5

Send email i

from Carlos.Dieter.Ewing@dtaa.com :

to Ewing_Carlos@comcast.net :

attached C:\21y8837\1YMS1QWK.doc(2168830) :
at 04/15/2011 12:07:34

C:\71Vq2T2\DHDQ3VXE.doc(712115)
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A,
Logoff PC-8758 at 04/15/2011 12:11:52

Exfiltration attack event chain construction of user CDE1846
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