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Abstract  Recently, a variety of Transformer-based GPLMs (general-purpose language models),
including Google’s BERT (bidirectional encoder representation from transformers), are proposed in
NLP (natural language processing). GPLMs help achieve state-of-the-art performance on a wide range
of NLP tasks, and are applied in industrial applications. Despite their generality and promising
performance, a recent research work first shows that an attacker, who has access to the textual
embeddings produced by GPLMs, can infer whether the original text contains a specific keyword with
high accuracy. However, the previous work has the following limitations. First, they only consider
the occurrence of one sensitive word as the sensitive information to steal, which is still far from a
threatening privacy violation. Besides, their attack requires several rather strict security assumptions
on the attacker’s capability, e.g., the attacker knows which GPLM produces the victim’s textual
embeddings. Moreover, they only consider the GPLMs designed for English texts. To address the
aforementioned limitations and serve as a complement to their work, this paper proposes a more
comprehensive privacy theft chain which is designed to explore whether there are even more privacy
risks in general-purpose language models. Via experiments on 13 commercial GPLMs, we empirically
show that an attacker can step by step infer the GPLM type behind the textual embedding with near
100% accuracy, then infer the textual length with over 70% on average and finally probe sensitive
words that possibly occur in the original text, which brings useful information for the attacker to
finally reconstruct the sensitive semantics. Besides, this paper also evaluates the privacy risks of three
typical general-purpose language models in Chinese. The results confirm that privacy risks also exist

in Chinese general-purpose language models, which calls for mitigation studies in the future.
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processing; deep learning; artificial intelligence; information security

HoE AR, ARBZAEABAIALE LMK T Transformer MA LMW B RN REFIEZTER,
f AR <@ B 35 F 8 A (general-purpose language models, GPLMs)”, & # Google # # % BERT

W is B HE.2020-11-09; 8 E HH#H:2021-03-12

EL&WB:EHXHRBFIESTH 61972099, U1636204,U1836213,U1836210,U1736208) 5 L ifE 17 H AR B2 FE 4 i H (19ZR1404800)
This work was supported by the National Natural Science Foundation of China (61972099, U1636204, U1836213, U1836210,
U1736208) and the Natural Science Foundation of Shanghai (19ZR1404800).

BEEE MR (m_yang@fudan.edu.cn)



0 2R 55 < 38 TR B 2 > o 5 R A 190 A XU 3Tl

1093

(bidirectional encoder representation from transformers) R 4§ , O E S M FAEHRBEEFR AT LA K
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Fig. 1 Feature extraction with general-purpose

language model
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BEBEAS TR b M AR E SR TS
U R R AT R S O L R A O S A
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Table 1 Basic Information of GPLMs Studied in this Paper

R1 AXETERRTNARBRIEERENERER

TF R HLAL [ FEAE 4t B WA
BERT!® 1024
Google Transformer-XL21 1024
XLNett?z] 768
GPTL™ 768
GPT-20¢! 768

OpenAl - E5'S
GPT-2-Medium!#J 1024
GPT-2-Large® 1280
RoBERTal%] 768

Facebook —
XLMmE 1024
ERNIE 2.002%] 768
T i

ERNIEMY] 768

W R U Tl 2 zh-BERTL! 768 15’8
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AR BT & 28 T R AT 55 I dR AR 3R 1 S T AR S
PR ST 13 AR MR 38 A R, % 10 P
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T I 2 Y 9 55 b 1 SCAS AR Rl R B A R AL
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TEPL S S, U H X T BT L 4 il L 22 By 45 A
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JI 5% A4 Wi Ut 2 a1 4 s i S R i R R A e A
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KR n BRI (wisws e sw, ), HHP &
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A7 A R R B SCARRE 2z o= f (x) €ERYLBI 1 A4 d 4
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Fig. 2 Privacy theft chain targeted at GPLM
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Fig. 3 ¢-SNE visualization of textual embeddings produced by GPLLMs
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JE b g I v fe A AT g LR B BURRR) 81 3 L e A A5 LU
A SO B BURE SCAE 10 il AR SR Y 9 S
FHE 5 RCRLUFN 3 Fhrb Gl R 5 RIS 56 245 21
FW L 3E I S R A ) U FRIE AR TE AN A
{18 B RA IR . — 7 THT 5 A SCUE B 0 J38 73 G A XU RS 1) A
TEVERSE A BT P I 55 Be AL R DU 1 52 35 F0 O e &
B G b P A 5 O BB A R AL R s 5 — T T L
JHIE 5 AR08 L6 Y Bau A XU A 07 5 | RS 2% AR BRI Tl
SR AR OC IG5 A 1Y 5 R 19 56 1 FAE ST BR T SR
(1A ]rp 52 35 T 22 40 B R L 7 25 [ 38050 S8 H R X
8 SCAS R 3 47 J5 A B (post-processing) » & 3R
BF 58t 7] D\ T4k B (preprocessing) Fl H B Ak B (in-
processing) ffl B tH & $2& T £ A R AT B2 AL 4 58
AN FA A A & 2% T LA SR FH A8 A0 SCAR i
B B 24 A A5 B AR IR Sk /b P B A 10 T % 5
A B Ak B AL A L 3 O R Y T &
A LR A 61 40 22 4 B BB I 25 L% 0 U1 25 46 B AL DR 9
827 2] Sk A A B 28 B4 1 A5 AL /D Xof i i SCAR
rh SRR B IS RN AR Fl TR I T R, AR SCR X
X S R ALY SR BOR HEAT R Gt B VAL A0 AT A R
R B FE TAE AT HE T 3 Fh By A S8 B, 4 H B 2 ) 5
A R B FRAAR T AR, LA — 2 (4 B i ] o 5 A A
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