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Abstract Deep learning is one of the main representatives of artificial intelligence technology, which
is quietly enhancing our daily lives. However, the deployment of deep learning models has also
brought potential security risks. Studying the basic theories and key technologies of attacks and
defenses for deep learning models is of great significance for a deep understanding of the inherent
vulnerability of the models, comprehensive protection of intelligent systems, and widespread
deployment of artificial intelligence applications. This paper discusses the development and future
challenges of the adversarial attacks and defenses for deep learning models from the perspective of
confrontation. In this paper, we first introduce the potential threats faced by deep learning at different
stages. Afterwards, we systematically summarize the progress of existing attack and defense
technologies in artificial intelligence systems from the perspectives of the essential mechanism of
adversarial attacks, the methods of adversarial attack generation, defensive strategies against the
attacks, and the framework of the attacks and defenses. We also discuss the limitations of related
research and propose an attack framework and a defense framework for guidance in building better
adversarial attacks and defenses. Finally, we discuss several potential future research directions and

challenges for adversarial attacks and defenses against deep learning model.
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Fig. 1 The life cycle and security threats of deep learning models
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Table 1 The Summary of Representative Generation
Mechanisms of Adversarial Attacks Methods
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Table 2 The Summary of Representative Adversarial
Attacks Methods in the Training Stage
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Fig. 2 Attack framework for deep learning models

2 BE X UR B 2 > B R ) T i E 4

T STV SR Be b £ I 25 800 4R B, nT DR R
WAL 8040 A3 7 ol M 1) B 5 7 ol I R AR
1 O — P 5 5E BE AL S AR A T ek S A
T J VAL A T ot SR e A 4f B Bk By AR A
PEAT 2 SR A8 A5 5 3 Ui T4 ot A5 280 7 T I 3 AT X it

I s ok A D NP R S AR R R 4 e A
W ety N B B A HE B i B A Ml 3R] S B TR
JIE 27 o B 4 A i J 0 4 it

[l S 1 SE BT I A R A8 it 7 3T i Y
HEZR Fp 2% A A e 22 ) 3 47 W LAAR B P A A I



2R A BT IR 2 ST R B B T 5 B A

919

W B, Bl ALK £ 2 7T LA R 1w B 03 4R 1 S0
SEREBERY IS TR AT LA #8730 B L I 1T AR AR AR 52
PR B0 X i 1 25 R ) DA — P SR R T
AT A0 58 BSR4 I T AR O 58 AT LA
i 15 2 1 7 SUHEAT AR HE BB B [ I AR 2 55 A 42 1R
F8 25 SR R A — 2 P A 8 o X 0 AR A S B ) 8 i
RE 7, R ERIE T T LU A5 20 458 B0 245 SR A4 8 X
PUREAS Bt (95 AR Y R A AR 280 A 0 e A
AR Uk PR & H AR AR AL [ i DI 25 A B0 AT LA
FH DM L 2% B8 B A5 A7 % R s 28 1) 5 7 B0 78 2
S B T LA TR HUAE A A B 05 A A 2 Ml 52
S0 v I R ) BB A 2 T

A R T 5 AT R X T A Y A — A A
HEZR L5575 18 1 R B I 25 70 9 B B B 19 e 553 1, B
Z A Wy 45 A Rk L BR B A T B L 58 0 R
AN TR Bk 7 3 W O 38 s AR 5 54T A5 SRR 58 DL 5 Al BR

T I EL A5 5 o S5 P P ) AR 2 1F B B 22 1) 4 4
IR o — 25 35 Bl S5 30 e 1A S8 B

AR SR M A X0 T i S — A RUAE 2R A 1T
P T R AN [ IO 4538 AS (] R B8 2 >0 455 Y 14y 3F e 1k 2
iR LS T o [R] NFETX R E 3 5t BIR A A2 A B x4 1)
Tk AR AR AR5 S0 R 155 R T A S LR A
SR R R B B B AR B A — R B
6.2 $XREZFIEBHBEIELZR

5 B BIAE 25 1 BUAT U5 ik R RS %8 T
B A 7 58 (ELIX 86 07 vk LR B0 I — b Mo ok 5t
AT A B i TR 2 T TR ) e R A i 0 L D e TR
5 PR A 1) By A8 BE 7R SR A AT 3 R R 1 B
X TR JEE = o B L Y B AR L IR 22 P B A 7 56 L A
PRAUEAS B ] D8 i 42 . 58 0 % 18 4% B 46 07 58 (9 4
s B VB0 A 22 A A R R s uF I R B B L HE
HGY By 427 AL BT A HE Y .

[ S b ]E>[ L ]
Kt BRBsER Oy #MaEssE <Ol EERRRE
BRI T WAL ST OB S K BB R |

e A b ||| BRI | T RO |

(@) & Fpit
Hfi R E>[ 1R ]
TR 2 B stikeAm (O s (<D pimiE s
SR KRR HE 547 2 [ Yo AT PR
5 S i B AT A BRI o ESERIARAL |

(b) £k LBt

Fig. 3 Defense framework for deep learning models
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