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Abstract Different from the centralized deep learning mode, distributed deep learning gets rid of the
limitation that the data must be centralized during the model training process, which realizes the local
operation of the data, and allows all participants to collaborate without exchanging data. It
significantly reduces the risk of user privacy leakage, breaks the data island from the technical level,
and improves the efficiency of deep learning. Distributed deep learning can be widely used in smart
medical care, smart finance, smart retail and smart transportation. However, typical attacks such as
generative adversarial network attacks, membership inference attacks and backdoor attacks, have
revealed that distributed deep learning still has serious privacy vulnerabilities and security threats.
This paper first compares and analyzes the characteristics of the three distributed deep learning modes
and their core problems, including collaborative learning, federated learning and split learning.
Secondly, from the perspective of privacy attacks, it comprehensively expounds various types of
privacy attacks faced by distributed deep learning, and summarizes the existing privacy attack defense
methods. At the same time, from the perspective of security attacks, the paper analyzes the attack
process and inherent security threats of the three security attacks: data poisoning attacks, adversarial
sample attacks, and backdoor attacks, and analyzes the existing security attack defense technology
from the perspectives of defense principles, adversary capabilities, and defense effects. Finally, from
the perspective of privacy and security attacks, the future research directions of distributed deep

learning are discussed and prospected.
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Fig. 1 Centralized deep learning and distributed deep learning
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Fig. 2 Training mode of collaborative learning
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Fig. 3 Training mode of federated learning
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Fig. 4 Training mode of split learning

K4 grililee > YI gt

B T3 #0221 B U A 55 4 508 2 384 43 ) 28
B P 5 R 55 2% 58 B, BT DL E RBEAR T H P i RLE
F1 AR kg 43 2 2T (Y St B O 5 8 1Y L 4 JRy 1 AR
18 ST R AE T P 22 [l R AT 1% 3 X TC BEXS m T
PR AT b O X — S A5 25 0 P L
JAEE UL, 3 5 2 2 P RCR AT g AT BT s ).

1.4 /N &

WA 2 ) VBRI 2 o F2E 2] 3 o A 2R
JE2E IR E NG X LHER T KT S EEEA
SR YIN AR 015 B0 T AT DR BEAR T T P B A
T 5% AU 5 DA AR 2 T AT 8 1 AR IR ) BN B T
FH P 26 T 8048 = i A7 AS 7T 42 g $H AR H X 3 Al
G AE A — 2L U] B S A, % 1 N2 07 R L 4
Br 7 eI RAIE.

MR 1 LIE th, B8R 3 Fhoar A U R 2 ) A
AR LA P8 R B E AR M R B0 (H B AT Z 18]
ThSRAFAE — 28 I 2 X))

D) YIZRAse =0 63 2 > R T IR A7 4 iyl 5,
X I ZiAs 2T LA 20 3 1 R4 2l 28 B [R) B )1
1 AR BE 2 A B RY, B T R T P & DL
Bl i 5 MK G 2 > R 57 20 i 8 R S 40000
gy EAR NG =X, B 5E T LA A H R B8 1t 1Y




JR LA o A IR o 2] B b 5 % 2 Tl WF 5 i e 5 Bk R

ORI A b B AU 22 18] A EL DM 52 B 1 A 5 A A
(957 5 0 B 5 20 i T HORE IR AT 55 23 B 2 3580
22 M S IR 55 A e I AT I AR T SR
B W LA 5 R AR [R] B X P 5 0 55 4% Z 18] i
AR T8 0 DR P T /N IR B P
2) BRI SRy 2 S A0 P ST IR 2
53 ) 22 S HREE A 22 A SR ] 9 45 3, I8 20 )
o) 1 R R R B SRR R 2 3 SR (A 9 15
2 H P — kg5 a4 . MRk g5 ae— M P —H ) °
SH 50 2 > o T A O 9% A i A8k A SR TR 5 T )
A BRI 7 T 2R B 2 AR 2 07 5, B AR A R
ZHCE- ¥ 75 20T UG IE HE 3 %, el s 805 (R 2
7 T 2 ORI AR X 1 S MOk A TS 52
P o DR IR S 2 > o 5 250 25 S0 30 25K i 7 A
Table 1 Analysis of Distributed Deep Learning Feature
F1 DHEXREFZIHFMEN T

oA AUHE 42 IS e > Gy
E3 N 5 [l 42 52
BERER O R R IR i T 4% %
YR OA i i F P+ 55 4%
FP ST 4 # 5] %
S 4 5 /NRLBE L KHAE I NI
. MPELSE AP A T

B 2k PH5RE S

2 HHRREZEIRAINE

o3 A G BE 2 2 B ARG T R BN hid 7 rh 4
P AR 2, RIS TS 5 B TE AL
i (1 B0 R HEAT DM L BEAR T G R it 8 DU
1B AR o e 2 0 6% g ot 25 7 2 B AL X it 7 R W o
A 2R BE 2% S R R A7 A ™ T B AL Tl i
2.1 BRAREHEFE

H i o3 A SO B 27 2] A Y BR AL T i T2 24,
375 A O e 2 0 2% Xt | R O3 A L R 1 A 3L
i AL S 3 B 4 Fb.

2.1.1 Ao B M 4

Az P 2 X 4% (generative adversarial networks,
GAND Tt v, T o 3 3 8 B4 8 WU IE 5 P I A
BERIYIZR S - 2 T GAN 345 HoAlh 2 5 )1 25 & 19 41
a0y LA AT B0 J0 P P (0 B B AL L Bl R AR
TERE RN 2R By B, AN IEl 5 B .

5 Bk B AEA M I 25— A A M 4% R
Az 1 H AR ZE B INZRREAS ) IR 55 i 2R A B 8

931
WS ZMs SRRl
° w %
8-
FaA R
e M  GANl#
i = i E
i = : ‘
E - i
L e BB
""""""""""""""""""" e A TEOVENR
HEICANM (it F frdee A 4 Rl i 0
EIER L

Fig. 5 GAN attack process
B 5 GAN Zrifid

F G AR ) # SRS L T R AR M A s A
B FEAAE I E R IR fake K T2 5
KA IRt R, FAEIFTE B RGE B A H AR
GRFEAR I — I 253 Bl 2 8 OC Tz 2 B o 1 2
FRFAE A5 L R4 R AR 7R X 43 H PR S fake 2R A0
RE 7 X A5 EORE A Bl T % v 2k A AR R A
(4 Bh 15 B8 7 .38 o 7 A b I 25 A o6t e = I 4%, 7T LU
A RO ICH $R 25 R BRI 2R 00 115 B

R T ¥ Yoy AR B P i S 2 2 v . Wang
NI R T — Rl 3 T o A A B Bt X
W 28 il o 2 IR 55 4 R L — Bl 24T 45 1 A o)
B2 ) 45 T B R A T3 S e 2 S IR P Y
EITES
2.1.2 BT

B A PR T R — T A A B E A
BRI I 5 A b 2 54 e 1R B R A I i
Be AT IR BE 2 2 T L Moy 35 T AAE S A< b P A
BRI 25 By Be i 47 Moo o B FH P T DA S i H
P A 1) S R0 5 25 4 I R A A n 8] 6 BT
7 By AT LA 5 B bR A (W] 43 A i BCHE 4R
WIS NGRS 5 T o3 FAR B0 B AR AR T 00 47 .
SRJE AR I 214 LA S AR ISR 42 1Y 2 ik i 40 ) 4T
FRic s I LA R I SR FE I 2k — oo B0 A N 2 i 1Y)
gy EVEIRDE R STab iy (S R 7| 2R L

Salem %5 AU 5t b1 4 #E 0 f E 4T T i — 2
ek D T ot BT T AR 7R H AR AR
TR (R SR TR 5 ) AR DI R 500 A 43 A (A 00 R {5 40
KRB N AR 2 1. A 5 4 W Tt T DL



932

HEIR S AR 2021, 58(5)

TR 1 BT A |

ULE

BTN & L

BB TR 1

AEAR A T4 1

ULE

B

G TR &

AR AR A T AE £
GRS

Fig. 6 Membership Inference Attack
Bl 6 B 03 e g g R

Haic R e B bR A R I 2B L 9F BLAE A
ARGV E p R T LLRAT A A e B A R LA
I 52 —F B AR R 20> i i 2 ) VI 5 AR O S B A B 5%
EXii N
2.1.3  JRYEHERE A T

a4 B o R s A U A I R4
TFAERE B0 T AT LA B P B A Y & 2R 8 A
PSR 31 TR 27 (I AN o T 0 1 3 A T

A8

Bt ﬁfa
TR \ :
4 ﬁiﬁ
iy

| g T
il =0 s
Fig. 7 Property inference attack process
7 A R

JR PR R T i e A 4% 45 2 T R
() HEZ AN S M e T 1) — F B AL B AR o A IR
2 vp, Mok 35 AT DA 2 i 3E P U1 2 5k A R
FERE LY S5 By B B FH P U SR s v i Js ok ik A 7
HE W7 .30 o X R ik B0 A T DAHE T LR I 2R AN AR
AT U GBI 1 J 1 18] G R R P 1Y
FRBAE R A AFAE NG X T2 HEW & 1 P,
ik am o A AR A B e SRS AL Horp — 2R
JBYE P AR E N true, 75— 2K BN false R
JE T B B NN GR b A5 248 15 U
Xk A AL S EANE S TR B 8 B AR AR N
FRIEHN P e 3 P » #E4T BRI 2544 38 T 73 25 6.

zlRss

ik & v LAA FE o0 53 2 4% M H ARBE AL h 30 H AR s
PE B A AETE.
2.1.4 BRI

BT s 8 Bk e T R HTIR B % 2 R 45
SR 1 1 FH R Y e 1 g 4SS A ke 6 R s ) I A
SR G X E BR AR LR 0] A 2 A 8 R AR R R B AT
T AT S ok A5 B 9 B RA T H bR AL AL Y 1
GRAE AR T o0 A R B A 2T I AR BIR ) A B ) Al
HATAT 2 5 2 # 0] LLJC 4% 18 b U7 18] 3R Ge A A, i
JC B8 S A J v Bt 42 IR TR B e AR E R
Tdi e A AE B RS R G0 T G 2R B dis A
RS 4 AR 28 A5 15 SR W] LAl N AR P H
(application programming interface, API) 7F 2 &
BB R I UGk e R St b B R 2 R AR T
T B B2 38 o 7 R X A A APT B9 37 1] SR A & 4 22 VIl
SR RO et A S e X I R B AR B — BT L i
T3 AT SRAT AR i 1 WOl RO X R B A T AR
5N B AR AR ] i 5 28 22 ) OCHK 1Y T B
PEAS TE 2t 2 38 o A RRAE ) ORI - 2
A4 KRB R 5 kB E R R S R AE
ZE R Tramer 25 NP R T — R R 7 3 e s TT
DA I T8 04 R B 2% 2] B A APT % i 1 7 it it 2
S AEEAY DA A PR A B AR R 2k
2.1.5 /N

2 T oA N A ) b Y BEORA B R AR
XFLE oA N 2 rorl DL Y 20 A OB 5 T B A
B RZ BT B & RIF . W oy B i o A XK
S I REZRTIE A X P i B AL A DL 25 AT
fuf 2 5 R I 25 68 7 0 RT DL ) A I 58 B R A
R X4 Bk F AR T A A 0 Bod SR A o A IR B



JR LA o A IR o 2] B b 5 % 2 Tl WF 5 i e 5 Bk R

933

F) R AA T A BT RE R B P, WA RE 2
55 A% A ATTHER R LA S R I 25 R0 03 B Be s 1
FURY B AAHEAT Bod N Bty T BT TR R L R 2 UGk
J7 2HR R 1 i S S ol A5 R SR A W R T B R
B AR it 2 09 H ARt AR R AL 45 (A R T

b P 06 2 s K dle o A A 00 2 004 X S Ty
K2 XELASEBE » DR O il 4 2 A 7 M 1R A il 2 A
A2 1T EL R R = %k T 1 2 Xt A6 i Oy T B 4
FE. I g A P I 2R B B REARD X A A6
5 5 2 PRI 3 A CTR BE 2 > P B RA 1Y) S B

Table 2 Summary and Comparison of Distributed Deep Learning Privacy Attacks

x2 H6XRE

FIRMBETH DL

il 44 B UGN ik SIE il B As

GAN Bk o D A 5 ) ) 0 A S S P R FRALI S5 B Bt A& A i A2 A R A
B 4 B o W25 750 2 M 3 Bl R BRI R B B Ba 50 R A SR A TE TSR
i 4 3 LN ERIN R v e ALY L B Bt RaE FA G SE B S AP AE T I 25 4R
A Jiz 3 2 i T AR APT i A 2 45 L A3 By B RE AR I 5 B s B I 2

2.2 RFALEEEREAR

B 43 A 3R BE 2 2] T I 1Y) 45 2 B RL I8 1)
B, HATE A — e 5T 4 i DN 22 43 B A | ) 25 %5
U4 22 I VT 5 O ) A BE X A A B 2 2T B B
ORI 7 Bk AT T AR T
2.2.1 BT 257 RANI B AR T

Py BRARNIE — b AT 6 B 48 g i R R g
(4 Y R RA DR AP R R, 2 5 o PR A A v S T A HE
2 PR 5L AR 5 bl S 6 18 L2 i S B P A ) B
FOCRAPT AE TR BE 2 2] Uk, 22 43 B AL i 1 T 70 45 Al
Hofs JBE v R I R L AT S B BRORA AR AL AT X GAN I
A, Xu 5 A2 4 56 F 22 0 ROFA I GANob-
fuscator J5 & , i 2 76 86 FE v U8 i e A S 9 2% 43 B
Ao IF T 6 B 1 B 85 8 59 SR s LA 4 v 8030 I 2 1Y
AT Pk RS E M 48 1T P RE 5 AR N BR B B B A
MY ET 4 T GAN A= oK & 5 iU . i A, 51 X7
HR S 27 > 11 I 54 43 A1 AN 34 50 R 53 6E 0 22 B K T
SO A AR Y ) B, Zhou 25 AP R T
— PSR BRI B AN M 2% A B RA Y B T 2
B BRI TR SR R IR TR
RUYNLRRRR . L 3 N ST 2 50 R 32 40 10 19
PE B T — AT 22 0 B ALY 20 A SU7E 2o 2T A
20l de /N O A 2 20 O R AT U R AR UE T AR
[Fi] S o FU SR TS i) T R M 7
2.2.2  FET R TINE 0 B 7k

[F) 285 T 48 2 AR SR BN A B SCAR A R R AT R A
THEL, S SR T % B SCAY 484 - DT DR UE 8
14 B R L 7E o3 A R 2 2] R, [) 25 n # BE R &
W T SE0NE, LB SCRE T LA 2R SHER
AT L H IR 55 2% 6 5 3R BUB 3C. Phong 4% A9 IA

hy A A HCOBR B 2 2 vh P B R 2 ik R 45 P s St Y
iz 55 10 SO 87 Y 2R 55 2 AT 4 iy 1 — A [+)
IR 0 B AL PR B IR IR 2 ) 7 58 L Ad I 55 i T ik
T fl P R B BH SO, GRIE TR AR S 4 L S NPT
VAN U E S = e s s b iR U S S S ¢
WA & SN Z R8s i 2 5 S 5 BRI T ad
4 . IF il S M R 5 Paillier [R) 25055 £ AR 4
T U GRAE DL BN SR A0 1Y) B FA. A B A0 6 4 1
FEH, Bonawitz 8 N T —Fp Al FHBEAL TS
PR m W MBCE N Z 2 RE TR R
Gt R A E A A BT, T DUAE
AR R A O RS A T 4 D7 5 RT R W
FUE A . Zhang 25 A\ i ] Paillier N %8 s238
B BE 1 42 2 R G I T[] 25 8080 0tk A2 1 R
2 24 R B0 IR SR G 5 L 1 IE B
2.2.3  FT LA Z IR R BIE T

YA LI EHOR RIS TE T E 6 =07 W 551
T2 S H5EZEWITT AL E R 8, FE
W58 2 5 J7 18 DMV T I ey xof & 5 Ba AL BCH 2R 17
TR RO S 55 Z ] I B FA 22 4 Mk 1), B
TE% 42 07 TR B b A0 R IE 45 T R B B A
ST V5 R Ui 8 AT ] A% 3 £ 4 . Chen 25 A 2 H
L)W Improved Du-Atallah W 30K 2 5
HHHEASHOPEIT AL L EHE R LIRS H5ED
AR 5 R UE 2 5 3 1 EE 22 4 FIIR 55 s 1Y)
WAL 4 i, Chen S AP 2T — AN FAIF
PATIRBE BRI 7 T HL R S B T P A )l
SR 0 S PRI UE L EAR SR B A il e 1 P Bl AT
FEA: 56 31F 7] J5T. Esposito 458 ALY 2% 1 25 30 A
Z P s O B I A 5 2T il 5o A TR



934

HEIR S AR 2021, 58(5)

B S fn Z 2 AL ST R s Z ] Y
WARALH.
2.2.4 NG

2 3 %43 A 2R BE 27 > B AL BB AR AT T %t
oo B 3R 3 TP 3R ATT AT LA Mo BRI B RA G ik
FREBBGES R FSMEME 22 )R 3
TG AR I, — S8 Ho At 19 2 R W H - S
P53 A SR B 2 2 B R DR 4 45 Sk A i A 9. H i Y
B 180 7 1k AR S T R RA R B L (TGRS 22 4 B FA
[ 285 o 8 3 R 4 2 7 IO BB AR AE A — 2
F18) B8 i .

D) ZaRAE AR K Z R S8 17 n
M (FL R 5 0 [ 4SS TN 32 25 B AIG, — L Mg %) o

28 AP 381 35 AN 3] B A R4 B AR A

2) FEEMEEATRIFHE R, 2FEHEAH
A AN IS JH T 2R B 3 55, n HL T 1R 25
WHOR B TT ZXE T 224> SR A] LAY 15 DL RE
25 7R I X I 1 i R

3) HAaEZ Ty R EOR AT LSBT Al J7 5%
TR LT RN TR FAR R & E AT 2
YR 28 T i DI S0 3 A O 8 80K 1 07 ik U A
TN SR 8] ) 22 A T E 5, % T BAT R R T
oA ST BE 27~ 3 5 (9 365 B 1 22

e Ab o o T o0 A OB 2 2] v B A BB AR X
S50 o LRI B BIF B X 853 4 B Tl | v A B
A5 R AA T I B AT AR B 9 G 00 R R A T B

Table 3 Summary and Comparison of Deep Learning Privacy Defense Techniques

R3 SHAREZIRIBEHSEI

A A T 3SR AR % a3 A SN A T #
SCmk[21] Z2 53 B Fh IS A GAN I
SCik[29] igEie JISe ] M 45 75 5 F P 2Z ) % 42 30 T
SCmk[24] Jon e 1) 25 o IS PRS2 RE
Sk 25] T AL AR AN Paillier 525 0% A op ARG 30845 FF 5 AR ASE AR 2 B b RO R 4P
SCik[26] HILHEAR IS BRSHE2RE 5P EELN SRS
SCHk[30] Ivil 25 B3 bR BSCRN AL AR I3 2 > B S JO UL B
ik 28] A5 AT R S ) JH AR i )1 2545 70 () S 4 4k AR
Sck22] T AL 3 AR Paillier [675 1 %% IS IR
k(23] 247 B b b2 VLI M 7 5 B AE B 2 A
SCik[14] Mk Du-Atallah PpY IS e ) W S SR B S B BRI
Hk[27] Paillier [m]) 25 Jil %2 il [7) 25 #i51) b 40 BRI IO AIEASE B 3R 4 25 SR 1

3 G REFEILZEWTH

(SR G PO S SRRk €/ [ E N i
TR () 2500 AR I T B 25 D BRG] ) 25 L
BRI, — S 2 o 35 0] DL i — S8 W R AR AR KR
2 o R (1 235 5L 7 A A7 T R ] . DA X R A 4 A 5K
TR BE 2 2] R 403 W™ 1Y) 22 4 B AR 91 An B30 1 7
el R PUAE A B0y A T Bl AR A3 A R
JE 27 ) U 1 4 A T 5 B AR A R I AR R R
PN OFL Y
31 REWHHIE

H il 48 2 Mo vk RECRT L4 3 25 Bdis
B GE BUREA TG RS T o
3.1.1 B FHEIGE

B B T 3 R AR AR Ok AR R 2 A b B I

i s TUts 5 A8 P I B B T ARG SO P Y B A
WA RSB II 2R g R BGEE B EEH 2
Wee AR TR0 ) o P S o A BRI R A L A S AR 1Y
TR B AR A T BOBE R A Bl R 20 2 B
P B WA B AR T ek 28 I 2 B b % )R &8 43 A
T T FRATTAE B 8 R B 5 #E O Y
AT TG AR R K 8 R R A A ]
FETE 2 BAEAHBUE L B THEAS A ARAE A F1 B XS Hdie
HEAT RS I G, S 2 SRR JEAS 4 2R AR D SR A
MEL R R Z W RO R EZ RS,
A TR AR AR T A I3 A
BT S  T BORE Y o 1 B I IR Xiao 58 N5 5E it
A I Bt s 2 Ofe i 1) BILASE Y OB ) 5 B 4 b
(x  OPRBERH T (2o y)  HEBRLLE I Fhod 72 2
SRR Y R AR A 2 A A B T B R Ak S HR ) AL
(support vector machines, SVM) fi1 % pR £ 1% 1116



JR SR A IR B 2 S R AL 5 4 A BT F 50 e 5 Bk R

935

HEZR , HEAT BEDLAR 25 B 5% . 6 70 I8 R 22 f Al . AT
I8 RS 25 o A 1 T 2 A 5P 7 el ol i 2 ey
BB G RSB N SRR T B4 A R S
T, 2 5 o3 A SR 27 ~J 7 o BRI e, Hayes
SNV ST Z T R ) I T B P e
TR WO AR AS B0 B TP BCRR 5 06 B B A
2, ity L) F Ok 3k B) 38%6. Cao S N HIE 5 B
N TN iE s TP A L G K S R
& HA TR A 58 % pR B 2 800N 25 A © B9 JR SR R
R PR 26 B i 3 g il 4 . 552 6 3R W] Tt T ) 236 L3
A rP 2 R AR A Tl A RO S AR .

B W FEA A
® oitks
4 N A o A ik
— Wk R
m A\ ge - miEsELR
EE o
m N L
I
I o ®
I ° L,
HE N gt o
mmmm |\ *°

Fig. 8 Poisoning attack process
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