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Abstract The advanced encryption standard ( AES) is a kind of high-security secret key
cryptosystem. It has been widely recognized and used in real life. Since its birth, the research on its
security has been the most interesting to cryptographers. At present, it is very difficult to break the
full round AES, and the existing analysis methods are difficult to break through the exhaustive search
method. So in recent years, researchers have focused on the attacks which can break reduced-round
versions of AES, and there are a lot of excellent analysis methods that have emerged, among them,
exchange-equivalence attacks, a new cryptanalytic attack technique suitable for SPN-like block cipher
designs is widely concerned. Using this technology, researchers have obtained better the secret-key
chosen plaintext distinguisher and adaptive chosen ciphertext distinguisher. In this paper, we run
through this new technology, based on 5-round adaptive chosen ciphertexts distinguisher on AES, and
at the same time, we use a basic property of the Mixcolumns coefficient matrix and a zero difference
property to present a new key-recovery attack on 6-round reduced-round AES-128 with a single secret

51.5

S-Box that requires only 2°"° chosen plaintexts and 2°"** adaptively chosen ciphertexts data complexity

and 27 time complexity. In addition, we practically verified our key-recovery attack on a small-scale
variant of the AES. The block size of the small-scale AES is 64 bits, and each word is a 4-bit nibble in
the state matrix. The experimental result supports our theory. Finally, the results of the current key-
recovery attack on 6-round Reduced-Round AES-128 are better than the previously known attack on
Reduced-Round AES-128.

Key words advanced encryption standard (AES); distinguisher; exchange-equivalence attack; key-

independent; key-recovery attack
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AR kows ki skons ks, WATH L 2970 X210 =
2705 P PR SN 290 X 210 X 52574 [ 3 I PR 2% .

2) WA 5 0

Xof T A — A% AR 0 D B B AR i 270 T
AN 2 X2V N 8,0, K T FT A 2" A Al AR Y (E.
SELLIAR by =k o0 D0 s ks = koo D1, I A
BUMR £y =k D6 Da Ml by, =ko, D6 Da. I
HYFRATHGE &1 Dkoo M ko koo AR, FRATT
AT LIS RIS 3 NG R ke Dk

YR 5 A A BE TSR X T R — 8 B SO
(p"* s p DO MRE— X I A TR B A A R
R Al —IRFE2X4 RS GEFE, LTHE
2 YRR 5 X 2% X 210 39 B B SC, it L 3k — 25 BT 5 1 B
1] 52 2% B oy

2XAX(5X 2% X 210) X 210 a276:52

55 A TE X BT A SCRE A B, FRATT B S 4 A
XoF AR R B ELh 37 A5 LA A L 2 B4 A 2 20 (6)
(4 20 TR I ) 52 2 BE Oy 27092 g~ 27592

BT LA BB B 2% B Ry 27890, — 3 I A % T 20
WA RDL 16 K S AR, T LIS 8] 52 22 20
27K 6 BN,

3z IR

ATV TN 270 X 5 X 2 B 3¢, PR e 7 3 —
AN 26 KANA 27702 5 B 25 K 4 Wl 4 R IR 2
Xof I i A B S ek — e A AR A 43 0 s B R/
2% At 2 v 2k TR BT DA e R TR B s ) A2
e BE Ry 20717 29 X 4m 2% AES-128 .
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4 INRRZS AES SEISISIE

INFRASEE AES (small-scale AES) 4340 K B
64 b,64 b B SCK N ERIRE W I AL — 4> 4 X4 2
WA AR R T A b BB 64 b
FPRBUR AES — B, o 45 AR AR Bl A 2 4
b S G AT AL G A AR e SR AR,

K FNER 3 19 A W) By B i Oy vk, Fe AT a) RAAS 3]
SR BE 53T

Bl S AR B X Ar s AE/NRAS AES B BB T 1%
SERHEZR N O 272 o AES B 2R T A R e
Fos o/NRA AES B8 TAH REL Foo BT L&
RIS B R X g Ry 2 TR G T 27 3k
FEUY SR 270 %8 [ 38 5% SC AT T 5 BT i
SR, ERA BB AR 6) AKX 5 X S
Xl 20 () B ME SR Ry 2750 =27 [H L 4 1R % 4
I AR Ol 270 X5 X 28 X2 a2 ST T A
5 NP R AT LA ok U A A R 0 A Itk , AR E 2 o
TR B FRATTTE 218 X 28 = 2% W PR W SO 270 X
28 X522 F i I BE B %% 3.

B[] 52 2% B 6 T B8 52 2 B 4t g DU 2%
HIEE A R IZIE 28 % 18 60,0, F i i T A 2° 4l g
ORI, A5 B8 5. % T 5 X oAy 4 — X S B SC )
(p"p" DO MR — A RATER &S 2
6), B2 —IRFEFE 2X4 K S sk, L s
YOI 5 X 220 X 2° S i WIS, Jir LA — 26 JUr 5 1 15 1]
HIREH

2X 4 X (5X 2% X 28) X 28~ 21132

T3 A S FE X T B SCRS A B, FRATTRT X B S
4 A A RS TR s LM ST A 2 A A o R AR R R
K6 BEY L a] & 4Bl 219 X4
21892

T LA SR B AR B Ry 2 — R I 29 5 T 20
AR 16 S Gk, BT DL SR &2 24 20
29K 6 FRNER.

23 [A) 5 % B AT o B A7 A 5 X270 X2 T B 3¢,
PRI MM 75 B — AN 3 /N Ry 27097 53 b 25 G A i A2
A R AR R B, 75 B B S — %8 0 % S R RS
GBI RN R 21 WA A 3R v 25 SRR BT D B
BB A R B Ry 25090 4210 X429 4 AES-
64 He,

Mt C/CH++HiEF L T /hRA AES, I

B 1R, BT T 10 Wik, B 4 R
HLB N Intel® Core™ i7-9700 CPU @ 3.00 GHz,
WA 16 GBAZIR B Uk 1 B 4t 9 4% 4 &2 i 1y
AR BT LSS5 45 R SRR R 45

TEARSC FATHR T —FhXE T 6 48 AES By
WYKL DOty 45 R 7B B A T 2 T S e S
Prde i 5 %8 A & I 2k £ % S0 X 7 7 AT AES 31
TR A 2 B B 9 S A PR BT i G 7 5 58 A 3
TEFE B SCIX I A BT Y — 48 B IR & #8452 %
T SEACPE B 0 22 70 PE UK 55 1 B T 7 B
BRI AR SR H Y I B T 2 R A B
S & TR LR, 5350 BATH — A /N A 1y
AES £k S84 IS 45 8 10 IE A
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