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Abstract The increasing complexity of software and the diversified forms of security vulnerabilities
have brought severe challenges to the research of software security vulnerabilities. Traditional
vulnerability mining methods are inefficient and have problems such as high false positives and high
false negatives, which have been unable to meet the increasing demands for software security. At
present, a lot of research works have attempted to apply deep learning to the field of vulnerability
mining to realize automated and intelligent vulnerability mining. This review conducts an in-depth
investigation and analysis of the deep learning methods applied to the field of software security
vulnerability mining. First, through collecting and analyzing existing research works of software
security vulnerability mining based on deep learning, its general work framework and technical route
are summarized. Subsequently, starting from the extraction of deep features, security vulnerability
mining works with different code representation forms are classified and discussed. Then, specific
areas of deep learning based software security vulnerability mining works are discussed
systematically, especially in the field of the Internet of Things and smart contract security. Finally,
based on the summary of existing research works, the challenges and opportunities in this filed are

discussed, and the future research trends are presented.
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FEMH 2 KM A M LAY pVulDeePecker,
T B R GRS o B2 40 AR 094248 TR, A
BRI F1-48 50, IF A 0 R U B2F Xen 2 Bl ok
i 48 A Y T 28 B AR T S 2 B4 )= SRR AR R )Ry S
FROE AR AR — 8 7 20 M 22 3R T IR .

SCHR[59-61 17 ) e 2 > RS pf, AU A FH BP0
5 ) BB AT AR SR I R 1 0] LE TR B 2 2] R AU
TR TR o7 > B 1 1 8CR , SCHRE58, 62 15k HTHR & I
JE 27 SRR AT R AR SR . SCHR (62 ] 43 79 8 FH CNN,
LSTM FIE & B8 CNN -+ LSTM i 47 i 17 45 1F £
HR, DN AR P SR A T o A e WS S T 4 R B
J7 AR R R AE A I 2 A58 28 HG 52 96 45 2R ke LR
TR G 28 W 28 BB A IR AT R AR I 2R i, TR AL RE 8 42
P L0 5 2 R IR AR R HA B 1 T R 42 4 A5CR

SRNT 76 52 B e 18 B2 FH 3 56 7b s i % 42 R R Ak
R SRR A 14 2 > i 22 Y 4R BB R 4R R AR BT
Ak Z 5 SCHR 58 14T X SCHR L6347 72 14 45 11k 27 > fi
22 )R, R FIE 2 K AL P [A] R 7R R (lower level
virtual machine intermediate representation, LILVM
IR) FR A i 25 0 265 A AL X I AR A8 S B 1 91 45 4 15
BT RAE 0T A sh AT IR A0 % R AR 7 2 RE %
[Fi) BN S JB5E3m) 325 4 7 5 DA A ORE B8 b R 47 O TR 42 4 . RE
B R 0 VA TG ) A R AR 7 G A X L AN [ Y R
TR BE 27 ST B T 0k, e B TR & 28 I 4% 19 s i)
FZ 8RB B AT B PR fE.

3 3 R W T 81 RAE Y T I 42 A A O AR R
L SCHR[58-71 131 R FHF TAr i 77 2 fif e A AR 22 [
B AN - A 1] R, AE 9% T R A I [E] A HLEAT B
T R A ke ) A s TR G T R
2 AN ER A A - Ay [0 850, SR (72 145 & N A% D5 6
XL [] 1 2R B 22 ) 4% (bidirectional recurrent neural
network, BRNN) 4 & % B2 £ i 5 A A% LA Y
(deep cost-sensitive kernel machine, DCKM) , JHF
Wb BRHLESHE 2 5 7 9% W 55 4 2 Bl B AR AT D)
g3 o395 6 BT IR B BEAT X L, S g 4 R R W
S5 TR L 2~ W AN SO P A LA 1Y RE 68 A7 25k TR
FEAS 22 [B)HBCHE A ~F- 457 0] 30 o AR 8 41 8. [] I, AR S
R B TAEAE 22 5 5040 5 T ) Wi 46 7 T BE 68 X %
4R A S bR A — E 1S % X

BT 5 A A T R 47 43 A5 2 ) R B ol 28 1)
2% A SR U SRR AR B A SCNELA 19 5 T
G FRAE () e 1 42 4 00F 5% T A b, BRIE Fn S 45 7 5 I
HAREMEM O TR, B R 1 R 2% 1 55
NG BT % G2 AT A I 20 R R e T 25 A DL R
PEREZ A A BE HEAT Z0 A DI R 45 1 1 3k T 9
FAE B P 11 422 455 40 Q9 ) — 26 0

Table 1 Comparisons of Some Reviewed Works Which Applied Sequence-based Feature

Representation for Vulnerability Mining

®1 ETHFIRENRRIZEEBEBS TIEXTLL

ik VIDOE 3 A5 A 3 LRI RN S s ) 2 71 i
BRI %  F1458%
k591 C/CH+ AR BLSTM i N A AR ] CWE-119,CWE-399 95.0
CHRL60] C/C+ + PRARHD BLSTM IR 2 e ) AR 94.22
Scmkl62]  ZHEHIMCES CNNLLSTM,CNN+LSTM FF R ABR 83.6 83.3
kL8] C AR CNN+RNN REUR K AR 99.0 98.6
SCERC72] RIS BRNN (B2 CWE-119.CWE-399 95.1 90.3
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R 1L R 1 RHL MM AR X C/CH-+
DA LA K — ) AR v A A 0 e 1 42 9 2 H R AY
WF 5T AR R AR A R 32 25 > ASE B 5 1 i 5 AH LG T
SR FH BRI B2 2 2] BRI 01 ) VR 5 A AR 802 2 5]
J7 51 R R AE A5 B R B A B 1 T A DU BE T
TEVERE )y T A] DL — 3 A DU 4 okE B &, T A
— D HEIE G — 4 I T ERHE 4R L A TR I R 47 48 AR A
) BHE AR AE — o BB b A 0 4R R AR T R TR
FR 52 e D e T 28 B i, SCHRESS, 61-62 ] AE 8 52
I 22 B I IR 248 DA 42 L A eE R UL A9 92 o IX 3
FH(CWE-119) F1 %% I B i 1 28 8 (CWE-399)
Ui 1 425 4, SRR 59 JH9 42 9 S8R B T STk [ 72 ], 1
12T 479 T

M 1 T 5 R AL 0 T 1 47 6 AR B 68
Fe XA AT 1R ¥ 43 BT, JF X5 S A5 I AH OC 1% O B AR
AEAR B VIRAT B AR A8 ] 91 S5 A5 B R AT g 115 3
J7 91 ZRAE , WS 3] 1] 25 [) 4 S bl 22 A5 280 1) i AL 3
1L XF AT N BUA BF 5T TAR A SCR B DA DNN
5 2] A% B0 1 51 FRAE 5 IR RRAE 19 OCHE M AR, B
ARG A e R R I B 775 2) A bE T R TR B A S AR,
TR -G BT 2 5] B 1 J7 51 R AE AR B S hn =5 L K6 B
FIALARR; B8 5 3) 78 U T 42 4 2ok B2 b, 32 U 5 19 P
HV R HE 5 R A I R B L R R AT ) R A A F)
TRBE 27 2] B 2 v G 3 — R A 1
22 ETHRIEBENRIENREZIEERS

W2 15 B (abstract syntax trees, AST) 2 &
J3p 4 P S R v o AR i G T 1k A 1 — R R R
B 3, Ferp g — A B AR S PR AR B — i i
AR B T R R R AE R R 0 T 42
P AR U757 58 55 fiff A Clang, ANTLR 1 Lex % T
DRI At e R AR ST A i AST L 5636 X AST
9 IR AT ol D e A B I 4G A8 . DT 4 IBUZ Ik Ak
M RFIEAS B

SCHRL74-76 JTEA TR AR B 2452 30 7 3t H P e i)
T (within-project vulnerability prediction, WPVP),
FEIAT T AN 1R RE. SCHER [ 74 45 & B ] 45 996 B
HIC (bidirectional gated recurrent unit, BGRU) 42
WP AST RAE B H A AT i B 1Y 200k B2
T TIF] 92 H B B 2 55 B BB A% X 0 AN [W) A7 FIAS [) 3 1%
JCF O T U {5 A E M X I AST rpy s o6
AR BT AR IO o A A5 X I TR 08 B AL R AT
SE A 1K B A0ORLBE 1 I TR 47 48 2R L 3% A AR AR
AST Byt a8 K H 245 5 1 8 AST 1 U5 &
S NE TR AL, M LS T BB R B R 8, BAT —

JE 1Y Jay B

SCRRL75 06 A B B9 AST B 40 ] 45 Ul X 7
T HEAT TR A BETE AR I T —Fogr BT %] AST ff
2 PRI ASTNN . JH A 4l 412 1 5 A A AR B %
ORI GO0 b o — AU R BeAs 2 ) SR ML
BE) AST 73 B Z A/ AR R BGRU X 4
B AR R Be i AT 0 2k A AT A4 BIF 5T ORI TN
i 1 S 30 1 BB AELAH L TSR 74 ], i R HBEHT T
R 1A e R U I G L TC v 52 B 22 28 A T R A
I 2 K i 0 H s 1) A6 000 £ 55

TEHE T )7 51 R AE 4 T 7 42 8 455 80 op ) R &
R 2 > Y 17 A 8 ELAT B 1 T 317 A6 DU BE 7
SCHRL76 41 % 22 v X Y £ 258 28 0 0 504 0 e o K A
T 3R, 2 S8 CNN 5 LSTM 42 B R 79 45 5 A
JRy B AR AR AR L 4 ) — T 2 5 10 L A 4 Y TR
FULSTM it 25 o 25 45510 1] 5 118 A6z 000, I A1) v &
SI WL R S AR R AE 5 A F P 3 A, o A5 A5 Y
LA S R G 0 i R

Wt A AT T AST FAE B s 1 32 38 0F 52
TAE A SC R BT % #5350 H I il 3 00 (cross-project
vulnerability prediction, CPVP) W42 7E CHk 3 & I
B F 9 b B H e S A A A — DU H A
T2 Y 11 425 A 2 DA T 52 B 53 — S 300 H B e 1R 42 9
TELPRH kg5, T AST A2 AR R A28
Dy 0 L TE: SCHR 55 ) L, i 5 SO AL i M RE A A

7E CPVP BF5E 81X SCHRL75 1 5 i BLEY AST
T SCAR B0 M ) B, SCRR 77 1 % BL 45 & DBN Xf
AST 35 18 SCAF B IR AT R 10 B 4E L BE 9% A7 2501 o
CPVP (9 RE J1. SCHRL78 1 8 UK 1T # 2 ~] (transfer
learning, TL) M H F 85 50 H #44 I 7 32 38 . iF B &
BRI A /N B ) B HE A 2 T E b BRI S B
ARG R GBI FE N 6 A T IR AR A v i B pR B2
B 4R LI 25 R R W] . LIk 2 7E WPVP B ¥
£ CPVP H 06 AST F TL W F IR 32 i B A 5%
B 1) s 1R S 000 1 5

Y S CPVP H 20RLIEE 1 e IR 42 9, SCHRL79 ]
FESCHRL75-76 JREAl b 42 1 3 733 2 ) HL A A4 BT
K012 W 2% 45 5 (attention-based bidirectional
long short-term memory network, ABLSTM), H
T U IR AR B IR, IO TR 1 U I S DN R AR T
e 4 R 5 1 SCRY R Ak B v B R R iy A2 kL Y
WA SCHEDN 6 T AST SRAE (14 I 7 4% 4 452 B 72 — €
FREE b AR B L B 1 AR 1) o 1250 SCRRAE L (5
e EAT T 1] R A 32 RO S5O HE A R



2148

ENFR S &R 2021, 58(10)

BT il G U8 T B T ) 42 40 2 BE 4% 4 4 A
2 UACHYFRIEAR 2 A SCEE T i R385 L W B9 T
TR Z 858 TAE b Pk 2 T 6 R AR

WEFE AR BRI 3R 2 B s 3% 2 23 50l 23 B X 42
BREIUAG 3 o 75  T H  Uhe f) 28 B M RE 2 2 T THI
PEAT XS EE A0 Hr

Table 2 Comparisons of Some Reviewed Works Which Applied AST-based Feature Representation for Vulnerability Mining
F2 ETHEBEEIRRENREEZSERIMS TIEXTLL

SCHR ALIDOE T 4 3 A 0 240 o B2 REETH s A 2 7Y i
it S F1-8 %/ %

SCHRL74]  C/C++ AR BGRU EH eSO S & NS 93.29 82.76
JRL75]  C/C+ + AR BGRU A 5 AR 5 B B ) 98.2 95.5
XHkL76]  C/C++¥EATD  CNN+LSTM EEE T 5 CWE-119,CWE-399 2%1;E¥Ei;:; Z?ZEE@E;Z;
XHRL77] Java BAREY DBN SCA ) p NS 63.0 64.1
SCHRL78]  C/CH + IR BLSTM S 2 B 80.0

SCHRL79] TEALHD ABLSTM ERies el 2 KR 92.3 92.5

W8 2. A CRIEE T AST FAF Iy = s T 4%
A5 o B X R EE LA C/CH- A+l Java I
ARHE D 5, B A 25 2 1 5 1 42 4l A9 T 5 A0 X
b AR R A 3 5 T R R 5 2 260 1 T
R 2 H 28R T B R 2 ST AT LTS A 0 4
RLJRE T 5 S0 L 2 B 4R A Y ) 475 Bl P R
R UL, BT R 2R HE AT U R R A A SR, 2
BRAT LG BRI B T R S T B G 1 4
ROR N IE T RE S 52 BLES T I 1 42 40 110 = L A K
BT AST FRAET5 2 s 17 42 45 1 75 472 4 B2
B R T TR 9 R AE J7 A I T 42 9 AR B A
i 2 AL F A5 36 T AST RAEJ7 XA I 17 42 48 A AL
FE % S W RS Aol i 26 78 9 ) 6 287 B 4 4 L L g
S 2 A R IS T 4 il e 43 BT B B
HEH AR AT T BERSTE CPVP P IS AR AR,

MR 2. BT AST FRAE Y s ] 47 4 1 1Y RE #1552
B e P PR QAT Y ik 52 327 o 58 B i O B A e 93
TETE G B M BR T — 28 5 52 PR iR Ik 45 A A G Y
A AR Y AR R AT 5 A LG S AR Y AT
IIHT PRG  AS SO B 1) A LG T3 TR 81 R AE B9 T
TRAZ IR, BT AST AR A4 s 17 42 45 284 BE 5 5¢
R B AR B TR 9 RN SCTE YRR B R I AE ) A
XT3 2) BT AST BURBEEE R L £ A BMI 2 B R 201
A2 A B 5 R B T BSOS A 0 32 0 AT X A1
2.3 ETERENREEZIEZR

T PRI 2 7S B U IR 4 4 A5 A 0000 R T
11 P B8 445 e 0 A 17 1) v O S M R AT R
71 A BE A SN A Akt il R ) O AU AR AR

i 8. B W R E 458 4 . DFGLCFG. PDG | ¥t #is
& H8i K] (data dependency graph, DDG) FCHS J& P
E (code property graph, CPG)®YUZE FH T AST
X EACHD UEAT B4 E R L DFG & —Fh 4 1k & 48 4%
My i LLEE Oy s8R TRAR 5 78 2 40 9 3 1Y) 32
UL Ia).CEG D) FH ok i & AR5 1 ) 1) $0A7 W S DL K
7 s A7k B2 bk Iy 20 BT A AT B 42 PDG X I
A HEATRRIC WA 7] 22 B I L BE 08 S A I 110 42 1l
MR FVECE AR OC 3R . DDG 2 1 38 B8 =22 1] 14 AH B
i 24 26 2, 2 E 43y R B R O 06 & .CPG
BT CFG M DDG %5 {5 B iEAT 45 &, i 3
U R AEAR P A 25 A 15 L.

FE T B RAE 0 T 17 42 P A5 A 3 B DO [R) 72 ) 1
A B8 ) SO b R AT 22 42 T IR 47 48 SR 30,
88-89 I NI A JZ2 Ut & R AT I I 42 48 X IUAs 1T
B A RE. SCHR (30 1% JH #3 S AURS & 1 AN CFG A
DDG $2& BCIE AR v 5 U 1 45 AE AH ¢ 19 45 &L S5 3
Web Jif HItf SQLI Al XSS i 1l 42 48 . 2 WF 5% 5 F 5]
FAEXS BT AN [6] 19 L 4% 27 > B AL MILP (9 1% B
RIRH] MLP 1 5256 25 5L % b w] — #odfs 5 R
AN TR AL i 2 >0 155 70 1 S 36 25 SR RCR B 15 2 B IR Y
A G RS IAT AS 6 B AT R R BRAR TR
T A 85

SCHR [ 88 J7E B 41 11 Ak B Y B B 4l AR s F 4
AR G R L s B R E D IR RS IR T A R
YRR AIE 1) A2 % &R SO 1] (system dependency
graph, SDG) . i A B8] CNN 17 2% 2 753 51 [6] %
fE.SDG % H J5 19 S/ H ] AR 38 7 A2 i 45
RIBAT A R 7R o 2] By Be i O7 AT S R PR RE.
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SRM , SCHR[30,88 5L T A~ pR B0 38 /) 2R 50 1) T
TR R, JC 2 64T 22 A eR B L. R T TR I S B 2 A
BRI L o AL 1 ) 2% 531 0% T IR AR 0, SCRR (89 1Ky
WREEF ) SREFU) R BRI EE & 38 T — il i )
T I A U TS N 1) R B 2% 2] R B8 BV Detector.
IEE s o O R N O o | el R S
CFG #HU%E/APT sREUR H , I3 T PDG Xt 24/
APT bR B8 H 2R B 25 A xR A2 P Y0 A, R
BGRU 52 HLE A 2 50 0 U T 32 8 32 T+ 7 U6 T 42 98
(R SCHik [ 30, 88-89 TP & M1 A1) 2 i) Hh & #4) 7
TR R BE 2 2 A7 FH 1 U T 42 4 10 2 30 ok
0 1 B A i AN A 3k gl 3 W) BT SRAE 5 U P B e
SEATE IR R % H H#E IS A 12 4 I A E R B
BRI TR JBE 2 S B R, 2 T4 4 M i B 32 7T
A/ 5E T AE R 1 P #2245 (graph neural
network, GNN) MAR AT B 2 55100 F1 ok K 2% -
PRI TR 248 B T A G AR SCRR[90T L C # %4
PRI R oA Xt 4 o WA B9 30 1 &%, 100 45 A%
i e vb &5 A7 10 78 1 44 (VARNAMING ) Fil 3] W 725
JE W HE FH (VARMISUSE) At fi1#] /i PDG i1
ZIA) I R SCAE B SR T GNIN A 2 s 1 42 48

FEHY RS T 84 i A DU e g AR SCHER [ 30, 88-90
ACREZ 8 IR A 2 240 0% T 11R] 258 A8, T o A 00 HG At A A0
AR I BA— 5 1Y R BRE.

SCHR L1 ] OB IR B 22 2 R 5 e T A 4
(vulnerability extrapolation) # &A1 45 & , W 5% )
PDG & H 41T T 2R £ 200 7 4 1] AR 8 R 25 i 4K
HIEFR R GNN BB R A7 I 1 A5 X AP HE, 2 B0 T
— SR O\ A 08 T A5 R 3 3R TR R B A S
AR5 R S04 45 1 T T 2 AR AR A B — E 1A AR
PESRT » H T 55 26 C A T 9 RR R {5 B R AT 2 TH
TR A3 BT 33 0l 5K 42 A I 5T N B4 2 5 3l ) A
R T2 I AR R AE , [ B I W A0 4 H fe £ Xt —
ol AR S U ) 2R AT 42 o TG 1A T b 28 Y ) Y ) AT
PR,

FE T P FRAE A T IR 425 1 A5 78 3 3ok P BT 850 45
Pt IR AR R AE 47 R, 5 BR A il 4 10 IR )2 K
A RRAEAS B A SC A 1) 35 F & R AE 14 s
FZHRHESE TAE R e b 5 350 B AT AR SR PE Y F 5
TAEFEAT T RS FXS e, BARRE Sl an & 3 frs. 3k 3
G353 B R G2 A5 AR A 3 R 00 A4 R E | T IR 2 AR
DL R A RE 22 B R AT o0 B AT

Table 3 Comparisons of Some Reviewed Works Which Applied Graph-based Feature Representation for Vulnerability Mining
®3 ETEREMNRRZSERBERSS TESTLL

Sk AR IBOE 3 TR A 1 K 00 240 7 MR EE T
e R % F1 5%/ %
. . 92(SQLD

S - y SQLI XSS
CHk[30] PHP A MLP G E T SQLI, XSS 82(XSS)
CHk[88] C IEACHS CNN EROEE AR 93.0
SCHk[89 ] AN ] BGRU RGeS 8 N AR B b 3 96.7 89.9
e T . VARNAMING, 53.6( VARNAMING) i}
kL 90] C# A GRN LB VARMISUSE 85.5( VARMISUSE) 658
SCRRO91]  CIC+ -+ B GNN R P 99.2( Training score)

85.2(Test score)

i 3. CHA[30,88-91]7E AR P iy T
F T B RAE IR AZ PR A AL, A A X R &, 2 T
P RAE 5 =X 1 s I 42 4 B AU e 4% 52 90 22 o o 7R O
0B DL R I S U IR 4 . A T
YHOREBETT T 5 DA A Y g PR S A T 4 R B2 A 1] SR AR
J7 A0 AL B T R B ) AN ) 2 Y
FAE Jy 080 R e A i 1 Tl T S ROk L S
T B RAE 5 =X A T IR 425 908 458 78 7 R 1 s ) 28 AU 4%
Jit 05000 DY Ke Z2 b S A Y I F2 000 T i 48 AR
AN BRI SR

M 3. BT ERFRAE T X R Hh g ARG

Hh g i R SCEE R U R AR AR B AE i T A A
RAEIX — 1 T 5 A PR o DA B A % B2 2 ) A A
SR AF AR I ) 52 2% 32 R 25 ) O 4 B A vy 14 ) . [
B AR SR B 1) e 4% R R AL RE AL — 5 T2 L R B R
PR 58 B (9 T8 15 AT AR B RE RS Bl 42 T U 1 42
B A 28R (ELA: 0 3 R A ARME S T R LR By
2R GE 5 20 F TP i A B2 A PR o 28 00 2455 A6 0 22 o)
P ZRAIE T I 2 5 oA B 4 1 T 1] 42 40 5808 5 30 0 TR 2
=7 2] 5 T i SMMFEAR 45 A L RE B A RCEE I — P E 26
TR U IR o A R A B BIF 5 P il 394 55 BRAT T 91 A1 HE
TAERIBE Sy R — AR R BT PR AL
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24 ETFXARIEMRRZIEERE

AR SCA 2 i PR AR 1) 2 18T SCAS Y 4 48 4 il
R lexer Ab 3 A R A RS . SCAS FEAE 3R 7R J2 48 % D SC
A rp S IBCH B R 3R] R AT A A T Tl AR A AR S
A B H T, 5T SCA KRR R R By T T A2 4
HRYLOTIOT e fE ] 4 ) 0 1) AR T AR O ik O R I AR
T AT RAE , L3 O R0 AR RS R AR 15 .

SCHRLO7-102 1R F SCARZ T 5 TR 2 2% > HR 25
B 07 252 I I A2 A F TR 2 2D TR T O
B, U T AR BRI M B SCER (97 4 i A
T2 7 [n] 2 32 7R 19 G B A o R 1) A0 48 3 O vk
Java P SO 9 T T A AT SR AE R AR 2 22 4
A 22 M) 2% (fully convolutional networks, FCN)
Xof AR AIE ] et R AT 2 2 R S L S 24 AR 3R IR
) AL BERS SRAG L TR 72 2] AU BTG (0 47 i
AE. S50 b AR EE ) VR 3 A IR B IR BIE L B R
SCRF L H AR PACAS {5 B AT T OHLRE A 1 ik TR
SCAR B I, BR A1 O ] 42 43 A5 2 1) 4 .

SCHRL99-101T L C/CH + Ry 43 B Xt 4 #E A )
FREE bAl 1 R B 2 ) R T O R 42 4. SC Rk
99 1% BEAL AT F 1) 2 4 B7 45 3] 49 U 1 R A oA
AR TERE . FF CNN 55 NLP A 25 & il 42t i 2k 42
FEAHBRRAE , B2 10 T — > 28 584k 0 8 E 42 IUHE 22
PreNNsem, H T I 1R 2 48 . SCHER[ 100 144358 2% > g
P O T 42 4 OB R TR e g 9 B 1A g 5 R AR
(bidirectional encoder representation from transform,

BERT) /¥ 5 BLSTM 45& ., I\ SCH-4 5 &, 5

BT NI SCAAE BB AL SRR AE 4R B 5
T WA T AN 00 G D0 R AR T fR T R DU ) 4k
JE B ST s s it /0 3o B O ARG R A
SBRI, FRAIG TSRS ) 42 B M g

[ A FCNE™  CNNE 1 BLSTM ) A3
PR BRI 1R SoRE R4 45 B =2 40, SciEk[101]
TR ) B ¥ 1 SUAE B SR A &0 12 W 4%
(neural memory network, NMN) ¥ J5 141 i) 17 2
T Ay R AIE 1o i, A7 it 20 DRz B A R T T
2% P DXV U I 2 AR 42 4 0 M BB SCRk[102 L PHP
VRS Ry 73 T X 52 25 45 TR BB 24 2] F R Al NILP fiff e
PHP Web [ 7 SQL 7 A s 1l A6 0 7] 25, 3=
BT A 1 A8 . 38 5 o AT T SO R AE 1 U
TAAZ 480 5E TAE & I R ER A3 W58 TAEL97-102 AL fff
FHA$ B R g i B A 2R A7 T R 42 B L DI ok BE AT o
S 2% SCHRL103 18 T Xt b A [R) I8 B 2 > 455 700 4[] —
s ERRIAOCR 40 SR CNN FI RNN i#47
U 1) AR IE B2 I, A R BB s &L 3T T CICH+
R AT A I — A bR TR AT AE B I S0 45 R R B AE
] — % ds 45 - CNN E 3 H He RNN 547 (14 4 BE.

B SCAS A A U T 4275 9 A5 A B IR AR A
R SCAR Ak B B 05 A5 R0 AR BCUR AR A R AE AR B AR 3C
LA B 3 T SCAR FRAF B U T 72 98 0F 58 T 4R b, 3k
BH 6 WA R B IE TAESEAT T 545 Ft
o, BTG SN & 4 B s, 3% 4 23 0 D2 B Xk 42 LB
TR 3 ARG I ATORL B R 2 B D K M e 2 A
1o M it ie.

Table 4 Comparisons of Some Reviewed Works Which Applied Text-based Feature Representation for Vulnerability Mining
x4 ETNARMENREZEERETS TIEXTE

Sk LIPSO R HE 1 6z 0 A4 L U ] 24 A i
MRS F1 #5%/ %
SCHRL97] Java PRI FCN SCAF G NS 93.0
SCHKL99] C/CH + ARG CNN V) G531 B3 2 ) AR 93.6
k[ 100] C/CH+ AR BERT+BLSTM SCAH 2 5 NS 93.49
SCHkL101] C ALY NMN G CWE-119 86.0 92.0
k[ 102] PHP JE A1 LSTM B e gl SQLI 95.35
SCHk[103]  C/CH+ -+ AR CNN,RNN ERiEE] A BR 69.8 84.0

Wit 4 ML TR TS T AST LU EET
P 3 bk 75 2R T ) 72 40 4 R L T SOR SR AR Y
U 1 47 AR SR ) DNIN B 24 PR AR A S SO 3
PR S BEAI AR B AE AURS T B 1R VR T8 A BN
IIBTRT RN T SOAR SRAE Y T 7 42 4 45 08 BE A8

2R FA [R) 26 L 119 [0 245 45 g DA 4% 7 i A 5030 o 422 3B
GURFAE T2 4 5 32 BOats (9 FQAS 7 B 38 SUHRAIE.
FERE L TT 1] FCN Al LAUAEL 5 i JEE R 2 1 il -fik 52 A9 5
A AL GE L& 7 > S A KR 17T CNIN A
BT DL =7 ~) 45 4 A i 25 8] s . BE 6 4 Bh 4 42
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FFE N B3 E AT U A 42 B 0 TS RNN RNE (1)
7T AR B A8 478 A5 5 A0 114 4 AR O &R L 0 T
P gt 22 b 28 0 Y ) %) 1 Y F O FE BN 1010 R
(B8 T AR NMN R A7 it 2 A RO DG &R
(AR A5 SCAS  BUAS T AN I RICR

M 4. SCHERECE: PR I SO 48 5 IR
2 ) Fi ARG A 0 AR A A A o R TR £ 43 A X
G2 Qnn] k) g G 3 D VR R O 4% A RN B RO A 1 T
S OC R AV T 58— 28 FF I B0 46 55 Jr L
SCAFEAE 22735 118 U 11 425 1 AR AR AR SR J — A (E AR B 5T
4 7 1]

25 ETRARMCWRRAZEER

FE TR A FRAE 22 110 U 7 42 4 455 #8050 2 g
G55 7 HVRRE 2R G R RRAE R L EURRAE R
IRFNSCAREF R R 2 /0 2 R AR R R rvk 0T
VEAR A 1] 725 R0 0 SR B 4 R4 B AH B T B A
TIF 22 7 1 TR TR 42 4 A4S 78, 5 TR A R AF 22 75 14 U TR
PR ATALAE AT B B i PEE.

i R AR XA — o B E LR 4 A0S
82 s AE B At T 5 Z BGhE AR £
F 8, HACHD A B2 (8] () 1R SCRH 6 R4 28 B
F 5 SCE FH AR BT A 2 A0 R AiE 4R 02 LT AR T B
) — 30 TAE. SCHR[108-112 ] R Bt £ A~ £ AEJE R Al
Al 56 5% M $E IR RS BEFRAE AR 8L ok it — 2 kb iE
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Fig. 7 The development of software vulnerability mining based on deep learning
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Table 6 Comparisons of Some Reviewed Works Based on Deep Learning for Vulnerability Mining in IoT
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Table 7 Comparisons of Some Reviewed Works Based on Deep Learning for Vulnerability Mining in Smart Contract

x7T BRESATETREZINRBAEZEMS TIEXLL

SCHR FAETT R TR A 3 6 00 240 B A5 T H e
B WS WS FLERIX

SCik[130] J7 51 AL LSTM T ) w 99.57 86.04
SCHRC131] EES CNN AT G i 97.39
cik[132] R A FRAE DNN FH G i 95.6 82.0
k1337 A RAE RNN ERCE T = 98.0 95
SCHR[134] & GNN ke &l i 84.48 79.19
SCHRL135] J7 51 AR GNN PR & 92

W 7. WFRAE T 5 05 1 R AE 01 ]
FAEY SOAR AR HOR A AL 55 5 R
2 HOREE G BT T AN B A A E DA I 240k
JETT 75 - SCHRL130-133 TIN5 45 i 9 K il i 4 . RE %
SIS L DA BRI RS R T R R U 1k 1
SCAF BRI, HUS T AR B0 B P RE. R 75 E 5 5
PRSI H Ui e 42 90 100 55 SCHR 133 24 3 7% 2 > i
TR GG AT H % 4 A, BUS T AN R
e,

MR 7. BRI = 2 T8 BE S 20 % &l iR
T2 AL T TR0 5 SRR A AR B i B
X BUAT BEFE AR B0 B A3 B7  AR SGA S : DA LT
FARAE 7 A T I 42 A Y, i TR S AT Y T 3
FEHRAE R T RE & 24 % A T TR 42 i BE A8 i —
A 25 I A REAE A S % TR I 2 4 A RE )L R
77 T AT TE M SCHR B B R B A B, Rk X Ty
T ) TARARRMEAF IR R 2O MR B W H B RE B & 4

U R A I v, 3% 2 2T B BE ) R A AR Y B PR, e
ik — 20 AT %
3.3 Htdus

BIRE SN HFBERT 3.1~3.2 T B LU
KB R B 28 A T T 2 A0 2 A A N YE A 2 4
T A SCRYS 28 78 s I F0 PR A 2R 842 4 U T 42 0 45
T B AFAE 6 AH OGP B 58 A 1T AT SE R A 41, LA 32
T RAE BN s, IR BE A ) i AT IR T
2408 1 A A5 TAE.

AT RIRBAE R G x86 FEF BRI AT i 5
Tl s SCHR[ 136 188t T — A% 5 9 1 IR B 2 > Al
Z 48t VDiscover, A5 R U HERE. SCHR(137 188 T
TR BE 2 ) 1) i F BRI U HE 22 SmartSeed, H
T WA 1A B SR S BOR T 5L i i 1), 7
R s A v & BT 16 AR A e L R BT
RE 8 A7 204 BRI i ik & e R B9 R DL AN IR
B S A 28 7R P TR A9 5 BE Ak U T 42 88 O vk, STk



JER 247 25 5 e T R B 2 3T BB A U I A 4R

2155

[13812R I LSTM I JiE o ) BE R 2 4 PDF SCAF %
G S AR G5 38 0 51 AW IR B A SRR A S A7
BEALAIC Sl o DT PHA T i A PR AC T

AL LR R DR B 2 2T BT T 00 W8 A 4 A
] SO A TR e 11 145 R AR G 2 4 T T 42 4 45 5 T
FRBIF 5 38 76 400 301 B B £ X5 LA (0 1 37 5 BE A
X1 4 U A 2 S 2 3 5 TR ) AF S AR (LA 2 A
WHFE N AT IR R,

4 KRFFAREE

36 30 A A A A R TR R A T ) R T i
248 W I 58 R s — 5 1T, AR SC LA R R AR R AE 7 X
R A NAE 2.1~ 2.5 5 432 Ak Ak e B A
HARFREMIFR TAE,IFS BT 3R 018 Al
B & WA 1~5). 55 — 7 T . A SCR R Y Y
I 5 e, 4 R T IR R 2% 2T Y T IR 4725 4 AR A
TEPE R | X BB e A 24 Fn H: At 401 5k s 3 42 Ji A9
WFFE R, B4R 3.1 ~3.3 7 ik, 15 11 H § g
2 3] 7 T EL AP 40008 A — BB AL GHE & WA
6~7).H1 T U A Fh 28 B8 22 U R 7 A D B AT 2 R
FER R CEAE e N Nl e NS I IR S e
B he Ak U TR 42 48 A5 9K 1 A AR K B BB R TR B A
2 1 T T T A2 A Sk, A O — i B AR SR
PERCR B 3B B Y A TR ATY R 2.

ARTTHET 2~3 X A WS BUR ) — 2L 45 e
LA GHE & WA 1~7) , 2238 B4 3k T I 8 2%
~J 118 U IR 425 ik 5l R o B ol 1Y 2 BBk L JRAE
A R SCHR(139-147 12 1 5% R R A9 55 0 58 7 1)
FEZI 5 AT AT R BRI TR R A
Pt G BRATE 5T 1 JL PR B AL AN 3% 8 T .

Table 8 Challenges and Opportunities in the Field of

Vulnerability Mining based on Deep Learning
®8 REFINAFRIEZETHTREIRHEIEB

Pk Pl
ORI EE S ST — A TF R LT DL Sy B e Y i 4R
O SUFAE ey BT B B R AE Oy X
O AR BB A Wee 2 b 7L
OF 2L ST RTERE I 25 eSS Rk 1T et
O L E AL ADRLEE Y A i R AR A

OWREE A PETAT S I G0 0T 5 5 6 19 25 55 Y
O MM E R FREY ] 5SS
OFRUEE 1 € S U UM EEZH

OB HIFRZE T TR B H IR A

4.1 wmRHBEE

R EE 7 2 T B 3k B RE AL TR TR A2 4, i
296 T I ) Pk SR A AR 1 AR Rk R D) | 3 i X B
B B 12 40 1 SCk 8 BIF L S B IR A 4% 09T 9 7 2k B T
Al B BEHE JL-F- A T 45 B W 4 R S 1) s 4 L v
RIE L —AGe— B 1 BHhe 5[] i, 7R IR B 22 20 )l
SRR R rp T R O I bR IS B S L AT RE Ak
15 9 FEAT R IR g S R L, o T il B IR B 2% 20 )
SRBERY WA ZHUR HE — A FF RS HL AT DUAE S B 1Y
s .
4.2 BEFHIBRIT

BT R BE A7 2 0 e R 47 4 AR AR S B RCRR AR
177 2 AT LAY O 36 F P 90 R AR B T3 R i R
FeF B RAE FE F SCA FAE I TR A R AE 1Y s A
FEPRRLAY S R AR BE b o8 AR B AR T B 1 18
SUIE B % AR 2 5 R 2 A5 B L H =BT 4K
P RAE T KBRS D) ¥ A B T4 H i b 28 B 2531l
SRR ALY A G 5 R I T B 3 T BRRRAE R (9 T
T 42 455 20 B AR A — 8 AR L RE A 4 R T B dE
AR AT B AE TR & SR AR 1Y e IR 42 48 A5 AU 7E 52
B o7 FH o 2L g A BRSO R L, Rl 2 Bl R AE
HEAT I T 42 4 A0 P 2 T R B 3 AR A2 0 A O .
B X 1 SRS TR g R A AR A [ R (B D), T DR
FHARRAIE B 4 7 148 THRE Y (g M BeL R B, e T 5 32 T
AR AT 2 L B WF 9% 7 5 8 2 B U TR 42
P b IR T AT R AR H 52 B 2 B e T 42 B (R R
OO TR 2 N Rt — 2 TR,
4.3 REFEIJEH

WREE I W TR IZ AT LEL L L HKT
T S R AE , 68 6% 52 B H 2l 4k A1 8 BE 46 e T 4
42 B AR B A2 TR B2 2% 20 0% T T 42 8 18 i
[F) AL R AT o it 5 o R T B R AR B A S A TR
JERLTL Y 1) ROR R ARG BRF IR R A FEE N
FER GG EE UER RERAGH AR L LM
TSR | bR ER 00 3 1 ) 9 53 Sk ok ) U R
A, (ELATS SR oK B it 55 T TR A OC B 42 T Y A6 AR R
(PR Q) A S5 A [F] A T B 2 2] S50k 7 ) — 5ol 4
s AN R A PR R RO S Gn el B S5l B TR B A
STREAY (PR ©) , 424 TR 2 UK AR R AIE 55 B2
L 1 AT gt R U T 42 AR Rt 5 B — 25 I AT 5.
4.4 WiEEEETER

1 48 W T I 472 48 5 A0 28 o A L 3h 2 o by
ERRIF A U EOR  BURAS —E W g L 200 T 6 ™ T Y
e R R v U R S 1) A ) B 3 T U R 2 2T B T IR



2156

HEYIIRR S &R 2021, 58(10)

AR TE — B 1 BRI AL T LA 2 2T 1 U
T 25 4 1 1 . DAL 0RO B 2 ) 5 L B S A b
ARAHZE A HEAT U T 42 4 B % $2 T A5 R 1 o 1 R, B
AR 5 5 R R v U 4R S ) R Bk B D) T B 2% TR
J3E 2 S BT D e 22 2 Uk B AR R AIE 5 2, S IR K
2R 1) T T 42 4 2 — ROHE R (P R @) AR BLA
— 4 TAERH LLVM 45 J7 2 52 3 5 250 % 1) ¥ 1)
248 - A0 A 48 20 R0 AR5 R AR J5 2R AT I T 42
P, 32 77 THT A T A R A O B — A B ST A AL
4.5 B HREEZE

5101 H 2 4 U T 42 18 (PR R @) J& X A [R50 5 Y
U R AT ARG 75 R — AT LA A UR R
B 4248 53 4 — A3 B 19 T IR AR T B FAS [H)
W H P I & R R U g R S T RN R
Zou0 A 25 5 L (A5 B I U VIR ARG I X RE L B R
A HB AT 22 AR I B 24 2 S s 0 H U R A
I, ARLAS B () 2 20 35 AN TR 300 =2 i) oA S
LS UE T 0 TR A2 0. B R R L 5 E S R I E 1Y)
U 11 422 908 76 A SR A TH 2 — AN (AR R I F 58 B

5 HRIB

Bl N TR RE B AR B A 1B K Ji R TR 2 ) I
FH T 0T 190 G D00 6 808 552 B A 0 Ak R e AL e 117 42
B o R Aifp T e R AT R Ry T A1 R A )AL AR S I A
TR 5 A B T R R 2 T ) TR I 42 4 R 5
VST 90 G R A B R A B R B R OF L T A% 1Y
TR BERAET7 2R U0 A S W B B 58 R 47 43 26
V] 3 [a] It B 25 T AN [R) R 37 55 v i T IR R A
£ T 1] 425 0 753k 1) BIF 5 0 R A I s XoF 2% 400 38R I i
14 Bk il AN 8 A7 B

i Ik 25 B BIE T AT L AR SN AR R K 14 B
FETAR R e R BE L il 2 1 U T R0 A 9 B T2
S A B AR R AE T SO AT B T4 T B TR
T2 AR A P BB [R] I R TG B 2 > R0 T T HL A
S50 5 T ARG N 9 31 37 8 A7 45 TR R R — 25 23 #r
v IR BUA B FE 75 % 1 Ry PR S R A B T 42 T U 91 42
P I RE T

2 % X #

[1] National Institute of Standards and Technology. National
vulnerability database [EB/OL]. [2021-05-117. https://nvd.

nist.gov/

(2]

[3]

[4]

(5]

(6]

[7]

[8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

Wu Shizhong, Guo Tao, Dong Guowei, et al. Software
vulnerability analyses: A road map [J]. Journal of Tsinghua

University, 2012, 52(10):1309-1319

Ghaffarian S M, Shahriari H R. Software vulnerability
analysis and discovery using machine-learning and data-
mining techniques: A survey [J]. ACM Computing Surveys,
2017, 50(4):1-36

Sabottke C, Suciu O, Dumitras T. Vulnerability disclosure in
the age of social media: Exploiting Twitter for predicting
real-world exploits [C] //Proc of the 24th USENIX Security
Symp. Berkeley, CA: USENIX Association, 2015: 1041 -
1056

National Information Security Standardization Technical
Committee (SAC/TC260). GB/T28458—2012 Vulnerability
identification and description specifications [S]. Beijing:
China Standards Publishing House, 2012 (in Chinese)
(5 B % 2 bR o fb 50 R & 51 & (SACITC260). GB/
T28458—2012 {5 B2 £ HOAR 24 42 ¥ T b 1 5 3 B #LIE ST
JEmC A AR O AL 2012)

Chess B, Gerschefske M. Rough Auditing Tool for Security
[CP/OL]. [2019-03-187. https://code.google.com/archive/p/
rough-auditing-tool-for-security/

Gao Debin, Reiter M K, Song D. Binhunt: Automatically
finding semantic differences in binary programs [C] //Proc of
the Int Conf on Information and Communications Security.
Berlin: Springer, 2008. 238-255

Ramos D A, Engler D R. Under-constrained symbolic
execution: Correctness checking for real code [C] //Proc of
the 24th USENIX Security Symp. Berkeley, CA: USENIX
Association, 2015: 49-64

King J C. Symbolic execution and program testing [J].

Communications of the ACM, 1976, 19(7): 385-394
Sutton M, Greene A, Amini P. Fuzzing: Brute Force
Vulnerability Discovery [M]. Piscataway, NJ: Pearson
Education, 2007

Wang Jinghan, Song Chengyu, Yin Heng. Reinforcement
learning-based hierarchical seed scheduling for greybox
fuzzing [C/OL]. [2021-08-30]. https://dx.doi.org/10.14722/
ndss.2021.24486

Xie Tao, Tillmann N, Halleux J, et al. Fitness-guided path
exploration in dynamic symbolic execution [ C] //Proc of the
IEEE/IFIP Int Conf on Dependable Systems & Networks.
Piscataway, NJ: IEEE, 2009;: 359-368

Poeplau S, Francillon A. SymQEMU: Compilation-based
symbolic execution for binaries [C/OL]. [ 2021-08-30 ].
https://dx.doi.org/10.14722/ndss.2021.23118

Humphries A, Subramanian K, Reiter M. TASE: Reducing
latency of symbolic execution with transactional memory
[C/OL]. [2021-08-30]. https://dx. doi. org/10. 14722/ndss.
2021.24327

Newsome J, Song D. Dynamic taint analysis for automatic
detection, analysis, and signature generation of exploits on
commodity software [J]. Chinese Journal of Engineering

Mathematics, 2005, 29(5): 720-724



JET 24 5 45« e TR 2 ST BB 2 4 T T A

2157

[16]

[17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

[28]

Ye Zhibin, Yan Bo. Survey of symbolic execution []J].
Computer Science, 2018, 45(6) . 28-35 (in Chinese)
G, TR S PATRF S SRR ). 5 HLRLA:, 2018,
45(6) : 28-35)

Sun Hongyu, He Yuan, Wang Jice, et al. Application of
artificial intelligence technology in the field of security
vulnerability [J]. Journal on Communications, 2018, 39(8) :
1-17 (in Chinese)

CONISS 52, Al , EHED, 45, N TR BB AR 78 %2 4 T T 491,
R R C) ], A5 244, 2018, 39(8): 1-17)

Dawoud A, Bugiel S. Bringing balance to the force: Dynamic
analysis of the Android application framework [C/OL].
[2021-08-30]. https://dx.doi.org/10.14722/ndss.2021.23106
Chen Qiuyu, Zhang Wei, Yu Jun., et al. Embedding
complementary deep networks for image classification [C] //
Proc of the IEEE/CVF Conf on Computer Vision and Pattern

Recognition. Piscataway, NJ: IEEE, 2019. 9238-9247
Wu Yue, Rethinking

Chen Yinpeng, Yuan Lu, et al.
classification and localization for object detection [C] //Proc
of the IEEE/CVF Conf on Computer Vision and Pattern
Recognition. Piscataway, NJ: IEEE, 2020.: 1018310192
Ma Pingchuan, Wang Shuai, Liu Jin. Metamorphic testing
and certified mitigation of fairness violations in NLP models
[C] /[Proc of the 29th Int Joint Conf on Artificial Intelligence.
San Francisco, CA: Morgan Kaufmann, 2020: 458465
MCCABE T J. A complexity measure [ J]. IEEE Transactions on
software Engineering, 1976, 2(4): 308-320

Li Yun, Huang Chenlin, Wang Zhongfeng., et al. Survey of
software vulnerability mining methods based on machine
learning [J]. Journal of Software, 2020, 31(7); 2040—2061
(in Chinese)

(R, WRM, Eide, 55 JET L% T % 2R
T ELER LT, BAFFAR . 2020, 31(7): 2040-2061)
Shin Y., Meneely A, Williams L, et al. Evaluating
complexity, code churn, and developer activity metrics as

indicators of software vulnerabilities [J]. IEEE Transactions

on Software Engineering, 2011, 37(6): 772-787

Shin Y, Williams L. An initial study on the use of execution
complexity metrics as indicators of software vulnerabilities
[C] //Proc of the 7th Int Workshop on Software Engineering
for Secure Systems. New York: ACM, 2011 1-7
Chowdhury I, Zulkernine M. Using complexity, coupling,
and cohesion metrics as early indicators of vulnerabilities [ J].
Journal of Systems Architecture, 2011, 57(3): 294-313
Younis A, Malaiya Y K, Anderson C, et al. To fear or not to
fear that is the question: Code characteristics of a vulnerable
function with an existing exploit [C] //Proc of the Conf on
Data & Applications Security & Privacy. New York: ACM,
2016 97-104

Bozorgi M, Saul L. K, Savage S, et al. Beyond heuristics:
Learning to classify vulnerabilities and predict exploits [C] //
Proc of the 16th ACM SIGKDD Int Conf on Knowledge
Discovery and Data Mining. New York: ACM, 2010: 105-
114

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

Perl H, Dechand S, Smith M, et al. VCCFinder: Finding
potential vulnerabilities in open-source projects to assist code
audits [C] //Proc of the ACM SIGSAC Conf on Computer
and Communications Security. New York: ACM, 2015: 426—
437

Shar L. K, Tan H. Predicting SQL injection and cross site
scripting vulnerabilities through mining input sanitization
patterns [ J]. Information and Software Technology, 2013,
55(10): 1767-1780

Li Zhenmin, Zhou Yuanyuan. PR-miner: Automatically
extracting implicit programming rules and detecting violations in
large software code [J]. ACM SIGSOFT Software Engineering
Notes, 2005, 30(5): 306-315

Yamaguchi F, Wressnegger C, Gascon H, et al. Chucky:
Exposing missing checks in source code for vulnerability
discovery [C] [/Proc of 2013 ACM SIGSAC Conf on
Computer & Communications Security. New York: ACM.,
2013: 499-510

Padmanabhuni B M, Tan H. Buffer overflow vulnerability
prediction from x86 executables using static analysis and
machine learning [C] //Proc of 2015 IEEE 39th Annual
Computer Software and Applications Conf. Piscataway, NJ:
IEEE, 2015.: 450-459

Meng Qingkun, Wen Shameng, Feng Chao. et al. Predicting
integer overflow through static integer operation attributes
[C] //Proc of 2016 5th Int Conf on Computer Science and
Network Technology (ICCSNT). Piscataway, NJ: IEEE,
2016 177-181

Shar . K, Tan H. Briand L. C. Mining SQL injection and
cross site scripting vulnerabilities using hybrid program
analysis [C] //Proc of 2013 Int Conf on Software Engineering
(ICSE). Piscataway, NJ: IEEE, 2013: 642-651

Shar L. K, Briand L. C, Tan H. Web application vulnerability
prediction using hybrid program analysis and machine
learning [ J]. IEEE Transactions on Dependable and Secure
Computing, 2015, 12(6): 688-707

Jang J, Agrawal A, Brumley D. ReDeBug: Finding
unpatched code clones in entire OS distributions [C] //Proc of
2012 TEEE Symp on Security and Privacy. Piscataway, NJ.
IEEE, 2012. 48-62

Li Zhen, Zou Deqing, Xu Shouhai, et al. VulPecker: An
automated vulnerability detection system based on code
similarity analysis [C] //Proc of the 32nd Annual on
Computer Security Applications Conf (ACSAC). New York:
ACM, 2016: 201-213

Kim S, Woo S, Lee H, et al. VUDDY: A scalable approach
for vulnerable code clone discovery [C] //Proc of 2017 IEEE
Symp on Security and Privacy (SP). Piscataway. NJ: IEEE,
2017, 595-614

Yamaguchi F, Lindner F, Rieek K. Vulnerability extrapolation:
Assisted discovery of vulnerabilities using machine learning
[C] //Proc of the 5th USENIX Workshop on Offensive
Technologies. Berkeley, CA: USENIX Association, 2011.

118-127



2158 HRAPLBIE S 4 2021, 58(10)
[41] Scandariato R, Walden J, Hovsepyan A, et al. Predicting [54] Harer ] A, Kim L Y, Russell R L, et al. Automated
vulnerable software components via text mining [J]. IEEE software vulnerability detection with machine learning

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

Transactions on Software Engineering, 2014, 40(10): 993~—
1006

Chemis B, Verma R. Machine learning methods for software
vulnerability detection [C] //Proc of the 4th ACM Int
Workshop on Security and Privacy Analytics(TWSPA). New
York: ACM, 2018: 31-39

Wijayasekara D, Manic M., Mcqueen M. Information gain
based dimensionality selection for classifying text documents
[C] //Proc of 2013 IEEE Congress on
Computation (CEC). Piscataway, NJ: IEEE, 2013.: 440-445
Manic M,

Evolutionary
Wijayasekara D, Mcqueen M. Vulnerability
identification and classification via text mining bug databases
[C] /[Proc of the 40th Annual Conf of the IEEE Industrial
Electronics Society. Piscataway, NJ:. IEEE, 2014. 3612 —
3618

Hovsepyan A, Scandariato R, Joosen W, et al. Software
vulnerability prediction using text analysis techniques [C] //
Proc of the 4th Int Workshop on Security Measurements and
Metrics. New York: ACM, 2012 7-10

Yamaguchi F, Lottmann M, Rieck K. Generalized vulnerability
extrapolation using abstract syntax trees [C] //Proc of the
28th Annual Computer Security Applications Conf(ACSAC).
New York: ACM, 2012. 359-368

Medeiros I, Neves N F, Correia M. Automatic detection and
correction of Web application vulnerabilities using data
mining to predict false positives [C] //Proc of the 23rd Int
Conf on World Wide Web. New York: ACM, 2014. 63-74
Anbiya D R, Purwarianti A, Asnar Y. Vulnerability
detection in php Web application using lexical analysis
approach with machine learning [C] //Proc of the 5th Int
Conf on Data and Software ( ICoDSE ).
Piscataway, NJ: IEEE, 2018. 170-175

Meng Qingkun, Wen Shameng, Feng Chao, et al. Predicting

Engineering

buffer overflow using semi-supervised learning [C] //Proc of
the 9th Int Congress on Image and Signal Processing.
Piscataway, NJ: IEEE, 2016: 1959-1963

Yamaguchi F, Golde N, Arp D, et al. Modeling and
discovering vulnerabilities with code property graphs [C] //
Proc of 2014 IEEE Symp on Security
Piscataway, NJ: IEEE, 2014 590-604

Maier A, Gascon H,

and Privacy.

Yamaguchi F, et al. Automatic
inference of search patterns for taint-style vulnerabilities [ C]
/[Proc of the IEEE
Piscataway, NJ. IEEE, 2015. 797-812

Tran L.

Symp on Security and Privacy.

Nguyen H, Predicting vulnerable software
components with dependency graphs [C] //Proc of the 6th Int
Workshop on Security Measurements and Metrics. New
York: ACM, 2010: 1-8

Qian Feng, Zhou Rundong, Xu Chengcheng, et al. Scalable
graph-based bug search for firmware images [ C] //Proc of the
ACM SIGSAC Conf

Security(CCS). New York: ACM, 2016: 480491

on Computer &. Communications

[56]

[57]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[C/OL]. [2018-10-02]. https://arxiv.org/abs/1803.04497
Mitra S, Avra L J, McCluskey E J. Scan synthesis for one-
hot signals [C] //Proc of the Int Test Conf. Piscataway, NJ:
1IEEE, 1997. 714-722
Mikolov T, Sutskever I, Chen Kai, et al. Distributed
representations of words and phrases and their compositionality
[C] //Proc of the 26th Int Conf on Neural Information
Processing Systems. New York: ACM, 2013: 3111-3119
Moghadasi M N, Zhang Yu. Sent2Vec: A new sentence
embedding representation with sentimental semantic [C] //
Proc of 2020 TIEEE Int Conf on Big Data. Piscataway, NJ:
IEEE, 2020. 4672-4680

Li Xin, Wang Lu, Xin Yang, et al. Automated software
vulnerability detection based on hybrid neural network [J].
Applied Sciences, 2021, 11(7): 3201-3216

Li Zhen, Zou Deqing, Xu Shouhai, et al. VulDeePecker: A
deep learning-based system for vulnerability detection [C] //
Proc of the 25th Annual Network and Distributed System
Security Symp (NDSS). San Diego, CA: Internet Society,
2018: 1-15

Zou Deqing, Wang Sujuan, XuShouhai, et al. pVulDeePecker: A
deep learning-based system for multiclass vulnerability
detection [J]. IEEE Transactions on Dependable and Secure
Computing, 2019, 18(5): 2224-2236

Nguyen T, Le T, Nguyen K, et al. Deep Cost-Sensitive
Kernel Machine for Binary Software Vulnerability Detection
[M]. Berlin: Springer, 2020; 164-177

Wu Fang, Wang Jigang., Liu Jigiang, et al. Vulnerability
detection with deep learning [C] //Proc of the 3rd IEEE Int
Conf on Computer and Communications (ICCC). Piscataway,
NJ: IEEE, 2017 1298-1302

Chen Haipeng., Liu Jing, Liu Rui, et al. VASE: A twitter-
based vulnerability analysis and score engine [C] //Proc of
the IEEE Int Conf on Data Mining(ICDM). Piscataway, NJ:
IEEE, 2019. 976-981

Pang Yulei, Xue Xiaozhen, Wang Huaying. Predicting
vulnerable software components through deep neural network
[C] //Proc of the 12th Int Conf on Advanced Computational
Intelligence (ICACD. New York: ACM, 2017: 6-10
Pechenkin A, Demidov R. Applying deep learning and vector
representation for software vulnerabilities detection [C] [/
Proc of the 11th Int Conf on Security of Information and
Networks. New York: ACM, 2018. 83-88

Shen Yun, Mariconti E, Vervier V. A, et al. Tiresias:
Predicting security events through deep learning [C] //Proc
of 2018 ACM SIGSAC Conf on Computer
Communications Security (CCS). New York: ACM, 2019:
592-605

Fang Yong, Han Shengjun, Huang Cheng, et al. TAP: A

and

static analysis model for PHP vulnerabilities based on token
and deep learning technology [J]. PLoS ONE. 2019, 14
11 : 1-19



JER 247 25 5 e T R B 2 3T BB A U I A 4R

2159

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[75]

[76]

[77]

[78]

[79]

Aghaei E, Al-shaer E. ThreatZoom: Neural network for
automated vulnerability mitigation [C] // Proc of the 6th
Annual Symp on Hot Topics in the Science of Security
(HotSoS). New York: ACM, 2019: 102-104

Jabeen G, Luo Ping, Akram J, et al. An integrated software
vulnerability discovery model based on artificial neural
network [C] //Proc of the 31st Int Conf on Software
Engineering and Knowledge Engineering. Pittsburgh: KSI,
2019: 349-458

Niu Weina, Zhang Xiaosong, Du Xiaojiang, et al. A deep
learning based static taint analysis approach for IoT software
vulnerability location [J]. Measurement, 2019, 152 (3):
107-139

Wu Shuang, Wang Congyi. Zeng Jianping, et al. Vulnerability
time series prediction based on multivariable LSTM [C] //
Proc of the IEEE 14th Intl Conf on Anti-counterfeiting,
Security, and Identification (ASID). Piscataway, NJ. IEEE,
2020: 185-190

Nguyen V, Le T, Vel O D, et al. Dual-component deep
domain adaptation: A new approach for cross project
software vulnerability detection [C] //Proc of the Pacific-Asia
Conf on Knowledge Discovery and Data Mining. Berlin:
Springer, 2020: 699-711

Pang Yulei, Xue Xiaozhen, Namin A S. Predicting vulnerable
software components through n-gram analysis and statistical
feature selection [C] //Proc of the 14th Int Conf on Machine
Learning and Applications ( ICMLA ). Piscataway, NJ:
IEEE, 2015.: 543-548

Feng Hantao, Fu Xiaotong., Sun Hongyu, et al. Efficient
vulnerability detection based on abstract syntax tree and deep
learning [C] //Proc of the IEEE Conf on Computer
Workshops ( INFOCOM  WKSHPS ).
Piscataway, NJ: IEEE, 2020, 722-727

Zhang Jian, Wang Xu, Zhang Hongyu, et al. A novel neural

Communications

source code representation based on abstract syntax tree [ C]
[[Proc of 2019 IEEE/ACM 41st Int Conf on Software
Engineering (ICSE). New York: ACM, 2019. 783-794

Cao Defu, Huang Jing, Zhang Xuanyu, et al. FTCLNet:
Convolutional LSTM with Fourier transform for vulnerability
detection [C] //Proc of the 19th IEEE Int Conf on Trust,
Security and Privacy in Computing and Communications
(TrustCom). Piscataway, NJ: IEEE, 2020. 539-546

Song Wang, Liu Taiyue, Tan Lin. Automatically learning
semantic features for defect prediction [C] //Proc of the 38th
Int Conf on Software Engineering. Piscataway, NJ: IEEE,
2016 297-308

Luo Wei, et al.

LinGuanjun, Zhang Jun, Cross-project

transfer representation learning for vulnerable function
discovery [J]. IEEE Transactions on Industrial Informatics,
2018, 14(7): 3289-3297

Mao Yi, Li Yun, Sun Jiatai, et al. Explainable software
vulnerability detection based on attention-based bidirectional
recurrent neural networks [C] //Proc of 2020 IEEE Int Conf

on Big Data. Piscataway, NJ: IEEE, 2020.: 4651-4656

[80]

[81]

[82]

[83]

[84]

[86]

[87]

[88]

[89]

[90]

[91]

Mou Lili, Li Ge, Zhang Lu, et al. Convolutional neural
networks over tree structures for programming language
processing [ C] //Proc of the 13th AAAI Conf on Artificial
Intelligence. Palo Alto, CA: AAAI, 2016. 1287-1293

Dam H, Tran T, Pham T, et al. Automatic feature learning
for vulnerability prediction [J/OL]. [2017-10-08]. https://
arxiv.org/abs/1708.02368

Lin Guanjun, Zhang Jun, Luo Wei, et al. POSTER:
Vulnerability discovery with function representation learning
from unlabeled projects [C] //Proc of 2017 ACM SIGSAC
Conf on Computer and Communications Security(CCS). New
York: ACM, 2017. 2539-2541

Dam H K, Pham T, Ng S W, et al. A deep tree-based model
for software defect prediction [J/OL]. [2018-02-03]. https://
arxiv.org/abs/1802.00921

Liu Shigang, Lin Guanjun, Han Qinglong, et al. DeepBalance:
Deep-learning and fuzzy oversampling for vulnerability
detection [ J]. IEEE Transactions on Fuzzy Systems, 2020,
28(7): 1329-1343

Buch L, Andrzejak A. Learning-based recursive aggregation
of abstract syntax trees for code clone detection [C] //Proc of
2019 1IEEE 26th Int Conf on Software Analysis, Evolution
and Reengineering (SANER). Piscataway, NJ: IEEE, 2019.
95-104

Liu Shigang, Lin Guanjun, Qu Lizhen, et al. CD-VulD.
Cross-domain vulnerability discovery based on deep domain
adaptation [J/OL]. IEEE Transactions on Dependable and
Secure Computing, 2020 [2021-09-06 ]. https://ieceexplore.
ieee.org/stamp/stamp.jsp?tp= &.arnumber= 9054952

He Yuan, Sun Hongyu, Feng Hantao. UA-Miner: Deep
learning systems for expose unprotected API vulnerability in
source code [C] //Proc of the 12th Int Conf on Advanced
Computational Intelligence ( ICACI ). Piscataway, NJ:
IEEE, 2020. 378-384

Li Xin, Wang Lu, Xin Yang, et al. Automated vulnerability
detection in source code using minimum intermediate
representation learning [J]. Applied Sciences, 2020, 10(5):
1692

Tian Junfeng, Xing Wenjing, Li Zhen. BVDetector: A
program slice-based binary code vulnerability intelligent detection
system [ J/OL]. Information and Software Technology, 2020
[2020-02-187. https://doi.org/10.1016/j.infsof.2020.106289
Allamanis M, Brockschmidt M, Khademi M. Learning to
represent programs with graphs [C/OL] //Proc of the Int
Conf on Learning Presentations(ICLR). 2017 [2017-11-01].
https://arxiv.org/abs/1711.00740v3

Zeng Jingxiang, Nie Xiaofan, Chen Liwei, et al. An efficient
vulnerability extrapolation using similarity of graph kernel of
PDGs [C] //Proc of the 19th Int Conf on Trust, Security and

Privacy in Computing and Communications ( TrustCom ).

Piscataway, NJ: IEEE. 2020, 1664-1671



2160 HHEHIR S5 KkE 2021, 58(10)
[92] Guo Ning, Li Xiaoyong, Yin Hui, et al. VulHunter: An [104] Nembhard F, Carvalho M, Eskridge T. Extracting
automated vulnerability detection system based on deep learning knowledge from open source projects to improve program
and bytecode [C] //Proc of the Int Conf on Information and security [C] //Proc of the IEEE South East Conf.
Communication. Berlin: Springer, 2019: 199-218 Piscataway, NJ. IEEE, 2018. 631-637
[93] Chen Peng, Liu Jianzhong, Chen Hao. Matryoshka: [105] Sestili C D, Snavely W S, Vanhoudnos N M. Towards
Fuzzing deeply nested branches [C] [/Proc of 2019 ACM security defect prediction with AI [C/OLJ]. [2018-09-127.
SIGSAC Conf on Computer and Communications Security https://arxiv.org/abs/1808.09897
(CCS). New York: ACM, 2019: 499-513 [106] Le T, Nguyen T, Le T, et al. Maximal divergence
[94] Duan Xu, Wu Jingzheng, Ji Shouling, et al. VulSniper: sequential auto-encoder for binary software vulnerability
Focus your attention to shoot fine-grained vulnerabilities detection [C/OL]. [2019-02-26 1. https://openreview. net/
[C] [/Proc of the 28th Int Joint Conf on Artificial forum?id=ByloliCqYQ
Intelli IJCAT). S F isco, CA: M
ntelligence C1J ) an brancisco organ [107] Lee Y J, Kwon H, Choi S, et al. Instruction2vec: Efficient
Kaufmann, 2019: 4665-4671
) preprocessor of assembly code to detect software weakness
[95] Wang Xiaomeng, Zhang Tao, Wu Runpu, et al. CPGVA: ) ) )
. . with CNN [J]. Applied Sciences, 2019, 9(19): 4086-4101
Code property graph based vulnerability analysis by deep
) . . [108] Dong Feng, Wang Junfeng, Li Qi, et al. Defect prediction in
learning [C] //Proc of the 10th Int Conf on Advanced
. . Android binary executables using deep neural network [J].
Infocomm Technology (ICAIT). Piscataway, NJ: IEEE,
Wireless Personal Communications, 2018, 102(3): 2261—
2018: 184-188
-
[96] Zhao Gang., Huang J. DeepSim: Deep learning code 2285
[109] Zhou Yaqgin. Liu Shangqing. Siow J. et al. Devign: Effective

[97]

[98]

[99]

[100]

[101]

[102]

[103]

functional similarity [C] //Proc of the 26th ACM Joint
Meeting on European Software Engineering Conf and Symp
on the Foundations of Software Engineering (ESEC/FSE).
New York: ACM, 2018 141-151

Peng Hao, Mou Lili, Li Ge, et al. Building program vector
representations for deep learning [C] //Proc of the 8th Int
Conf on Knowledge Science, Engineering and Management.
Berlin: Springer, 2015; 547-553

Sun Mingxin, Wang Wenjie, Feng Hantao, et al. Identify
vulnerability fix commits automatically using hierarchical
attention network [J]. Security and Safety, 2018, 7(23):
17-31

Wang Lu, Li Xin, Wang Ruineng, et al. PreNNsem: A
heterogeneous ensemble learning framework for vulnerability
detection in software [J]. Applied Sciences, 2020, 10(22) .
7954-7969

Ziems N, Wu Shaoen. Security vulnerability detection using
deep learning natural language processing [ C/OL] //Proc of
2021 IEEE Int Conf on Computer Communications (IEEE
INFOCOM). [ 2021-05-06 ]. https://arxiv. org/abs/2105.
02388

Choi M J, Jeong S, Oh H, et al. End-to-end prediction of
buffer overruns from raw source code via neural memory
networks [ C] //Proc of the 26th Int Joint Conf on Artificial
Intelligence ( IJCAI ). San CA: Morgan
Kaufmann, 2017: 1546-1553

Francisco,

Fidalgo A, Medeiros I, Antunes P, et al. Towards a deep
learning model for vulnerability detection on Web application
variants [C] [/Proc of 2020 IEEE Int Conf on Software
Testing , Verification and Validation Workshops. Piscataway,
NJ. IEEE, 2020. 465-476

Russell R L, Kim L, Automated

Hamilton L., et al.

vulnerability detection in source code wusing deep

representation learning [C] //Proc of the 17th IEEE Int
Conf on Machine Learning and Applications ( ICMLA).
Piscataway, NJ: IEEE, 2018. 757-762

[110]

[111]

[112]

[113]

[114]

[115]

vulnerability identification by learning comprehensive program
semantics via graph neural networks [C] [/Proc of the
Processing  Systems
(NeurLLPS 2019). San Francisco, CA: Morgan Kaufmann,
2019:. 10197-10207

Advances in Neural Information

LiZhen, Zou Deqing, Xu Shouhai, et al. SySeVR:. A

framework for using deep learning to detect software
vulnerabilities [ JJOLJ. [2021-01-12]. https://arxiv.org/abs/
1807.06756

Li Zhen, Zou Deqing, Xu Shouhai, et al. VulDeel.ocator: A
deep learning-based fine-grained vulnerability detector
[J/OL]. 1IEEE Transactions on Dependable and Secure
Computing, 2021 [2021-05-01]. https://arxiv.org/abs/2001.
02350

Wu Yuelong, Lu Jintian, Zhang Yunyi, et al. Vulnerability
detection in C/C+ + source code with graph representation
learning [C] //Proc of 2021 IEEE 11th Annual Computing
and Communication Workshop and Conf ( CCWC ).
Piscataway, NJ: IEEE, 2021. 1519-1524

Jeon S, Kim H K. AutoVAS: An automated vulnerability
analysis system with a deep learning approach [J/OL].
Computers & Security, 2021 [2021-04-197. https://doi.org/
10.1016/j.cose.2021.102308

Cao Sicong, Sun xiaobing, Bo lili, et al. BGNN4VD:
Constructing bidirectional graph neural-network for vulnerability
detection [J/OL]. Information and Software Technology.
2021 [2021-03-15]. https://doi. org/10.1016/j. infsof. 2021.
106576

Tang Zhanyong, et al.

Wang Huanting, Ye Guixin,

Combining graph-based learning with automated data
collection for code vulnerability detection [J/OL]. IEEE
Transactions on Information Forensics and Security, 2021
1943-1958. [2021-03-157]. https://doi. org/10. 1109/ TIFS.

2020.3044773



JER 247 25 5 e T R B 2 3T BB A U I A 4R

2161

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

Cui Lei, Hao Zhiyun, Jiao Yang, et al. VulDetector:

Detecting vulnerabilities using weighted feature graph
comparison [J/OL]. IEEE Transactions on Information
Forensics and Security, 2021: 2004-2017. [2021-03-15].
https://doi.org/10.1109/TIFS.2020.3047756

Bowman B, Huang H H. VGRAPH: A robust vulnerable
code clone detection system using code property triplets [ C]
[/Proc of 2020 IEEE European Symp on Security and Privacy
(EuroS&.P). Piscataway, NJ: IEEE, 2020; 53-69

Duan Xu, Wu Jingzheng, Luo Tianyue, et al. Vulnerability
mining method based on code property graph and attention
BiLSTM [J]. Journal of Software, 2020, 31(11): 88-104
(in Chinese)

(BB, AR, B RN, 45, 3 A0 Pk & B =00 X m)
LSTM Ky ¥ i 42 4 07 301 ]. BPF2A 4, 2020, 31(11) . 88—
104)

Feng Qi, Feng Chengdong, Hong Weijiang. Graph neural
network-based vulnerability predication [C] //Proc of 2020
IEEE Int Conf on Software Maintenance and Evolution
(ICSME). Piscataway, NJ: IEEE, 2020. 800-801

Zuo Fei,

Li Xiaopeng, Youn P, et al. Neural machine

translation inspired binary code similarity comparison
beyond function pairs [C/OL] //Proc of the 25th Annual
Network and Distributed System Security Symp (NDSS).
San Diego, CA: 2019 [ 2019-02-24 ].
https://dx.doi.org/10.14722/ndss.2019.23492

White M, Tufano M, Martinez M,

Internet Society,

et al. Sorting and
transforming program repair ingredients via deep learning
code similarities [C] //Proc of 2019 IEEE 26th Int Conf on
Software Analysis, Evolution and Reengineering (SANER).
Piscataway, NJ: IEEE, 2019. 479-490

Lin Guanjun, Zhang Jun, Luo Wei, et al. Software
vulnerability discovery via learning multi-domain knowledge
bases [J]. IEEE Transactions on Dependable and Secure
Computing, 2019, 18(5): 2469-2485

White M, Tufano M, Vendome C, et al. Deep learning code
fragments for code clone detection [C] //Proc of the 31st
IEEE/ACM Int Conf on Automated Software Engineering.
New York: ACM, 2016. 87-98

Xu Xiaojun, Liu Chang, Qian Feng, et al. Neural network-
based graph embedding for cross-platform binary code
similarity detection [C] //Proc of the ACM SIGSAC Conf on
Computer and Communications Security. New York: ACM,
2017. 363-376

Gao Jian, Yang Xin, Fu Ying, et al. Vulseeker: A semantic
learning based vulnerability seeker forcross-platform binary
[C] //Proc of the 33rd ACM/IEEE Int Conf on Automated
Software Engineering. New York: ACM, 2018: 896-899
Gao Jian, Yang Xin, Fu Ying, et al. Vulseeker-pro:
Enhanced learning based binary vulnerability
seeker with emulation [C] //Proc of the 26th ACM Joint

Meeting on European Software Engineering Conf and Symp

semantic

on the Foundations of Software Engineering. New York:

ACM, 2018: 803-808

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

Baldoni R, Luna G A, Massarelli L, et al. Unsupervised
using graph
embedding neural network [J/OLJ. [2018-11-13]. https://
arxiv.org/abs/1810.09683

features extraction for binary similarity

Yu Zeping, Cao Rui, Tang Qiyi, et al. Order Matters:
Semantic-aware neural networks for binary code similarity
detection [C] //Proc of 2020 AAAI Conf on Artificial
Intelligence. Palo Alto, CA: AAAI, 2020, 34(1): 1145—
1152

Liu Bingchang, Huo Wei, Zhang Chao, et al. aDiff: Cross-
version binary code similarity detection with DNN [C] //
Proc of the 33rd ACM/IEEE Int Conf on Automated
Software Engineering. New York: ACM, 2018. 667678
Tann W, Han Xingjie. Gupta S, et al. Towards safer smart
contracts: A learning approach to detecting
vulnerabilities [C/OL]. [ 2019-08-07 ]. https://arxiv. org/
abs/1811.06632

sequence

Huang T H. Hunting the ethereum smart contract: Color-
inspired inspection of potential attacks [C/OL]. [2018-07-
05]. https://arxiv.org/pdf/1807.01868

Zhuang Yuan, Liu Zhenguang, Qian Peng, et al. Smart
contract vulnerability detection using graph neural networks
[C] [/Proc of the 29th Int Joint Conf on Artificial
Intelligence and 17th Pacific Rim Int Conf on Artificial
Intelligence. San Francisco, CA: Morgan Kaufmann, 2020
3255-3262

HeJianxuan, Balunovic M, Ambroladze N, et al. Learning
to fuzz from symbolic execution with application to smart
contracts [C] [/Proc of 2019 ACM SIGSAC Conf on
Computer and Communications Security (CCS). New York:
ACM, 2019. 531-548

Lutz O, Chen Huili, Fereidooni H, et al. ESCORT:
Ethereum smart COntRacTs vulnerability detectionusing
deep neural network and transfer learning [C/OL]. [2021-
03-23]. https://arxiv.org/abs/2103.12607

Ashizawa N, Yanai N, Cruz J P, et al. Eth2Vec: Learning
contract-wide code representations for  vulnerability
detection on ethereum smart contracts [C/OL]. [2021-01-
08]. https://arxiv.org/abs/2101.02377

Grieco G, Grinblat G L, Uzal L, et al. Toward large-scale
vulnerability discovery using machine learning [C] //Proc of
the Sixth ACM Conf on Data and Application Security and
Privacy. New York: ACM, 2016 85-96

Lv Chenyang. Ji Shouling, Li Yuwei, et al. Smartseed:
Smart seed generation for efficient fuzzing [J/OL]. [2019-
08-037. https://arxiv.org/abs/1807.02606

Godefroid P, Peleg H, Singh R. Learn&.fuzz: Machine
learning for input fuzzing [ C] //Proc of the 32nd IEEE/ACM

Int Conf on Automated Software Engineering. Piscataway,

NJ: IEEE, 2017: 50-59



2162

HEYIIRR S &R 2021, 58(10)

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

Nguyen H N, Teerakanok S, Inomata A, et al. The
comparison of word embedding techniques in RNNs for
vulnerability detection [C] //Proc of the 7th Int Conf on
Information Systems Security and Privacy(ICISSP). Seubal,
Portugal: STP, 2021: 109-120

Tang Gaigai, Meng Lianxiao, Wang Huiqiang, et al. A
comparative study of neural network techniques for
automatic software vulnerability detection [C] //Proc of
2020 Int Sympon Theoretical Aspects of Software
Engineering (TASE). Piscataway, NJ: IEEE, 2020. 1-8
Guan Zhibin, Wang Xiaomeng, Xin Wei, et al. A survey on
deep learning-based source code defect analysis [C] //Proc of
2020 5th Int Conf on Computer and Communication Systems
(ICCCS). Piscataway, NJ: IEEE, 2020.: 167-171
Chakraborty S, Krishna R, Ding Y, et al. Deep learning
based vulnerability detection: Are we there yet? [J/OL].
[2020-09-03]. https://arxiv.org/abs/2009.07235

Lin Guanjun, Xiao Wei, Zhang Jun, et al. Deep learning-
based vulnerable function detection: A benchmark [C] //
Proc of the Int Conf on Information and Communications
Security. Berlin: Springer, 2019: 219-232

Lin Guanjun, Wen Sheng, Han Qinglong, et al. Software
vulnerability detection using deep neural networks: A
survey [J]. Proceedings of the IEEE., 2020. 108 (10):
1825-1848

LiZhen, Zou Deqing, Wang Zeli, et al. Survey on static
software vulnerability detection for source code [ J]. Chinese
Journal of Network and Information Security, 2019, 5(1):
1-14 (in Chinese)

(X, SREEYE . FIEm . A5, T 1) U5 AR A 20 14 e I i 25 A
MERRLT ] P4 5105 B %22, 2019, 5(1): 1-14)

Ban Xinbo, Liu Shigang, Chen Chao, et al. A performance
evaluation of deep-learnt features for software vulnerability
detection [J]. Concurrency and Computation: Practice and
Experience, 2019, 31(19). 5103-5114

Choi Y H. Liu Peng, Shang Zitong, et al. Using deep
learning to solve computer security challenges: A survey

[J]. Cybersecurity, 2020, 3(1): 1563

Gu Mianxue, born in 1994. PhD candidate.
His main research interests include network
and information system security.
PR E 1994 4 W LT AE. ERORIr
W2 S5 B R E 4.

Sun Hongyu, born in 1993. PhD candidate.
His main research interests include information
security and machine learning.

FNIBF, 1993 4E A4 I LA R EUIR T
] A {5 22 e AL & 2 .

Han Dan, born in 1998. Master candidate.
Her main research interests include network
and information system security.

B 1998 FAELBT MR A E AR Y
161 P25 5 05 B R GL 4 4.

Yang Su, born in 1993. PhD candidate. His
main research interests include information
security and vulnerability mining.

B R.1993 4FAE R A E BB T
] R {5 2 2 A i i 42 48

Cao Wanying, born in 2000. PhD candidate.
Her main research interests include network
and information system security.

EBEE 2000 A LRI E. PR
6] A P25 5 05 B R L4 4.

Guo Zhen, born in 1981. PhD. Master
supervisor. Her main research interests include
information system security and data privacy
preservation.

T, 1981 FA L B A WL = 2T
GET7 18] AR BB G & VB B AL IR .

Cao Chunjie, born in 1977. PhD, professor,
PhD supervisor. His main research interests
include communication and network security,
network confrontation.

EEN 1977 FA L BRI LR S
FEWF T R WAT T WA R

Wang Wenjie, born in 1964. PhD, associate
professor of University of Chinese Academy
of Sciences. His main research interests
include information security and intelligent
information processing.

FE AL 1964 AFAE A BB E BRI
] {5 B % 4 M Re s B AL #E.

Zhang Yuqing, born in 1966. PhD, professor,
PhD supervisor. His main research interest is
information security.

ETE, 1966 F /L L, B, L A S .
FEEBTT 1 KR A



