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Abstract Attacks towards the speaker recognition system need to inject a long-time perturbation, so
it is easy to be detected by machines or administrators. We propose a novel attack towards the speaker
recognition based on one-“audio pixel”. Such attack uses the black-box characteristics and search mode
of the differential evolution algorithm that does not rely on the model and the gradient information. It
overcomes the problem in previous works that the disturbance duration cannot be constrained. Thus,
our attack effectively spoofs the speaker recognition via one-“audio pixel” perturbation. In particular,
we design a candidate point construction model based on the audio-point-disturbance tuple targeting
time series of audio data. It solves the problem that candidate points of differential evolution algorithm
are difficult to be described against our attack. The success rate of our attack achieves 100% targeting
60 people in LibriSpeech dataset. In addition, we also conduct abundant experiments to explore the
impact of different conditions (e. g., gender, dataset and speaker recognition method) on the
performance of our stealthy attack. The result of above experiments provides guidance for effective
attacks. At the same time, we put forward ideas based on denoising, reconstruction algorithm and

speech compression to defend against our stealthy attack, respectively.
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evolution algorithm; perturbation attack
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Fig. 1 The workflow of the attack aiming the speaker verification system via one-*audio pixel” perturbation
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Fig. 2 The goal of the attack based on one-‘audio pixel’ perturbation

2 ETRSFHRZ IS I B R

FEX 3ABEAR T, O T 047 b g 3 Mo 9 A
RBERL, FRATX X 3 A HAR kAT 72 XAk iy ik A ik
— M n M Ex=(21 205 x) BARBE =T E
W B AR A — A n 4ER B p=(p1spos
e p ) SR RGEIRN x+p ERE v, EXH

fx+p)=0. (2)
G O T S o R R RS H AR
AT — 2 M 2 ] B K
0, ik,
P b, e, @
Horp b BN R B0 AT BCE S R R
EEG  YRT AR R Y sh 9 B L &
R ICRECE N 1,.D, X N7 & i A2 A
RN AERCEER o TR B p A =5

B xS R R R (L ) 2 X /DN T A 1) 4

XFH L BR 2 FAT T B L
lziFp | <l, i €(1,2, ). €Y)
Yo o] DLk A R 7 =X (3) X () 3R X X
(2) A Ak Im] F.

3.2 ETERE“BMER"MIMNIERR

BT E IR R B Y B 9 T AR P A
Bl 3 Bz T LA 2 A TR . 1) i i TR I %
)P Bh Az A T I Bl AR R A T R 3 A 3 A
3 A AL F B A s K T it 3 A 20 3R S ik
S AT L AR TR R TR e AT R R ik
P A T RESE BRI B AT 50 28 T8 RHE A 3l AR I
TSGR Bl AR R T T2 TR AR R AR
IR AL M H PR R — KRR OE AL S S



DRBRAN S « 3 B 5 G R D 3l 0 B 3 A U051 il 2 <

2355

________________________________________

15346 53 (K IEAR
Pl X
A5t )

ki ||
Pz ||

_____

| ke
| AR A

S I W
L

m

FA G EE %~,£g§m

Fig. 3 The workflow of the attack base on the one-‘audio pixel’ perturbation
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the speaker recognition system
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Fig. 5 Experiment of different numbers of individuals
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