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Abstract Under the limitation of space and time resources, researchers exploit the network covert
channel, which based on a small amount of watermark information, to trace the attack flow and locate
the real attack source. However, the self-similarity of the tracked traffic would appear because of the
relatively fixed content and location of the watermark. What’s more, the IPSec encryption protocol
embedded in the IPv6 protocol limits the range of carrier choice, which may threaten the
watermarking based on the single carrier. In this paper, Targeting at optimizing the watermark
invisibility, combined with intermediate node not dividing the packet for IPv6 environment,
considering the feature extraction limitation of intermittent transmission network and slow flow
network, the feature watermarking sequence extraction strategy associated with the target stream is
designed. Aiming at different network transmission scenarios, a packet-dependent watermarking
generation based on mixed covert channel and a time-dependent watermarking generation based on
mixed time slot are proposed. Extensive experiments show that the watermarking generation
technology proposed in this paper can reduce the impact of watermarking embedding on the original
traffic, decrease the probability of watermarking being recognized and attack, and improve the

imperceptibility of watermark under the premise of certain accuracy.
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Fig. 16 Effect of watermarking embedding degree on

abnormal recognition rate
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Fig. 18 Packet distribution in the multi-stream attack

E 18  Zmdod B s s

4 LERIE

1Pv6 B SUAE Dy R R B 32 37 1) 4% 2= 38 £ 0 8 ol
ARSRATEN T2 M OG T AR SO T ] TPv6 545 14 7K
AR BAR HEAT T E RS L 45 G TPv6 BRI 4R 3C



2414

RIS &R 2021, 58(11)

T o B v 8] R AN 23 B AL T E R O DG IR Y
RFAE 7K B R 1) B 36 AN ] 1) 19 2% 4% i i 35 il € T 8L
MR I [ B A1 4 7K BN A 5 5 7 DR TE — 5 1
AT T o B AR K B AR 56 L i 1) B A5
v K B RSl L OB BR TPv6 [ 46 5 18] ki 42 116
T B

it AXHERNEENEERGEZAL AR
(A RXF)UFE CERNET £ K (L)X W%+ ¢
PeBE KB IR X AE.

2 % X #

[1] National Computer Network Emergency Response Technical
Team /Coordination Center of China. China’s Internet network
security monitoring data analysis report in the first half of
2020 [R]. Beijing: National Computer Network Emergency
Response Technical Team/Coordination Center of China,
2020 (in Chinese)

CHEI R BB R 20, 2020 4F 1 2 4F 38 [ H Bk ) ) 4% 22 4
WE R 3 BT LR b B R BB R 2Pl 2020)

[2] Lucas T, Ferreira M, Plachta R, et al. Non-fragmented
network flow design analysis: Comparison IPv4 with IPv6
using path MTU discovery [ J/OL]. Computers, 2020, 9(2)
[2021-06-01]. https://doi.org/10.3390/computers9020054

[3] Zhao Xugi» Sun Liang, Wang Yijun, et al. Covert channel
contruction method based on IPv6 protocol [J]. Communications
Technology, 2021, 54(1): 158-163

[4] Cheng C, Wang T, Huang Y. Indoor positioning system
using artificial neural network with swarm intelligence []J].
IEEE Access, 2020, 8. 84248-84257

[5] Dib ], Sirlantzis K, Howells G. A review on negative road
anomaly detection methods [J]. IEEE Access, 2020, DOI:
10.1109/ACCESS.2020.2982220

[6] Chen Shaojie, Lang Bo, Liu Hongyu, et al. DNS covert
channel detection method using the LSTM model [J].
Computers & Security, 2021, 104: No.102095

[7] Guo Zhaozhong, Shi Liucheng. Xu Maozhi, et al. MRCC: A
practical covert channel over monero with provable security
[J]. IEEE Access, 2021, DOI.10.1109/ ACCESS.2021.3060285

[8] Hua Jingyu. Zhou Zidong, Zhong Sheng. Flow misleading:
Worm-Hole attack in software-defined networking via

building in-band covert channel [J]. IEEE Transactions on
Information Forensics and Security, 2021, 16: 1029-1043

[9] Xie Jinpu. Chen Yonghong, Wang Linfan, et al. A network
covert timing channel detection method based on threshold
secret sharing [ J/OL]. Trans Emerg Telecommun Technol,
31(2) [2021-06-07]. https://doi.org/10.1002/ett.3781

[10] Yang Zhidan., Liu Kesheng, Li Li. Research on network-
based covert channels in IPv6 [J]. Journal of Southeast
University: Natural Science Edition, 2007, (S1).: 141-148

(in Chinese)

(11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

BB PE. XUFEME . 2200, IPv6 Hh i I 4% e i 3 8 5 A BF 5%
(). REIRZZAR: AARIZERR, 2007, G 1. 141-148)
Guo Haoran, Wang Zhenxing, Yu Chong, et al. Analysis
and preservation of covert channel based on IPv6 header [J].
Computer Engineering, 2009, 35(14): 160-162, 165 (in
Chinese)

CERIEAR . EARDS, A vh. 45 JLF 1Pv6 i Sk (9 B il 8 38 4 A7
SRl LT R, 2009, 35(14): 160-162, 165)
Tian Jing, Xiong Gang, Li Zhen, et al. A survey of key
technologies for constructing network covert channel [J].
Secur Commun Networks, 2020: No0.8892896

Mavani M, Ragha L. Covert channel in IPv6 destination
option extension header [C] //Proc of 2014 Int Conf on
Circuits, Systems, Communication and Information Technology
Applications (CSCITA). Piscataway, NJ: IEEE, 2014. 219—
224

Bernhards B, Mauno P, Markus K. et al. Creating and
detecting IPv6 transition mechanism-based information
exfiltration covert channels [C] //Proc of the 21st Nordic
Conf on Secure IT Systems. Oulu: NordSec, 2016 85-100
Wojciech M, Krystian P, Luca C. IPv6 covert channels in the
wild [C] //Proc of the the 3rd Central
Cybersecurity Conf. Munich: CECC, 2019: 1-6

European

Guo Xiaojun, Cheng Guang, Zhu Chengang, et al. Progress
in research on active network flow watermark [ J]. Journal on
Communications, 2014, 35(7): 178-192 (in Chinese)
CRRIEZE, Bo6, RIRA, 45, 30 W26 /K BN BOR BT 58 3 i
(7. @ f52#3R, 2014, 35(7): 178-192)

Wang Xinyuan, Reeves D. Robust correlation of encrypted
attack traffic through stepping stones by manipulation of
interpacket delays [C] //Proc of the 10th ACM Conf on
Computer and Communications Security. Washington DC.
U.S. Department of Commerce, 2003: 20-29

Houmansadr A, Kiyavashyn N, Borisov N. Rainbow. A
robust and invisible non-blind watermark for network flows
[C] //Proc of the 16th Network and Distributed System
Security Symposium. San Diego: University of California,
2009 224-236

Huang Junwei, Pan Xian, Fu Xinwen, et al. Long PN code
based DSSS watermarking [C] //Proc of IEEE INFOCOM.
Piscataway, NJ: IEEE, 2011; 2426-2434

Lacovazzi A, Sarda S, Elovici Y. INFLOW . Inverse network
flow watermarking for detecting hidden servers [C] //Proc of
IEEE INFOCOM. Piscataway, NJ: IEEE, 2018. 747-755
Pyun Y., Park Y, Wang Xinyuan, et al. Tracing traffic
through intermediate hosts that repacketize flows [C] //Proc
of IEEE INFOCOM. Piscataway, NJ: IEEE, 2007 634-642
Houmansadr A, Borisov N. Swirl: A scalable watermark to
detect correlated network flows [C] //Proc of the Network
and Distributed System Security Symposium. San Diego,
California: NDSS, 2011: 1-15



Py S — TP TPv6 [ 2% 23 18] Y FAE K BN AR A5 R A D7 R AT 5

2415

[23]

[24]

[25]

[26]

[27]

Lin Mao, Liu Guangjie, Liu Weiwei, et al. Network flow
watermarking method based on centroid matching of interval
group [C] //Proc of the 3rd IEEE Int Conf on Progress in
Informatics & Computing. Piscataway, NJ: IEEE, 2015
628-632

Xu Xiaogiang, Zhang Jing, Li Qianmu. Equalized interval
centroid based watermarking scheme for stepping stone
traceback [ C] //Proc of the 1st IEE Int Conf on Data Science
in Cyberspace. Piscataway, NJ: IEEE, 2016. 109-117

Liu Weiwei, Liu Guangjie, Xia Yang, et al. Using insider
swapping of time intervals to perform highly invisible
network flow watermarking [ J]. Security and Communication
Networks, 2018, 2018(4): 1-16.

Yu Wei, Fu Xinwen, Graham S, et al. DSSS-based flow
marking technique for invisible traceback [C] //Proc of the
2007 TEEE Symp on Security and Privacy. Piscataway, NJ:
IEEE, 2007. 18-32

Liu Anyi, Chen J, Wrahsler H, et al. Real-time timing
channel detection in a software-defined networking virtual
environment [J]. Intelligent Information Management.,

2015, 7(6): 283-302

Tao Jun, born in 1975. PhD, professor, PhD
supervisor. Senior member of CCF. His main
research interests include cyber security,
Internet of things.

M OE. 1975 R L, B LA R
CCF i 42 By EZAMTET7 100 0 W 45 4 42 W)

Zhu Zhenchao, born in 1982. PhD, associate
professor. Member of CCF. His main
research interests include IoT security,
privacy preserving.

RIS . 1982 4F /4 1 &L Rl # 2. CCF 2 5.
F BT ST 1) g P I & 4 B AL DR AP

Wang Zhaoyue, born in 1996. Master. Her
main research interest is Internet measurement.
FERENE 1996 4F A= B - BT Iy 1) S
2K A

Li Wengiang. born in 1996. Master candidate.
His main research interest is Internet
measurement,

L1996 AL ML HEIE . EEAT R TY
i) Ay 1) 6% DN i

Sun Weice, born in 1993. PhD candidate. His
main research interests include matrix/tensor
theory, network measurement and traffic
analysis.

PN R 1993 AEAE ML A E BB T
Iia] Sy PR B B A ) % DN RO S 43T



