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Abstract Wireless networks transmit data over open wireless channels, so they are vulnerable to
impersonation attacks and information forgery attacks. To prevent such attacks, accurate device
identification is required. The device identification technology based on channel state information
(CSD fingerprinting uses the wireless channel characteristics of device for identification. Since CSI can
provide fine-grained channel characteristics and can be easily obtained from OFDM wireless devices,
this technology has received wide attention. However, since CSI fingerprints identify the wireless
channel characteristics of device, they change with the location or the environment of device. What’s
more, the existing technologies usually use machine learning for fingerprint matching for increasing
identification accuracy, but the computational complexity of fingerprint matching increases, which in
turn cannot be implemented in embedded devices with limited computational ability. To address these
problems., this paper proposes a hybrid feature fingerprint-based device identification scheme, which
includes the identification in access stage and communication stage. Packet arrival interval distribution
(PAID) fingerprint, which is independent of device’s location, is introduced for identification in access
stage to compensate for the shortcomings of the CSI fingerprint. In communication stage, CSI
fingerprints are extracted from each data packet and identified in real time with the feature that CSI
can be acquired packet by packet. In addition, this paper proposes a fingerprint matching scheme with
low computational complexity to ensure fast and accurate device identification even in devices with
limited computational ability. We implement the identification system on Raspberry Pi and perform
some experiments, which show that the identification accuracy is up to 98.17% and 98.7% in access
stage and communication stage, and the identification time of a single packet in communication stage

is only 0.142 ms.
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Training process of PAID fingerprint matching network
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Table 1 The Information of the Devices Used for

Evaluation in Access Stage

F1 ATURBANESERINEEER

B G5 B 247
1 HUAWEI WS5106
2 HUAWEI WS5106
3 HUAWEI WS5106
4 Raspberry Pi 3 Model B+
5 Raspberry Pi 3 Model B+
6 Raspberry Pi 3 Model B+
7 Lenovo J& X M610-D329
8 Lenovo Jii X M610-D329
9 Lenovo J§ K M610-D329
10 HUAWEI Mate 30 5G
11 iPad Air 3
12 DELL Inspiron 15-7560
13 HUAWEI P10 Plus
14 HONOR V40
15 Lenovo #KH# R7000
16 Lenovo /Nir 15
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different L
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Mg, HIn 28T 0.98. % JE 5| SEG /N,
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ZEA s 5 A B A B DR 25 R R T 0.3, P e i

1,2, I8 A LA M 3 25 X (4 i, 4 ), DA threshold . ¥ & 4 0.2.

B | B2 [ 043 | B4 | B85 | 0456 | AT | 8048 | BE450 (B0 4% 10|50 46 11 B4 12[15 4 13[ 10 45 14|80 415\ B & 16[15 4 17|15 4518
#%1] 016 | 050 | 032 | 1.33 | 130 | 1.21 | 1.07 | 1.23 | 128 | 1.02 | 1.38 | 131 | 1.73 | 1.63 | 1.73 | 1.51 | 1.68 | 1.57
W2 049 | 0.16 | 050 | 1.72 | 1.62 | 1.55 | 135 | 1.48 | 145 | 128 | 1.72 | 1.70 | 1.99 | 1.83 | 1.88 | 1.69 | 1.84 | 1.66
#%3] 032|050 | 0.16 | 1.34 | 128 | 1.24 | 1.04 | 127 | 1.34 | 1.04 | 140 | 1.26 | 0.83 | 1.60 | 1.71 | 1.40 | 1.61 | 1.44
W4 139 | 1.65 | 1.44 | 0.15 | 0.49 | 0.49 | 0.50 | 0.34 | 0.53 | 0.58 | 0.44 | 039 | 0.59 | 0.73 | 0.68 | 0.88 | 0.89 | 0.97
#&5) 1.29 | 1.53 | 130 | 0.49 | 0.15 | 030 | 027 | 038 | 0.47 | 037 | 046 | 0.40 | 0.49 | 0.47 | 0.58 | 0.29 | 0.43 | 0.31
W&6| 112 | 138 | 1.16 | 0.50 | 030 | 0.15 | 0.35 | 0.34 | 0.37 | 035 | 0.49 | 0.49 | 1.13 | 0.40 | 0.46 | 0.36 | 0.36 | 0.48
#&7| 135 | 1.61 | 132 | 0.68 | 0.42 | 052 | 0.14 | 0.52 | 0.68 | 0.53 | 0.77 | 0.42 | 0.36 | 0.78 | 0.80 | 0.47 | 0.55 | 0.55
W%8| 1.20 | 1.50 | 1.27 | 0.47 | 0.51 | 0.44 | 0.45 | 0.14 | 0.40 | 0.51 | 0.47 | 038 | 0.74 | 0.49 | 035 | 0.67 | 0.52 | 0.76
%9 1.07 | 130 | 1.13 | 0.69 | 0.53 | 0.40 | 0.52 | 0.40 | 0.14 | 0.36 | 0.62 | 0.65 | 0.74 | 0.69 | 0.72 | 0.75 | 0.70 | 0.79
#A&10[ 112 | 1.38 | 1.15 | 0.66 | 0.44 | 0.39 | 0.45 | 0.45 | 0.41 | 0.16 | 0.58 | 0.62 | 0.50 | 0.69 | 0.78 | 0.62 | 0.64 | 0.66
P&11| 1.61 | 1.86 | 1.67 | 043 | 0.44 | 0.47 | 0.56 | 034 | 0.52 | 0.60 | 0.15 | 0.52 | 1.02 | 0.61 | 0.81 | 0.92 | 0.91 | 0.96
WA&12| 118 | 1.42 | 1.17 | 0.50 | 0.53 | 0.58 | 0.36 | 0.33 | 0.50 | 0.56 | 0.66 | 0.14 | 1.75 | 0.64 | 0.56 | 0.69 | 0.66 | 0.80
#&13] 1.66 | 1.98 | 1.90 | 0.83 | 0.59 | 0.48 | 0.45 | 0.79 | 0.69 | 0.65 | 0.92 | 1.06 | 0.14 | 0.42 | 0.45 | 0.67 | 0.57 | 0.76
W14 153 | 1.80 | 1.66 | 0.79 | 0.52 | 0.44 | 0.77 | 0.49 | 0.74 | 0.56 | 0.69 | 0.63 | 0.49 | 0.13 | 0.27 | 0.50 | 0.42 | 0.66
#&15 158 | 1.90 | 1.74 | 0.72 | 0.62 | 049 | 0.71 | 035 | 0.66 | 0.64 | 0.87 | 0.56 | 0.48 | 027 | 0.14 | 0.54 | 038 | 0.68
#&16| 135 | 1.88 | 1.55 | 0.92 | 033 | 0.41 | 049 | 0.47 | 0.76 | 0.50 | 0.98 | 0.63 | 0.70 | 0.51 | 0.52 | 0.14 | 0.36 | 0.45
#&17| 151 | 1.78 | 1.66 | 0.93 | 0.46 | 0.40 | 0.46 | 035 | 0.75 | 0.56 | 0.97 | 0.62 | 0.60 | 0.43 | 038 | 0.36 | 0.14 | 0.24
W&18| 1.42 | 1.82 | 1.40 | 1.02 | 035 | 0.52 | 044 | 052 | 0.78 | 0.52 | 1.03 | 0.67 | 0.79 | 0.68 | 0.66 | 0.44 | 0.23 | 0.15

Fig. 20 Matching results of all devices pairs
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Fig. 21 Identification accuracy of all devices
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Fig. 22 Identification accuracy for different J and identification time distribution of a single packet
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Fig. 23 Identification accuracy in two test scenarios
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