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Abstract Field programmable gate array (FPGA) is extremely susceptible to failures caused by high-
energy particle radiation in space, thereby affecting the normal execution of on-chip tasks. At present,
the triple modular redundance (TMR) method is usually used for fault-tolerant design. Although well
fault-tolerant effect can be achieved, a large amount of resource expenditure is required. Especially
when the radiation level is low, the implementation of TMR method for all tasks can aggravate the
above problem of high resource overhead. In view of this, a method of FPGA fault tolerance based on
dynamic self-adaptive redundancy is proposed. First of all, using the high sensitivity of on-chip block
RAM (BRAM) to space particle radiation, the BRAM-based radiation level monitor is designed and
improved to periodically monitor the radiation level of the space environment. Secondly, slack time of
execution cycle and current radiation level are standard for evaluating the reliability levels of tasks,
and then a task is used as a granular for dynamic self-adaptive matching redundancy strategy under
different radiation levels to ensure the successful execution of on-chip tasks while avoiding high
resource overhead. Simulation results show that the FPGA with this method has high reliability under
different radiation levels. Compared with the popular FPGA fault tolerance method based on
redundancy, the on-chip task completion is increased by 57.2% on average under the same radiation

level.

Key words field programmable gate array (FPGA); self-adaptive redundancy; fault tolerance (FT)

mechanism; radiation monitoring; mission reliability
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Dynamic self-adaptive fault tolerance architecture diagram of the tasks on FPGA chip
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Fig. 2 Radiation evaluation function module diagram
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Fig. 4 The execution schedule of a task under the

three different conditions
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BES s NAT @ IF UG X A B 384T 55 5137 ik 47 2l
FIWT, T AT A BAE S BER S HIRAEAE T
{E, RN B 2RAT S5 AR5 TF dh . 2R B 24T 550 2 X

SNSRI SN S NS NSNS

®

(6) BB P R, K B A 55 B9l C K48 55 . 48
JE MR B AT 55 F 5, o LA — A4 B B4 55
ANl 2 2 C6) [ B DUk A OF L TR B B S LC 2
AT 55 46 S0 O i 1 T S 0 B R R R, R A R
A B 2AT 55 0 2 2 6) By 4T @ JF 8
XA AR5 HEATHIN AR E A AT 55 2 750 2 5K
(DRBFRFR EEE Y — A BEF50H R D
(R B B 5 AN S e 4 i B 2R AT 55, o B —
A A AT S5 U0t T RE 25 m B T 5 BLI 7
BT T o (B EE YT T (A2 75 06 2 FAD
AT 55 1 ] S 1 R, T SR X Y AT A AT 55 B
G, AR T AL D0 Bk R B TR BT A 2K B 25.C
AT 55 4 I Hh REOB IS 1 e R R L SR A L 2R
A AT S5 AR U 2 2 (7)) B B 96 2R I A e 4% )
A RSB B j A G ESE T8RS S ST
B R B0 L Bk A R, T A 25 .B 25 .C BT
5545t TR R IR AR B TR R
T i R KA AR W A5 0, 224 10 AS 5 2 X6 701 43 G 45 1
HEAT AL,
3.3 RGISH

W FPGA R g & v A 43 KB 25 4,
Twi=5sT..=T,.=T,=3s.3H 10 ME%,H
AR 55 KT TS AR PO AR 55 A 2 A, HE
TEPE = BETCAR 00 77 AT L A AT 55 (9 4 5t B B[]
SR 10s,158,155,205,208,305,30s,30 s. % E
VI 4 S 5 R B K RT S e G OB R 3 A AR AR A
SO IR Tow =108 T To» Tos
T A (6) (7, 2 B AL B A5 5] A 2%
B8R 3. BEAESH R 2.C BAEFHCH 5.4 A
5 B2 .C M AT 1, SR o R ok 18 4~ 3h
A% T AR 43 DXL U A5 )Y /AT 55 AT O HOR R
SEPRAETRIE] LA 2 B2 .C RIS EEAZ Y
I R R R O R Y I A S OR B e KT R T 4 X
o2 5 A RIEA SR G, TR T =
208 Too s Tios T T 3 HARA K (6) (T, &5
TR B S A BESH N 7.8 BESECh 0,
CRAESECN 3K A B CHRMARTL LY
AR IR T RS2 24 A sh A T S 43 X, A0 45 30 24 i
A 55 $0A T Jr 225 5 ) 552 B 55 AR B I 1 BT e 22 5 Tl
3AMESS B SR A, 280 B Ak A5 B A 2B 4E 55
BN 6. BRAESE N 1.C AT 5800 3, Mt %A
T oROE 23 A AW E A 43 X, AE R UEAH R AT S Y
HIE T EA N 3
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4 IWWIESHH

4.1 ZHAHRIET

STES A EAIE T BRAM Wy I 2% A i 5 4 5k
SEPAS HER M9 OC R . B AEUE AR 20 BRAM
W25 1 0T DATE R b i R A b b s 0 2, DA 4
ol X6 47 8 S K S A 8 v w5 LR SR UE T AT 4
H Y FTDSR 4% FPGA 7E 48 51 K P20 514 F Y
ALAEME, AT ORUEAE 55 52 O I 00 O 5 B ETE B 4
PR 7 i R AT L

1) 24T 55 W | & B )7 ik (F-Strategy). i b A
A AT 55 BE 5 S 2% 1 AR Ak T R 58 AT O 3K AR R S
IRV IE B G0 T 2R B 7 s A7, 78 B K A
IR SR RS 238 17 7 8 55 7K 7 e YR A
TR A = B 1T

2) 4 =RETUAY I 2 (SSTMR) . TG 18 ] il 48 5 7K
o B EAR S YR A S BU A T s AT

3) LR 13 5 ¥ (S-DWO) . TG fi] 4 5
KA B AT 55 3R AR A 28 43 0 2L is 17

4) T ITCA T % (SSNOR). TG & ] Fh 48 5 K
o B EAE S5 R A T s AT

R TR S B Y AT A A M 8 A7 S 0 R OF
il R 4 Bl 2SR BB ARS R A Python
EE WG BT R x86-64 fif Windows 10 #
YEZ& 4, i 1F & N 17-9750H CPU @ 2.6 GHz,
16 GB A7 25 5 (E AT 1 3 0 2 A SCe sk 1) BRAM
I WO AT 55 U RS R sh AR ¥ B & 1
Z-7010-XC72010 R B8 T iF— 25 B b S0 0 4
HCIRI 2 AN HEARIEATRT L

D ATEEVE RS K S SR R L A RS
BARUE 1 AT 55 52 58 A HE R

Reliability=1—7p, (&

Horbroy BRSO R, 0 R AR IUR RIS A T AT
5 AT SEPE O B AT 55 i 5 A AT 5 AR Y LU (.

2) 1145 5¢ Wi & (amount of tasks completion,
ATO). | BBt B 45 8 i RS T IR e B 45 F T
1 P 5 22 A LA 52 1 AT 55 Bt

kT UE BH S5 A SOHE A A B S DL, 1E R
Benchmark # H3EMEH B91E 55 B, 2 B 1E B 31
550 IRAE B SE Bl b 6 55 1 2 B8 BRAT B[] A
T Lk B ) A5 2 B AT O TR) Y 1 L AR B 100 A S
TR 55 R 10 NMES D BN ES A 10 4
155 Se it 1 3 A A [ 55 91 e ST 5 B L 430 2

TE B S R E R S R R R e DA A R
A G 1 S B AN T ke — AN AR it [R) B PR R LA S 8O
A5 R AR AT 55 423247 10 IRBCF- 3 45 5.
4.2 LWERSHH

BT R BRAM File i CR 8l 2 ) BRAM
M F b WE g%, — > BRAM Wa I 2% 7 DL 7 35
36 Kb M3, Z-7010-XC72010 g8 PL st & 2.1
Mb(60 4~ BRAM) & & () BRAM %R, fx £ 0] DAL
B 60 4 BRAM Y548, 1 RHI T SEU &l %5
F e W ) AR B IE AR S OC R I AR B i £,
o 00 2% 5 A . T ok O ik PL i G B FE R K
EMHEHPUE IP ZR T o DU RAESE 8 A b
DU 2% , LUK G AT LASE o PP A% W D 15 555 o it
PEAS 10758 5 KT, DT A 3G 07 2 68 4 1 00 B2 1Y
22 [Al I, p W28 AR AR S 5 i P T RE )
SEHR PR LTS 2 0 i R b TR TR 5%

Table 1 SEU Detection Rate of BRAM-Based Radiation
Monitors in Different Radiation Modes
F1 FAEHFEHFEBETET BRAMEHENRK
SEU #& il &

W MWL EA SEU ARl SEU Kaiis

WHBE e My Al A %
E i G R 20 0.72 150 47 31.3
1E R G 40 1.44 150 98 65.3
TF B 4 3 5 B2 60 2.10 150 150 100.0
BEIR I G SR 20 0.72 600 205 34.2
BN 5 5 40 1.44 600 401 66.8
AEIR R G 5 B 60 2.10 600 600 100.0
o VR 8 G 5 20 0.72 1200 397 33.1
T R Gt o 40 1.44 1200 812 67.7
o VR 5 5 60 2.10 1200 1200 100.0

KoM T AMAERE T EEZSNI6E, 20
M A EEfE J7 (fault tolerance capability, FTC) 4R 5+
Table 2 Functional Characteristics of Different Fault

Tolerance Methods

R2 FEBEFEHINEESE

VRS FTC REF DAF
FTDSR J J J
F-Strategy N/ J NG
S-NOR
S-DWC NG
S-TMR N,

TE "R T R A % IIRE.
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7K VFA B € (radiation level evaluation function,
REF) #13h & H if W % 55 91 g (dynamic adaptive
fault tolerance function, DAF) &5 J7 1w #E 47 HL 4. Al
PAF H FTDSR J5 i A it SNOR, S DWC, S“TMR
HAA T LM LY BE. R4 F-Strategy 1 H % A
[F) 1) T e o (H G JE v W 2 B A 55 0k ) R M 1) R
I3 3 RS B R R B

AN PR BT IR BRI A [F] 2R O R T Ry
A B R SR AT IR Y AR A L AR 5 TR
Hrp ,FTDSR 1 SSTMR 7E BT A 46 5 55 04 5 ¥ 77 LA
100 Yo b P8 i AT 55 B2 $0AT 5 H AR AR J5t BROAS )
K5 2 ALK E S B AL T I KAE.S- TMR X}
Fr A AT 55 R =TT A AT S T DGR TETE AN [] 4 5
KPR BT A AR 55 B AT PR R s FTDSR 2 AR 4l
A 4 X1 T R B SR AR R AR T 325
BOUA Jr 2, T ORIE BT A AT 55 19 B AT F-
Strategy Hi T 7E 1E i 5 7K T R IR 58 36 K F K 43
IR FH BB RO TUAR PATAE 55 o A1 — S IR &
T EUE 5 1 NG5 1T T IR R 55 KCF R 0 A AT 55
PR T =REICAR AT B LRI SR 3K 3] T 100 %%.
S-DWC il S-NOR #y ] 5 1 2 Bl 3 5 55 7 59
Ja g ik — 2 R B, U2 S-NOR 7E fie 55 58 5 K OF
P HBELRIEA & T 80 Y0 AT 55 U Zh AT, X & th T
B o 8 SR 7K T B I 235 | B 22 1A R O A A
TC 2 0 Fi AT AT 55 R AT A 0 L I BUE 55 AT
R

100 —— |
= [
| |
e { — S-TMR
... --- s DWC
L 0 | =+ S-NOR
= | - F-Strategy
g i — FTDSR
= !
80 - be m = -
e — s ors

R R
Fig. 5 Reliability provided by various strategies

under different radiation levels

5 AN R4 5 7K T AN [ S5 g T S A

AN TR 2555 T 1 A8 AN TR 8 S A 2 4R TR AT AT 55
s LRI GEWOIT A, &l 6 Fros. ] AR A ) S-S TMR
7T Bt 1 B PR R R R BY J2  PRIEATE 55 Y
FTEEPEAT A B IRAC M A L BOR B L FTDSR fE 42
AR ) AT 5 P A AR R AR 2SS TMR SR W F- 3

60 %6 1B IR I8 . A2 LATEBA [ 35E R 7043 O 28 0 pE 3
G 5 A OE R RS IR K F-1F, FETDSR ) °F- 3 %%
JEIF 4% = T SSNOR F1 F-Strategy . {H ] D) $2 fit 5
T AT FEE s X T SSDWC,FTDSR U4 A 5K 1
TR T B S g 1 T D R A A OR E ak )
BINEN T, FTDSR 5 SSDWC Fl SSNOR #f [t &#
HAOE S R 100 MIEN T 85T
20 % DL iy ] SR,

100

80
oy 60T
B oa0fp

20

0

KT

Fig. 6 Resources required by various strategies
under different radiation levels

P 6 AN [ 4 65 K S T AN T SR T A ) R

PR Z PR A L B 7 BT 5 R AR A T Ik AE
AN TRV 55 KSR AT DL SE B Je KAT S5 8L i T S-
TMR 7] DLAEATA] 8 5 K7 W 2 AT 55 % ) 58 M 1Y
BRI H T S8 AT 45 B RS R B R R E
AAOG BT LAAE B8 — o I 58 BUAT: 55 19 008 AR FF AN
AR AR TE R S KO BAR AR N 7 B i AR AR
B2 X . S-DWC Al SSNOR 78 58 5 7K S 88241
B A L — e A H, — EL i 6 S KO R AT
A DL SE B AT 55 B0 23 W & R [ F-Strategy 7F —
FEFEE L3R4 T SSDWC Ml SSNOR Jrik A 2 |
S MRAT 55 B A B S KT 1 A8 ki TR) B ek AR T A
32 1 AN 6L G IR T8 L AT BR AT LS A
(4T 55 8 FTDSR J7 i A 6] F F-Strategy J7 % Xf

30
r FTDSR EEH S-NOR
25 S-TMR  EB® F-Strategy
- i E= S-DWC
g I
%_S lSj
=10t
5 .
0

27N

AT

Fig. 7 ATC under different radiation levels
7 R[S S KT BAE 55 58 i i
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LA 55 04 Ty A AR L TR A X BT S AEAS
[vi) 8 5 7K SF- T 1 AT P SR M AT 40k Y 90 A% DT
BC o T T AT S AR PR AR, IR 7 rhoRT DLE
FTDSR 1 AE: 55 56 Wt J7 18 o5 A 46 %5 08 3, F- 3 11
HoAth 4 Bk m i 57.2%.

VL ESs 25 R ml DUF 1, FTDSR 5 H #i % H
(1 4 Ff FPGA 2855 7 W6 A0 e B R & B i e 3,
A LA BE 2 5 5 KT 1 AR A sh 2 B 3 R b Ry BT 55
D e A 1 19 TC A% SR W, B T R 4 e 9% IR R R
[HEIETR R AT

5 HRIB

FAT R ) FPGA 2485 J7 WA 1R 2 2% 18 48 4t K
A A R AT: 55 AT AE M B9 52 WA, BB O R AT 55 n R
SRR T AT A L s Y T FE MR 20K L H
FEAE 3 B R Y B J5OT . A SCHR I B FTDSR Jr
5 B B N K CF B A2 AR AL B A AT 55 B AT S 4 S
G VLFRASE 55 ok B2 30 245 3 7 i D JE A 1 A4 9T
AR5 3 T AR G B IR A A e A RE R K L [
ke 72T BRAM B4 58 S W 0 45, Joe Ak i i
Fr b BRAM W 65 2 B o 5 S 741 A ) v o 4

R 1 AR AT LA A 0 S 08 R L e s o A 1) %2
M o DA TAD BEC 0 o 80 0 Al 2% 3 58 R A 55 BT A AT B
Yok A B A M, B0 e 45 0 WEIR AR R T 55
DL TC 5 s 3k — 2D Ak, S B A B P Y A s s

EERBER.FFFATREAR T ER®
XAEE ; TG H RR A BT M R T
F IR A ARG A AR R T T B e
Fo 3R W B IAT A AT
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