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Abstract Private set intersection (PSI) allows participants who hold private sets to securely obtain
the set intersection without revealing information about any elements other than the intersection.
Most of the existing two-party/multi-party PSI protocols are based on the oblivious transfer (OT)
protocol, which not only has high efficiency. but also brings huge cost of communication. However,
expanding network bandwidth is very expensive or even infeasible in many scenarios, and there are
few computationally efficient multi-party PSI protocols that do not rely on OT protocols. In this
paper, three-party private set intersection computing protocols are constructed based on one round key
agreement. The protocols are proved secure assuming the collusion attack of any two parties in the
semi-honest model and malicious model, respectively. Through experimental simulation, in the large
set scenario, compared with the existing OT-based multi-party PSI protocol, the three-party private
set intersection computation protocols have the optimal number of communication rounds, and the
amounts of communication is reduced by 89% ~ 98%. In small set scenarios (500 items or less),
compared with similar PSI protocols for weak communication networks, the protocols in our paper
have optimal runtime and communication load, especially, and they get 10~25 times faster than PSI

protocol relying on homomorphic encryption.

Key words private set intersection(PSI); key agreement; malicious adversaries; collusion resistant

attack; small sets scenarios
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Fig. 3 Semi-honest three-party private set intersection computation protocol
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Table 1 Communication and Running Time of Our Protocol

in Small Set Scenarios

x1 MNEEHRETAXFRE N3 1T B [8]
ESEPNIN WIFE/KB  fELREEs  BLEE/s
21 2.68 0.029 0.044
25 5.25 0.041 0.073
20 10.37 0.083 0.119
27 20.62 0.143 0.246
28 11.08 0.306 0.479
2° 82.12 0.592 0.936
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Table 2 Comparison of Related Semi-Honest and Malicious Three -Party PSI Protocols
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AR SCE AR Y 8 A7 SCHER (32 M STk [35 ] ¥ 5
TRALE OT §7F , HA B 1 s H AR, £ R
Y Ae T fE.

RAES & 56 T A SCT7 8 19 8 £ & X e . STk
[32]FISCHR[35 ] 5 A TR 3 N2 507, #2507 4
BRI 28,221,270 HAFAE A TS BN 1938 15



2296

ENFR S &R 2022, 59(10)

XTI 3 B al LA L P04 A ) 4R 5 R/
I, AR T SCHR 32 JRISCRRL35 ], AR 3075 S 9 1 15
FEAR T 8900~ 98 0. It AR SCHY B 165 1 T itk
FHEHABKES QY ~2" P nFR) HFH LR
A 5 B A SR S RN 2% i SCRR 32 1A
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Table 3 Communication Comparison of Malicious Secure

Three-Party PSI Protocol in Large Set Scenarios
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28 2]2 216 220
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Fig. 4 Comparison with HE-based PSI in small

setscenarios
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