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Abstract Recently, building truth estimation mechanism and participant incentive mechanism upon
blockchain-based mobile crowd sensing systems attracts more and more attention. Unlike the
traditional mobile crowd sensing system that relies on a centralized platform to host the sensing tasks,
due to its decentralized structure, transparent operation and immutability nature, such a system built
upon the blockchain is more safe and more interactive. However, the existing researches separately
focus on building truth estimation mechanism and participant incentive mechanism, which may lead to
the performance limitation in practice. Therefore, in this paper, we propose a participant incentive
mechanism based on truth estimation of privacy-preserving data for blockchain-based mobile crowd
sensing systems. In fact, it consists of two procedures, the privacy-aware truth estimation procedure
(PATD) and the privacy-friendly participant incentive procedure (PFPI), both of which are built by
applying Cheon, Kim, Kim, and Song’s homomorphic encryption mechanism (CKKS). Due to the
low accuracy of data collection devices, the collected data usually mixes with some noise. The
collectors encrypt their noisy data. Then PATD utilizes the encrypted data submitted by the collectors
to do some calculations and regards the corresponding decrypted result as the truth estimation. The
privacy of submitted data can be protected since the data for truth estimation is encrypted by utilizing
CKKS. It can also guarantee that the decrypted truth estimation has the high accuracy. Additionally,
PFPI can attract more participants by satisfying the truthfulness and individual rationality, and also
achieve a high social welfare. The privacy of participants’ bids is protected by utilizing CKKS. Finally,
numerous experiments are conducted to validate the desirable properties of our proposed mechanism,

where the results show that compared with the state-of-the-art approaches, it has better performance.
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Fig. 1 Blockchain-based mobile crowd sensing systems

BT X st B R R R S

JEUNE 1 TR ) DX B B B R 50 b 2k TR AL AR
PBCHE ELAEAN T 0 P S ML % B H AR
(B TR A RS 2 F P 35 Jah A e 3 [ 4, 32 AL
RE 115 A7 R0 v A0 EC(E A T A0 o 0 5 L O RE 8 B ah
WEZMBHN P53 R 5.

ARSI FEETTERAT 3 AN

1 HUHRIBE. A SCRIER 1A 5Tk ) 4 TR 25
TN AT — R X R IR A R G P R TR
AR AECHE EEAS TE 0 B P SO AL ML B
EAAMG IR E (PATD) M1 2 5 & Wi BB (PFPD 41
I B8 A% S0 B0 i o 0 R 1 B HE AR T 2 5 E
Jily g VR T 0, A SR A 4 ) AN R A R S
HUA B0t BAEAG T DR i H P s AL 5 % s
BILHIAS 5] A% ST 4 HIL il 7 22 5 IR B 2h L P F AL R
P B 0 B0HE A T A v L R B R E A RS
I AR T ML 2 47 1 1L S rhoe] LLF F
PATD (%0t B AN 1 E 50 B M4 T O A 1Y 7 248
BT E A 33% .00 PEPL A | At S @AM E B
AW ERE T ED 21 %. [ S RGEHA 128 4
s BT S5 1) A R G WIS AT R 20 300 s,
L3 3 AR [ ) 2 5008 5, 38 1T DLk — 25 i B bl il iz
178 3k & B ML m] B 0 1 S B i 3 55t

2) FAHAN . AR 2 DTk RS T 4 1R
BERAS TS (R JAEAG T A8 R IE B ARG T Y
T B AL 32 47 2 Y ) B R A T P I B
B . R T B0 R AR 15 2O i FE AN 40 S D TR Pl
S WBE A LA R, Ik PATD X P 4 58 1

A TS ORI 25 R AT RO O R R S
(5 45 SR Sy AR I BN B AE /Al T R B A Y
BRI 1, e T DAGR B P RO B R i
JEAEE B 3 gy TRV AL R A AT DA AR I i 2
AT E B A B A TS, T AN E 3 1 R A
B, A TR 25 52 48 8O B AR SCHE T A, CKKS
& HOETPE R AR A T B R SR PR R RS 85 Ty
LU B B9 ZAMA BRI AT TaE 41
ke

3) F PR R SCHYER 3 A BT kR A 4 R AR
AN B B A R A R A S B T RS 3h
FURY i ah . PFPT R FE A CKKS J5 Z 528 T 38
BRSO - IR E R AR 1R BT L R
FCPE AR A HE L 5 1T DL 30 A e Ak 24 A
ALNER 2 HHLPFPL At S48 k8 T 2 19
U ABLRE , R AT DL GE B 4 45 3], PFPT A LUAR 47
JI5E M B BR L.

1 #EXIE

FLHT, B A 5 T BB RER B R 58 B ATA
P HegE 25 ot Al L 22 4 3 W B PR REAG 1 1 B
FAEATHRL ] AES 3l AT sl BLA, 20 51 S8 T i
RO P RE A B (H X SE AL 30 2 20 T ok il Sz Y L B
FURESE T80 A A AL wl R sr TR s e
PR AL . P sk 26 AL ) 2 R B KA s A L ) A 1 AR
METE S PR 1 22 48 Hh S BB A 9 2 B 4R ok AR



o7 L 37 5« DX B T SR o i T B A S L (LA 3 ) B L

2215

53 B 43 35 T DX HURE 1) B8 BB AN AL R P
Jil AL
1.1 EFRRGEMNEEEE M T LH

Tian % AU T — A o0 A Q800 H 1 A
B, ML AT LA S A B P 0808 1) B A i L
T R A AL BT 55 B A A A S 5,
3 3 1) DX B o 18 RE A 24 AR R AT R R E
17 M R i X s i = 0Bk 8RO 8% 1 0 32
R B AR B FA AR 4 1 p )y 28 Bi7 1k 50905 T 8 0k
AN BT B ATHESR G 25 ot fb 5T, (452 HE 4248 v
JIR T B A ) B 20 TR G A R A,
TZ ML X i B A 1) LR 7 J2 8 Ao % i s 58 i A =
ST 7 ST B Fh T T B R T M P X (B A T
FR R, B AR TE G b AT LASIE WA LA — 52 1 B
Al T B0 B AH 2 7 55 PR 45 1 B A A TG 725 38 B AR 4
BN

Wou %5 AN ES T — A3 T X Bk ) AR (e
AL L IZ AL AT DL A T 46 1 B0di B MEL N T
2S5 H R AL T — R A R
P4 A S0 B UE B e I P — e B S S
A LA EAS 8 AT o 500 1) 195 5L T DI 560 E B AR A 3
gL A AL R R LA SE 28 B i . R 4 R B
AP S 2 5 B R IR RGP R R Z R G
FH 2 ik 1R 285m0 %8 5 R FIZ 0 R R B L
LG A B A S A o S AN L AL
2R s P ol b, SRR P I BR AR B
1.2 EFRREMNBEIA P B

Huang % AU 3 5o X B g b A9 BE & 29 42 1
TR T A B s A0 B HLH % AL
FFH 58 415 B 1) Stackelberg 1825 3% % F P ¥4 3
FTHEHE O 5 R 3l T #8 2 AR 4 X 05 7T B A 3 mg
ek A ORI LLARIE H O 7R X7 S S B A 25
Fe KA, DT 35 20 98 A1 34 12 12 B A o — 4 41
7 5, IR 3 T X e ) [ 245 KB AR R (R 4 8k
B WAL AR 32 WL TG 32 7 FH P 38 e 2o R R
TEY BEURA o BT LA JG I 76 S PR 28 46 v B AR 4 9 38R

Zhang % NMOHE T — OB B 0 B RL R B R
A E () 425088 ol B B R G L — b L
AR AW B R G T E, URF S 5 4
5 VB 22 8] A 58 B R R BT B 2 . kA L 38
38 2 A UMSOR AR 5080 BORA I R B 3l FH P 4R A
S T4 2% R B S BT BRRL PR L AT R A O
M HLEA B i TR 15 #0% 0 R I R Sk i
{18 ) A 2 o 925 ) 285 00 288 ) 8 T DA TG ¥k S B AE FH P

R B B ) B AL A

Xie S5 NN T — BB A ST 44 5 WO Y
To N B B # 2 T 0 % HE 2 i HE B2 R 1T 44 25
Jilh 75 58 Sk 3 1 B A 15 44 755 1 e A AL R AT Hi 4 1
1155 B4 TE N BLFIAT: 55 2 A 5 22 (6] % £ 4 3
TEAAZ R BTN 2 09 JC AN PLBGE . TR B 2 HE 42 )
JH — T 35 T X e (00 R0 80 42 4 A% i Jy 58 22 4 b id s
TC B EAE 22 5 e Ak 1 T 58 U5 B (9 JC AL HE
PAPAT I 5 B S RZ 04T 55, & A i 2k 55 LU
B0 DX BB H 0 B o) BE L T AHL S I Gt R R it
H 2 (8] 1Y 38 HoWE Al Stackelberg 135, DL G JC
AHLZ 5 X Y@ g ad A8 , [ B B4t o5 o ) A 55, 7
Z IR, JC AHLAIF- & AR 8 X J7 7T 6 1Y 58 I Ok ik
PEARME LLORAIE A © 78X J7 SR T 19 H) 45 fie K AL . A
171 3K B A0 A 35 4 AR 5 2Z 10 0 HIL SR, i 2
TRAP T o MU i B8 19 B R 22 4 AH R IR IR %
JEH P B AR B B AL DR

2 &R

AT 5 A A R G R B AR AR T B
B[R] 250 %5 J7 58 AU AR Y
2.1 Rk

ARLFJ—ANEET X RN ARS, R
G RGN .~ DINE RS PO —
MW EEES W={w ,w,sw, . — T
PWAERFTES R="{r1 rosr, ) FUEHME % K
BhE T= i o, ) P BT KRE v, E
55 i SRR v 3K S AT 55 T B — S B A i B A A
S i 1) A R R A 2R AT B WA AR L SR S B I R A
o DX HURE K 26 25 R N R oK AL T P w0 X
TALS5 o BRI BE KR R om0 T IR B4
Bl P A 25 e O I B 1R 25 L 6 T — M 5
v, B BER A R A R IR B LT — A
AR G SR m, LG RGNS < BEAE m;
AL o my X2 5 E B WU E T F R R
HI LR R e B 202 FE R UL, B LA T B Ik B
G BAER Ge & 24 HE AT — S0 40 OC B AF Bt 2%, 791
B 5 SR A A WA A B I 55 v o in & At
145 B CRLAG WO 3 ny £ . B sa o), Horbon
5 M2 55 Mk 55 vhoCo s J2 AN AT AR AT 19 B ok e 5 22 B 1k
HD X B ST BB 2 FroR A SCRT R A 3 T X
B ) TR R 2R 48 b BCHE WA A SR 1Y) T AR i R
R TR R LA T — S A R R



2216

RIS &R 2022, 59(10)

@ AMItEFES
© R TEM

© FREHE %
PRAS N s

>, - :
o Bk
lo
~ I AR % epoe

© flivh s FAE

figp s AR HCE ] 5L
@ s T R AR
®@® XA

Fig. 2 Workflow of data collection mechanism for blockchain-based mobile crowd sensing systems
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Table 3 Running Time of Different Parameters
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4,7 (3,6) (3,7)
2 10.205 6.394 6.771
4 52.703 30.837 32.138
8 113.721 64.291 70.634
16 197.763 111.064 124.612
32 302.928 168.708 191.114
64 316.230 242.823 266.805
128 420.559 323.569 359.140
256 552.770 423.096 483.633
512 694.591 519.388 582.218
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