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A Review of Adversarial Robustness Evaluation for Image Classification

Li Zituo, Sun Jianbin, Yang Kewei, and Xiong Dehui
(College of Systems Engineering » National University of Defense Technology ., Changsha 410073)

Abstract In recent years, artificial intelligence algorithms represented by deep learning have been
successfully used in the fields such as financial security, automatic driving, medical diagnosis.
However, the emergence of adversarial attacks has brought huge security risks to the application of
image classification, which is a basic visual task in the above fields. Improving the ability of deep
learning model to resist adversarial attacks (i.e., the adversarial robustness) has become a feasible
technique to effectively alleviate this problem. In order to evaluate the adversarial robustness of deep
learning model scientifically and comprehensively, many scholars have carried out in-depth research on
adversarial robustness evaluation from the perspectives of benchmark evaluation and index evaluation.
This paper reviews the adversarial robustness mainly from the perspective of index evaluation. Firstly,
we introduce the concepts related to adversarial examples and the reasons for their existence, and
summarize the evaluation criteria that should be followed in the evaluation of adversarial robustness.
Secondly, we focus on sorting out existing adversarial robustness evaluation indicators from two
aspects of attacked model and test data. Then, the mainstream image classification datasets and the
adversarial attack-defense integration tools are analyzed and summarized to lay a foundation for the
follow-up relative research. Finally, the advantages and disadvantages of the current research and the
potential future research direction are discussed. This paper aims to provide practitioners or learners in
related fields with a comprehensive, systematic and objective overview of adversarial robustness

evaluation index for image categorization.

Key words  adversarial robustness; evaluation indicators; adversarial attack and defense; image
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Fig. 2 Classification framework of adversarial attack
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PO P DA 4 1 5C 2 52 45 i T T ) 50006 19 45 A
P8 A O R B 8 3l R L X 5 0 70 8 R P T Al 1 AR T
A7 0GR 2 ST BRI B R R I R AT AR R
XL R P PTG Al Sk T IR 425 41 B 22 B R N 7
A5 B AT BT 1 X HUR BT T AR a7 X A8 5 T4

PR 0 S PR 0 3 A X e 8 B AT A TT LR
OA,ACTC.PSC.EBD & [a) B2 (4 45 45 o [ i
TLE A SR K 7B R 1 4 T 1] B B 4 AR A
PRAE T .

3 MBI IRESHIES

ATAF SR X BT B A 5 Rt L AR B R R
RG5O 2016 AF0q, F Z0EIE AL T AR AR 2
TR BRSO T H AR 5 5T & A
SURYPFE R By 3 e 38 e 2R 48 22 2 U Y % .
BE A AR (R BT B T AE AT S iy Fe v L 455
BN T 2 Bl A [ B BE £ A K o B
VG E S PUERL e Y = R USRS SO KT
PEVEIEAG DT,

3.1 ERHESE

FIHIT S B8 A [ U8, A ] 107 37 35 1) 1 6 il
IR AN TT AR SO B AR 0 S U Oy 22 LA
JTEZAE Y 6 B AT A A B B 3
R

Table 3 Common Image Classification Data Sets

R3 ERAMBERSEXBES

B d g R K B3l £ UGB E& R LG
MNISTL69] 7000 10 7000 28X 28 9-14.17,18,20-22,24-26,31,32
ImageNet!7") 14197122 21841 1000 24 500X 400 12,15,18,23-26,33-35
Caltech101L7] 9145 101 >40 24 300X 200
Caltech256L7%] 30607 256 >80 24 300X 200
CIFAR10L7] 60000 10 6000 32X32 4,7-22,27-29,31,32
CIFAR100C7! 60000 100 600 32X32

TE  PEAG R AR — 21 o 8 05 AR A0 2% B b0 S R A7 X B0 68 R PR DT Al B9 1545 7 5 L HE SRR AD.

1) MNIST

MNIST %46 4200 2 BG4 2 Sl i F 00 £
Bz — ZE 5 w5 B B F AR e S HOR 05T T
(National Institute of Standards and Technology)
HYVEETE LI T Sk [ 250 A 0~9 FE TR
R EE S B T 70000 4B R Bl L B S I 2k
R 60000 5K KX W AR 60 000 A4~ 3K 4E & 7
10000 5K K% I FR 28 10 000 4>, 45 5K & R 458 3= K/
28X 28 34 16 P dE b 7R i B 4R LT X &
B TTAR .

2) ImageNet

ImageNet $HEE " F 2007 - MH U, HE)
2009 4F LA SOE KA 5 2 Kaggle 24 7 4k 22

Hegpr, RS RS 28 IR e o 4 R A K A R
Yo E B 2= BT, ImageNet BH5 £ B ILA 14197 122
TREMR . T 21 841 B H R Em T £
ImageNet KL 58 531 $k 1% F& (ILSVRC) 2012—
2017 PG 43 25 R0 58 A0 508 46 3% B0 45 15 8 1 000
AXF G AL 1281 167 AR K5 .50 000 4~ 56
UEEME AT 100 000 A0 38 B A% A ok B AR 28 K/
28 500 X 400,44 10 PPF8 AR FE X B IE 45 LI J# Xt
U AL

3) Caltech101/256

Caltech101 i &£ 2 m A1 45 J& W3 T %% B
Wi A % A BOHE AR 9 146 3K KR 4 k. 4 K &
BIbRA 1AL ALE 101 NG L LI 1A
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db B Ju

BAN T SO R AN 252 40~800 TR IEMR . K
ZHRE RN KL 50 skIEMR, Bk B B R KN4 N
300 200. Caltech256 $U#5 47 7E 2006 4 4 & #i
4% 256 K HAREMER 1 875 st EIM&R 3k 257 8. 5
Caltech101 #H kb & ZAF fb R B AE . 5 2 50k 5]
30608 k. HB R ELHH S WMER. 254
827 WRFEME , H i JCAH S WF 58 3 T o £k ol 4 7
Xof 4 B AR PR DA

4) CIFAR10/100

CIFARI10 %4 4 & i Hinton M2 2 Alex
Krizhevsky il Ilya Sutskever # 1) — > F T 1 51l
3 AR ) /N B AL 2 B S 10 AN 2RI
60000 MEZE N 32X 32 KGN, 129
6000 AN EME, b A 50000 AN 2R EEAS FT 10000
AR FE A CIFARL00 $i#i 4 5 CIFAR10 $i#i 4
FL, A TH 2 CIFAR100 s 4 B AT 100 351,

AL 600 K BRI ZRREA 500 A, A FE
A 100 4~.CIFAR100 4 47 vt iy 100 NN
20 SRS B K AR AR A — RS A AR 2 (BT
J& B2 F1—A~ LW " bR 2 CE BT S 2O
22 FpAEFRTE CIFARLO EJTJRIEAY.

25 LTI A T ) R G328 0 6 T B v A
W5, il i 2 AR £ A7 CIFAR10, MNIST Al
ImageNet. A i F JE47T VP4 25 3 09 % L, BF 58 A 61 Al
fifi I LA 3 i B 45 F T8 X 6 e M A S 56
3.2 WMMBERTIRE

it B T 4 B T HL ST B TR B kA Ak
R B XS BB T AT A AT R L R T A HE
B8R 7 AR 5T PG T A 45 A T EOF A B
FE] P A0 32 37 14 X0 e By T L PN R B X A L
FHRE SR 255 B, a2 4 Fros. % 58 31 5 iR 4 R FR A7)
P B —Fh T2 0 B AR 4y 3 # B i Sk A2~ Alo.

Table 4 Mainstream Adversarial Attack and Defense Integration Tools

F4 ERNOBMERTR

SCRERE SR Hd A
S . = 3 w — ;U o) " \ g e, H N
AT k- g 8 o c e xS0 2 oty Yoy Bt AL dRME WA
Lh \ o %mif‘*rmxz“_cmrﬁc‘&p,z;mmﬁ W Ay Fekn 55
G L 588 >822 XATFEIZp Ytz e o KRR s BA 4
S e kine 23 s3SI ey r o
S5 83 * 288 ESg R
5oz 2 5 - 27 a o g 2
— Do e}
CleverHans™175] 2016 o0 P,y JJ 5 194 2
v
. . (2)(3)
Foolbox[ 76 2017 KImEMRKE NN/ 48 (o7 Pl % 53 2
5 53 2
IBM /K 2% (31)~ H A A6
ARTL77 2018 o N NN NN NN ENANAN N V38 >30 o e
M (36) H b B
WL
e @D
DEEPSEC[0] 2019 #iiL k2 NN/ 16 13 (15 10~ FEg3
Y a
AdverTorchl78] 2019 Borealis AT </ 21 7 [ERUEIES
(4)
Aresl42] 2020 WEHEAZE N N 19 10 (D) A3~ EHFRLE3%E
20
D mgsx
AdvBox[79] 2020 o NARVAEN/ NN NEENEING Nj 10 6 (D~ o
ER7 ol
(9
. 2 AR 10 8 (D~ FZ 4
stl801 2020
DeepRobust 2 Py e NG Vo v 9 6 (5) ] 45 15§,
Jb s s Dy~
AlSafetyl39] 2021 L’L’J" =y N; Nj 20 5 (3~ EREE S
i R K2 ) (6)
(30)
- . . . . ] 1% 451 35k
RobustBench[81] 2021 [l 5 K2 NARVAIN (120+) Py

VP P T EL T I 0 HE ol B 0 5 A 4 B0 P T T LA 0 o O ML 9 5 1 1 B 1 Bl 2 T RLIE T
S e P A 0 18 B SR 0 2 UL 28 A2~ A0, S BE 3 T 2022 45 3 F 56 b » e M54 - L 07 £ 7R 95 4 7 35 60 BB 800 » 52 Bt ¢ 4%
HES2 A0 8 T 5 L0 18 4 0.
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1) CleverHans®

CleverHans!"" "/ J& fie KL £ Hh 014 #IL 25 2% 2] £5%
BRI e e R 1 16 b Mo 505 0 1 b Bl e 55
2 TR ST N ] DU HT & B 9 1 % BT
i 5 B ARk, S RS AR 0 X BTN g D B o e P R
HEI XK. 7E f ¥ B A< v0. 1 ' CleverHans ¥ 3%
Tensor-Flow1"*' , #4311 Al % 45 Keras™®', )\ v4.0.0
JF IR, CleverHans 3¢ #F 09 HE 28 70 5l i JAX,
TensorFlow2 il PyTorcht*,

2) Foolbox®”

Foolbox"™ 2 —# Python T.H.48, i T 4 i %t
Uk 3h I & 1 L B L g 2 ) B AU Y B R 1.
Foolbox v0.8.0 $&4t T 48 B Xyt Moo B3k . i 5 I
i B A BB 8 T Ao ) DA R 2 U IR N B X T
Yool e Ah B XS R 22 Bty B 0l JH T R E TR
27 JHESR  Foolbox v0.8.0 FLVFTETH 2 L4 2% > HEHR
38 47, W PyTorch , Keras, TensorFlow » Theano™ ,
Lasagne 1 MXNet™*", 5] A J§f £ A< 15 43 2 o
R 2B 53 258 AT B BT ] 43 2 A R AR X
PUE HEVEDE Al 8 AR L W) I SRR B E AR R AR H
Hi» Foolbox H #r #| 3.0 MU A, & Bl 7E # 37 7
EagerPy Z b, 3%t PyTorch, TensorFlow, JAX &
ZRER AL SCHE

3) ART?

X0 € 4% M T H 4E (adversarial robustness
toolbox, AR J& H FHL#% 2% 2 % & ¥ (% Python
JE ART 4 i T HAFIF & N\ SR 58 A G2 RE 4% Bl
TR DA LS 27 >0 A RN R AR T DA SRR a0k okt | o
B P& BORNE 245 %0 f0 Ve . ART SRR 2 AT
ML % 2% 2 #E 28 ( TensorFlow, Keras, PyTorch,
Scikit-learn™™, MXNet, XGBoost™**, LightGBM"*,
CatBoost™" ,GPy % 9 FhHESL) | £ Fh B 5 25 &1 (K
18 FRME LA S FIBIL A 2 T AT 55 (Or R ik
O 18 RO AR BB DRSS AR H T, ART
ERNT I 40 R B E (30 2 Fi b AR B 1 DA KA
# CLEVER score 7E N H 6 B X} 371 & 45 PR AL 78 #.

4) DEEPSEC?

DEEPSEC! J2 7] i HA7 % 2 it 1 B 48 55 v 2t
A1 HE R 5T e 2% ol 0 <5 R0 977 00 A 2001 DA K P A

D https://github.com/cleverhans-lab/cleverhans

@ https://github.com/Trusted-Al/adversarial-robustness-toolbox

/
/
® https://github.com/BorealisAl/advertorch
@ https://github.com/advboxes/ AdvBox

/

https://git.openi.org.cn/Openl/ AlSafety

PLES 2 BRSSP B E 2T R G
B LT A% bR BT Ml L B A 50 RURH SC AT 48 B L
A 16 AL B A 13 B LS T AL 4R
PRAT 15 B P ATAEF &5 B MNIST 1 CIFAR10
BEE I % DenseNet'", AlexNet"® , ResNet56/%!
SERIRL (HJE1ZF 5 AU SCHF Py Torch.

5) AdverTorch®

AdverTorch ™' J& i F Xt fit ¥ & 4 o 0F 55 1Y
Python T HA, 65 21 b Yodi 553k 1 7 b By 40 55
BB, DL T T X5 e v I 25 B9 I 4. Adver Torch
FEAE Py Torch |, AT F|FH 8l 24 11 55 141 ) f 45 5 3
AT T A7 257 e B3 0 4

6) Ares®

Arest ™ St — A~ 7 T X X PR M kAT 3 v
MEK A Python .2 F Ares 1% F A, Real Al %
S Ak 3 TR R A o) RN Y X T Bl BT B
adversarial robustness benchmark, I £ #E- & 7T DL
SEAINZA V- 4 T A7 S S ) 0 9y B v g 2R L i R
PR R B i I K T TR RE L OT 5 6 TR I
B A S B T AR S AR B BTt SCRREC T Al 3 I B
CRNPs:

7) AdvBox?

AdvBox™ & A BT IR Y — R 51 AT BRI % 4
T H4%, 0] DIAE PaddlePaddle™® , PyTorch , Caffe2™*,
MXNet, Keras, TensorFlow A9 4= il 1 B it 22 R 2%
(X HUREAS A a] LAXS AL i 2 > 150 20 1 8 4 M R A7
FEAEI K. 5 Z H A TAEAH L %0 6 AR 4T
FEAS B 2B B A I AR OR AP 38 58 T T 2 B0 3 5
810 4 N U Bk LB T A A B T 4.

8) DeepRobust®

DeepRobust™ 5 L) F3F-& T HARE . & &iEH
T VA5 50 35 s 1) X B M 2= 2 L H T Deep-
Robust £ & EIMR U1 10 Fh 2 5556 8 by 4
BB 9 Fh M B 6 R EGE  B
KSZ I A Pytorch | SZHE.

9) AlSafety®

AlSafety ™ J&— A~ I F % bt Mo o 4 0 A2 o7
FE WG Python PR, H E M N A N 4
JI T 470 A o R P A A DG Y S B v VT N A

@ https://github.com/bethgelab/foolbox

@ https://github.com/ryderling/ DEEPSEC
© https:
® https://github.com/DSE-MSU/DeepRobust

github.com/thu-ml/ares

!
!
!
!
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RV 1 7 480 B 3 2T 6 RT R0E  ak  A AE Jo E LBR
PN S VEAL RN ER 2 5 A 45 WU AR bR, H HT AlSafety
BN B4 CIFARIO, ImageNet 4 4 , £t %t
CIFARIO BB M T ResNet20™! ,FP_ResNet™** ,
VGG162™ i 4 A5 AU, &F X ImageNet ¥ 35 £ A
VGG19 FEAL AN, ] AT 4 BRASE AU 4 Jre SR, 5 9
It A% H e SRR,

10) RobustBench®

RobustBench"*" J& — A B 5 43 288 45U PPk T B
BB EER TG, i B2 AR R A7 0 AT BA & A1
R T FR AR 9 T 3K 3 ME 22 AF , RobustBench i £ it
TR PE RS (A P A0 120 2R

it G AR DL 10 A T i X R SC
Mk B B R B K e B, B AT R R 3 R X
Yro s 4 i T B J& Foolbox, CleverHans #1 ART,
wmE 7 R RN RT 2% FIRSS I, 455 SR
KRGS X PSR TEAL T

SCHR S| R B A
7%

18%

4%
2%

8%

8% 23%
7%
18%
CleverHans Foolbox ART B DEEPSEC
AdverTorch Ares AdvBox DeepRobust
AlSafety B RobustBench

Fig. 7 Proportion of citation times of 10 tools

B 7 10 F T E R SCHk Y 5 1R Rk L 4

4 REKHRAME

Xt Bl BRI AR R RS T AL RNz R
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2 SO X706 A P Al T 5 BOIR ) TR A 20 BT R SR
AR I 5 B OGHE 4 DT IR

D RATT X HUREAAFAEHLBE R 2 ) Al

D https://github.com/RobustBench/robustbench

Jif S35 P 0T e R A S5 BEAS BIF ST H AT N Ah s R SR
KT XFPUREAS (9 47 78 i [ 1 R ik B R k = 58 %
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S R R X B0 R P ) I A R R OGO A
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J3t o L 458 5 WA ASE R B 45 A A ) OB TR 3R L RE AR AR
SR R X PP T A R 5 R A Y A D R R R
X T R P DA )RR PR 2 T E(E AT 5T B9 T 18]
z—.

2) R —Fhal— A8 TR LR S
X0 R R DA 8 AR TGI8 2 T ) B B 45 AR L 2
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R L2 R M. B A1 5 WA ASE R X e 45 R A 1) DR 3R Ak
Z R — TP SULFN 8 b5 Al DLHER 58 B A X7
BRI SR 55 275 HAB T 58 SUEE AR AL 8907 1%
it HHL 52 W) X B0 65 P Y A B DR R U SRR B R L 4R
H—Fh ol — 2138 B9 L n] AR 2R S B AR . 42 i
PP AR IR A Xt B0 65 R A L R R R X L A P DAV 1)
FBAETT VR J2= T AHAR B 5T 9 07 o) Z —.

3) MR G — L S8 A 1Y 0 BT R R T
b HE 2T 1) PR 0 2R B K S M 2R B 22 i O vk
AW LR STl 8 AR S VAL O IS R AR ] A X
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PG 333X Sy A8 TR 5 A6 07 2 (i) SR 75 0 RIS JS X T AR
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Table A1 Corresponding Number of Model and Evaluation Index

® Al RERFERERIN RS
ETRE i) Al 45 b
1 CNN CA
2 GCN MR
3 DenseNet ACAC
4 ResNet ACTC
5 VGG ALD,
6 FP_ResNet ASS
7 YOLOv3 PSD
8 SSD300 NTE
9 Retina-Resnet50 RGB
10 AlexNet RIC
11 DenseNet cc
12 original DL model CAV
13 PGD-AT CRR/CSR
14 DeepDefense ccv
15 TRADES CcOS
16 Convex MCE
17 JPEG RMCE
18 RSE MFP
19 ADP MT5D
20 Inc-v3 SNS
21 Ens-AT ENI
22 ALP BD
23 FD BD2
24 JPEG CAR
25 Bit-Red NC
26 R&.P KMNC
27 RandMix NBC
28 SNAC
29 TKNC
30 TKNP
31 Clique Method Robustness Verification
39 Loss Sensitivity
33 Empirical Robustness
34 CLEVER
35 Wasserstein Distance
36 Pointwise Differential Training Privacy
37 Criterion

£ : 3% 4 7' RobustBench Fr & #8819 £ it id £, IR A — — 51 2%,
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Table A2 Integration Algorithm Details of CleverHans v4.0.0
% A2 CleverHans v4.0.0 £ & X A4

Wk ik iy A 53
Carlini & Wagner-1.2 Attack(CW) Resampling

Fast Gradient Sign Method(FGSM)
Hop Skip Jump Attack
Projected Gradient Descent(PGD)
Spatial Transformation Method
Sparse L1 Descent Attack
Virtual Adversarial Method
Fast Feature Adversaries
Saliency Map Method
Elastic Net Method
DeepFool
LBFGS
Multivariate Stochastic Approximation Using a Simultaneous Perturbation Gradient Approximation(SPSA)
Basic Iterative Method (BIM)
Madry Et Al Attack
Momentum Iterative Method(MIM)

Table A3 Integration Algorithm Details of Foolbox v3.0.0
% A3 Foolbox v3.0.0 £ Bk A

UG TERES DIEERES

L2 Contrast Reduction Attack
Virtual Adversarial Attack
DDN Attack
Projected Gradient Descent Attack(L2/Linf)
Basic Iterative Attack(L2/Linf)
Fast Gradient Attack(L2/Linf)
L2 Additive Gaussian Noise Attack
L2 Additive Uniform Noise Attack
L2 Clipping Aware Additive Gaussian Noise Attack
L2 Clipping Aware Additive Uniform Noise Attack
Linf Additive Uniform Noise Attack
L2 Repeated Additive Gaussian Noise Attack
L2 Repeated Additive Uniform Noise Attack
L2 Clipping Aware Repeated Additive Gaussian Noise Attack
1.2 Clipping Aware Repeated Additive Uniform Noise Attack
Linf Repeated Additive Uniform Noise Attack
Inversion Attack
Binary Search Contrast Reduction Attack
Linear Search Contrast Reduction Attack
Hop Skip Jump Attack
L2 Carlini Wagner Attack
Newton Fool Attack
EAD Attack
Gaussian Blur Attack

DeepFool Attack(L2/Linf)
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Wik ik

DIEiCEER7S

Salt and Pepper Noise Attack
Linear Search Blended Uniform Noise Attack
Binarization Refinement Attack
Dataset Attack
Boundary Attack
Brendel Bethge Attack(L0/1.1/1.2)
Linfinity Brendel Bethge Attack
FMN Attack(L0/L1/L2/Linf)
Pointwise Attack
FGM
FGSM
PGD(L2/Linf)

Table A4 Integration Algorithm Details of ART
F A4 ART &R E XA

Wik ik

DIE K7

Adversarial Patch
Auto Attack
Auto Projected Gradient Descent (Auto-PGD)
Boundary Attack/Decision-Based Attack
Brendel and Bethge Attack
Carlini and Wagner Attack(1.0/L2/Linf/ASR)
Decision Tree Attack
DeepFool
DPatch
Robust DPatch
Elastic Net Attack
Fast Gradient Method (FGM)
Feature Adversaries
Frame Saliency Attack
Geometric Decision Based Attack
High Confidence Low Uncertainty Attack
Hop Skip Jump Attack
Imperceptible ASR Attack
Basic Iterative Method (BIM)
Projected Gradient Descent (PGD)
Laser Attack
LowProFool
NewtonFool
Malware Gradient Descent
Over The Air Flickering Attack
Pixel Attack
Threshold Attack
Jacobian Saliency Map Attack (JSMA)
Shadow Attack

InverseGAN
DefenseGAN
Video Compression
Resampling
Thermometer Encoding
MP3 Compression
Total Variance Minimization
PixelDefend
Gaussian Data Augmentation
Feature Squeezing
Spatial Smoothing
JPEG Compression
Label Smoothing
Virtual Adversarial Training
Reverse Sigmoid
Random Noise
Class Labels
High Confidence
Rounding
General Adversarial Training
Madry’s Protocol
Fast is Better Than Free
Defensive Distillation
Neural Cleanse
Basic Detector Based on Inputs
Detector Trained on the Activations of a Specific Layer
Detector Based on Fast Generalized Subset Scan
Detection Based on Activations Analysis

Detection Based on Data Provenance
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5k A4

U TR

s 80 5 1

Shape Shifter Attack
Simple Black-box Adversarial Attack
Spatial Transformations Attack
Square Attack
Targeted Universal Perturbation Attack
Universal Perturbation Attack
Virtual Adversarial Method

Wasserstein Attack

Zeroth-Order Optimization (ZOO) Attack

Detection Based on Spectral Signatures

Table AS

Integration Algorithm Details of DEEPSEC

% A5 DEEPSEC £ & ERH

UG T RES

DIECKER7S

Fast Gradient Sign Method (FGSM)
Random Perturbation with FGSM (R+FGSM)
Basic Iterative Method (BIM)

Projected LoGradient Descent Attack (PGD)
Un-targeted Momentum Iterative FGSM (U-MI-FGSM)
DeepFool (DF)

Universal Adversarial Perturbation Attack (UAP)
OptMargin (OM)

Least Likely Class Attack (LLC)

Random Perturbation with LLC (R+LLC)
Iterative LLC Attack (ILLC)

Targeted Momentum Iterative FGSM (T-MI-FGSM)
Box-constrained L-BFGS Attack (BLB)
Jacobian-based Saliency Map Attack (JSMA)
Carlini and Wagner’s Attack (CW)
Elastic-Net Attacks to DNNs (EAD)

Naive Adversarial Training(NAT)
Ensemble Adversarial Training(EAT)
PGD-based Adversarial Training(PAT)

Defensive Distillation(DD)

Input Gradient Regularization(IGR)
Ensemble Input Transformation(EIT)
Random Transformations Based Defense(RT)
Pixel Defense(PD)
Thermometer Encoding Defense( TE)
Region-based Classification(RC)

Local Intrinsic Dimensionality Based Detector(LID)
Feature Squeezing Detector(FS)

MagNet Detector(MagNet)

Table A6

Integration Algorithm Details of AdverTorch

& A6 AdverTorch £ & LAY

Yok Bk

s 0 5 v

Gradient Attack
Gradient Sign Attack
Fast Feature Attack

L2 Basic Iterative Attack
Linf Basic Iterative Attack
PGD Attack

Linf PGD Attack

L2 PGD Attack

L1 PGD Attack

Sparse 1.1 Descent Attack
Momentum Iterative Attack

Linf Momentum Iterative Attack

Conv Smoothing 2D
Average Smoothing 2D
Gaussian Smoothing 2D
Median Smoothing 2D

JPEG Filter
Bit Squeezing

Binary Filter
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Wk 5k DIECR7S
L2 Momentum Iterative Attack
Carlini Wagner 1.2 Attack
Elastic Net L1 Attack
DDN L2 Attack
LBFGS Attack
Single Pixel Attack
Local Search Attack
Spatial Transform Attack
Jacobian Saliency Map Attack
Table A7 Integration Algorithm Details of Ares
R AT Ares EREEPAN
Wk Bk s 8 5 1%
FGSM RST
BIM TRADES
PGD FS-AT
CW Pre-Training
DeepFool AT-HE
MIM Robust Overfitting
DIM FastAT
TIM AWP
SI-NI-FGSM HYDRA
VIM Label Smoothing
SGM
CDA
AutoAttack
Boundary
SPSA
Evolutionary
NES
Nattack
TTA
Table A8 Integration Algorithm Details of AdvBox
R A8 AdvBox £ E LA
Bl F ok Bk
L-BFGS Feature Squeezing
FGSM Spatial Smoothing
BIM Label Smoothing
ILCM Gaussian Augmentation

MI-FGSM
JSMA
DeepFool
Ccw
Single Pixel Attack

Local Search Attack

Adversarial Training

Thermometer Encoding
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Table A9 Integration Algorithm Details of DeepRobust
#& A9 DeepRobust £ i & i% B 70

UG RN DIEEERES
NATTACK FGSM Training
C&W Fast(an Improved Version of FGSM Training)
DeepFool PGD Training
FGSM YOPO(an Improved Version of PGD Training)
LBFGS TRADES
Onepixel Thermometer Encoding
PGD LID-based Adversarial Classifier
BPDA Base Defense
Universal AdvTraining(Graph)
YOPOPGD GCN Module(Graph)
FGA(Graph) GCN_preprocess Module(Graph)
RL-S2V(Graph) PGD Module(Graph)
Nettack(Graph) Prognn Module(Graph)
1G-Attack(Graph) R_GCN Module(Graph)
RND(Graph)

Metattack(Graph)
PGD(Graph)
Min-Max(Graph)
DICE(Graph)

Table A10 Integration Algorithm Details of AlSafety

%= A10 AlSafety &£ &5 BA 40

Wik 5k

s 0 5

Basic Iterative Method(BIM)
Boundary Attack(BA)
Box-constrained L-BFGS Attack(BLB)
Carlini & Wagner-L2 Attack(CW)
Corrupt
Deepfool
Elastic-Net Attacks to DNNs(EAD)
Fast Gradient Sign Method(FGSM)
Iterative Least Likely Class Attack(ILLC)
Jacobian-based Saliency Map Attack(JSM)
Least-Likely-Class Iterative Methods(LLC)

Multivariate Stochastic Approximation Using a Simultaneous

Perturbation Gradient Approximation(SPSA)
Nature Evolutionary Strategies(NES)
OPTMARGIN Attack(OM)
Projected Gradient Descent(PGD)
RAND-FGSM (R-FGSM)

Random Least Likely Class Attack(RLLC)

Universal Adversarial Perturbation Attack(UAP)

Utargeted Momentum Iterative Fast Gradient Sign Method(UMI-FGSM)

Zeroth Order Optimization Based Black-box(ZOO)

Ensemble Adversarial Training(EAT)
New Adversarial Training (NAT)
Original Adversarial Training (OAT)
PGD Adversarial Training(PAT)
RAND




