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Abstract Artificial intelligence has been widely used in network intrusion detection systems. Due to
the concept drift of traffic samples, the models used for malicious traffic identification must be
updated frequently to adapt to new feature distributions. The effectiveness of the updated model
depends on the quality of the new training samples, so it is essential to prevent data contamination.
However, contamination filtering of traffic samples still relies on expert experience, which leads to
the problems such as the immense workload of sample screening, unstable model accuracy, and
vulnerability to poisoning attacks during the model update. Existing works cannot achieve
contamination filtering or model repair while maintaining model performance. We design a general
model update method for intelligent network intrusion detection systems to solve the above problems.
In this paper., we first design the EdgeGAN algorithm to make the generative adversarial network fit
the model edge example distribution through fuzzing. Then a subset of contaminated examples is
identified by examining the MSE values of the new training samples and the original model and
checking the F; scores of the updated model on the old edge examples. The influence of poisoned
examples is suppressed by letting the model learn malicious edge examples, and the model is
guaranteed to recover quickly after poisoning. Finally, the effectiveness of the update method on
contamination filtering and model restoration is verified by experimental testing on 5 typical intelligent
network intrusion detection systems. Compared with the state-of-the-art methods, the new method
improves the detection rate of poisoned examples by 12.50% and the restoration effect of poisoned
models by 6.38%. The method is applicable to protect the update process of any common intelligent
network intrusion detection systems, which can reduce the manual sample screening work, effectively
reduce the cost of poison detection and model repair, and provide guarantees for model performance

and robustness. The new method can also protect similar intelligent threat detection models.
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Fig. 1 Data contamination in intelligent network intrusion detection system
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Table 3 Comparison of Typical Contaminated Examples Defense Techniques for Intelligent NIDS
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Fig. 2 Change in the classification edge of the
poisoning model

K2 hERRR LA

ATV T i G AR A il B 1 DA PR 3 i A
ROy 2ih SR ARG Bl e TAEC &0t T e 4F
(ORI NI DO = 2 N e B U B D & A &R A R DA
BOCER G IFUE W T XF B R A AL TR R 43 2 30 B
P I, FRAT BT T — T DA A i A
FEAY S5, 1 S RN T BE AR ) sk 4 AR
(Al Fuzzing) T A B 45 R U5 9 RE A, HAFAE T
LS 4 o s SR R EdgeGAN B3k A B AL T 45
Ry 0 BRI Y X BURE A B HAFAE TR E =S
6] e b AR I 42t S 3 EdgeGAN 8 30 51 %5 7] LA 4
INHGREARIY RN IR EdgeGAN Wit S R A
R 275 31 1) 8 R 20 AR AR A T 28 3 B R
AFEFNIL B 5 2 30 B0 5 0 A i 4 EdgeGAN
8 F ) i 5 A R X T 0 AR RS A3 A LA A A B
| UBES 3N

EdgeGAN H kg5t & 3 Fr s .38 i 1% A8 25
FIURN 2S5 A A AR RS B 1T A R T A R 4y 2
(R B AR A 5 BR e 2l 1] o 2 AR, JhE B A=
i) S LG IR H AR A

rr}in rrz)ax V(D.,G) :Enﬁpxhum [log D (xg) ]+

E opi oo Llog(d=D(G(x 420 ] (D
H,x, €T fMx, €F,T,F 5l hHR R IE
W R FEARRFME M SRR S s pa, (i) N x BIHER
AP, o (x0sz) H x, MR 2 BSR4
3G (x,+z2) WA PUEEAR.

EdgeGAN A4 li#% G FIHC A LG FEA 4T
Y 2, 2 H AR & A 15 30 AR 43 A AR 3 09 X SRR
A H g D WSO T X 3 G A R E A G
FEAE PR AR

Lo=E ~, ,[logD )]+
E o p orego [log(1=D(GGx 2D ], (2)



pUINE =S SRR 3 ENEN AT E PN c2 ol EX8 €T EE 5K WaR/S 2353

| Al Fuzzing BHENIDS
(R |
FEA

T
B

EdgeGAN

BULE TE S

I
I
I
I
I
I
|
I
! HLEh )
! T 1e)
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Fig. 6 Detection and repair capabilities for poisoning attack on DNN-NIDS
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Fig. 7 Detection and repair capabilities for poisoning attack on RNN-NIDS
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Fig. 10 Detection and repair capabilities for poisoning attack on GRU-NIDS
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Fig. 11 Comparison of recognition ability of different methods for label flipping attack
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