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Abstract In recent years, Internet of things (IoT) security incidents have occurred frequently. As an
important security mechanism, IoT access control plays an important role. However, the existing
Internet access control policies cannot be directly applied to the IoT scenarios because of the
differences between IoT and Internet. At present, the IoT access control schemes have not paid
attention to the security issues. Once the IoT access control is broken, it will cause serious
consequences such as privacy data leakage and authority abuse. Thus, it is urgent to comprehensively
study the security issues and solutions for access control of IoT. According to the complex
architecture, the variety of devices, low storage and computing performance of IoT, the protection
surface and trust relationship in IoT access control is combed, the trust chain is built and the risk
transmission law in the trust chain is discussed. Around the protection surface and trust chain, we
summarize the existing access control attack surface from the perception layer, network layer, and
application layer, and analyze the existing security risks. In view of these security risks, we present
the necessary access control security demand., including mechanism improvement, attack surface
answer, multilevel authentication and authorization, and the combination with specific scenarios.
Based on the requirements, the existing security solutions and targeted access control framework are
summarized. Finally, we discuss the challenges faced in IoT access control and point out the future
research direction that consists of an in-depth study on access control of the cloud platform of IoT,

IoT cloud docking standardization, and the introduction of zero trust concept.

Key words Internet of things (IoT); access control; security; trust chain; attack surface

H E ARFRYBEMNEALAEHME  UERNGRAENEAETEEZN AL BEERRRETNER 2
MBERM S EBENELEESEF AFAEDAEZERGRAES DA BER GRS FTEHFRAETAL

Wis B :2022-06-11; 16 E B #:2022-08-12

E TR - E B B 7 AF QHT 2 2 22 (2019163) 5 H [ k22 e MM 1 & B £ L T H (XDC02040100) 5 H [ B 2 5% 199 265 3 £ AR 0 a5 52
B FE I H ;W 2% B P BRI A SR = 5
This work was supported by the Youth Innovation Promotion Association CAS (2019163), the Strategic Priority Research
Program of Chinese Academy of Sciences (XDC02040100), the Project of CAS Key Laboratory of Network Assessment
Technology, and the Project of Beijing Key Laboratory of Network Security and Protection Technology.

BIE1EE .19 = (fengyun@iie.ac.cn)



X125 B A5 - I I ) s i) 28 4 1 2 i 2191

Py E L B AR - EAR AT AR R R A AR ERE RRBERAFEEER. RE YK
WigF R ZelP A By ERTEECMALEDERNRBUEL L XE&ESHLEMS 4 F
BAKAAFE  RETHEMGRREHNFORPEREEX R RAEELE, FBE T 2L FHRIGE
HENEBARRY OFRGEE KB E MEE BRAESNGERTIAANGRENLED.>NT #
EWEARE AN ET EAGFRREANZTERER, QENA TE LT Ed@, % RINE
5B EEERIRT ATRIAIANABRELE TAANZARBET EFRAARGTRHERNER. RE
W T WM T IR R PRI BGE G, BE T RAFRDERN =-F 55 P IEH R = 3347
B FINRGEEE IMIRRGFAR S .

EgiE WM RER AN EEeE S FE
REZESES TP391

Y1k M (Internet of things, IoT)#JE F 20 it
22 90 AEAROR M, ) i ME & 2 v — B TR AR
Al (radio frequency identification, RFID) & 4t , LA
SCELE REAL Y REID 45 B BH 25 ) 45 BE AR 1 &k &
Pk I 2 28 D\ Fe W 1 TLAS B 4 HAH % 45 1 /) Y
ORI T NS W5 Y Z 6] 2 2% T e R ) K
25 BT A RFRATT Y AR b I A 2 B A
AL, I RE R OC R RE IR AR R RE TR VEBER
KT8 MR B BT SC 38 | 008 A 4 A UL AE 2021
AR LCRBRI BB TR T 2200 188 T 1580 12
Fou S Z B TR L R (E G AT AR A
SriE AR HE ToT Analyties B T, “ 8] 2022 4F 4>
BRI P I 3 25 BRI B 145 {2 B ZE I
Pl A R Y T I R TR I ) 22 4 R) A H 4
W R PE Gartner 7E 2020 £ 1 A i GitT . A K
20 Y0 By L AR HILAE 52 31 3o T W 05 0 1) e oL 46 K
T 53 14 28 ZURIBIL R 5 5 A8 0 106 090 g XU 22 R

YIRS ARG T ) HER L IR A B IE A
At 2 A 7 AR R 5 7 T T T i o 22 B 22 A Y 2
A2 U — J7 T, I I R 3 1 R A E R Y I A £
i o I HL 32 SR 7 IR I 118 28 I | X 2% L s i 22 (]
T4 4R T B AL IR 1 2% 6 T L 1S I 1 AR T X
W s 53— D7 THD, W) 0K 090 L 45 1 — Y 4 )RR AR AL
PR, — BBt #5118 38 01 92t 2L sl i R 8 0 2R
R TE A AR 7 A I A O™ E RS

AR R A T Z2 BRI OC 19 Bk = 1 1
MR ARG Polo 8% &k LHAT B IR Ik RAAFAEL
AU ot A AT AR O BB A B AR
TR R N B AR B — 2 B T I B W B
VA 042 A ) 2 25 5 ) A AT] 09 2 Al 22 42, 2017
AR B A A A 20 U A 2 B B A
T8 2 A i o Yot ) 5 2 22 42 s R T DL A5 3

P& TCIE IR H TAED 3k 6 %2 4 gl Wy AN AN W] LA 52 i )
K O 15 #5114 (5 FH 25, 38 T LA e 4 i s 2 4 B ) 12
2ok vy Hofth H A5, e fn 2016 4R & B9 Mirai {8 7
A 2 368 3k ) FH A B0 D) 35 & 16 AT T RRIAE 14 43 A XA
o Jig 55 oot I (1 28 4 DRI S A Bk R e v
1 L Bk AR 20 2R B T % i 3 S 28 A f L, IR I
K 25 NATT A4 A 308 i SR Wl A I A ) 5 DU a5 4 B )
T ) B B i L R IR 0 T R Y 2 4 A Y
W AR 2 s B 7™ T 014 T P IR o 20 o e ) T )
FEBHE L BE IR BB Sy T 2 A E Y 4R T B
BRI R B 42 T 45 U [ 4 i 1) 2 4

AR SR TR A B T A D T 2 M I Y 13
AN ZUR AR (SR R 4 B R R R
Vi ) 4 i 2 S AL 6 B 1Y) & A ML e s
2 AR (4 F2 40T LT 1) AT 2 28 B0 % 1L Sk AR IE
B 08 R 32 A 28 B A 5 IR A8 o, O L AR
A AT RLIE F U ) B R U )45 A R AR B K
S AR T 4 s R B S R —
A8 3 B Ui Il 3 AL o] DL {5 U8B R S — A
A R BB L DA RH Lk A A vk b 52 BB A8 e (R FE B
TP P 1 D) 5358, AH DG A 5 T 2 3l B AR AT SR AN 18 5
WA 25 A L I I A R I A AR A L v
KB N B = — RPN U S S
IR TV ARG G2 0 B 1 FH 1 7 Tm) 458 i — A
B A P R YOG R IR R AE AN [R] Y 3
T AN [ A U7 [ 4 1 SR BRI R S 4 SR R Lo
S PEAT IR L A RE AT 5 1 T 3K I T 4 o A
U A pER,

H AT O 2047 2 35 50 B ) 22 4 k) e o) 5
RER Jm b scrp e kT B BRAE R G K 4
PE ST I Y TAESEAT T &R MR A T AR
ST W I I g 0] 45 1] 0 28 4 M R AT 2R G M B



2192

ENFR S &R 2022, 59(10)

ST IR T 7 1) 42 ) 22 4 1 Y R R S, AR SR I
10 4F [ 45 15 45 L 22 4 400 U R T 4% 2 8 38 ) 45 ok
PRETRE SCA ST BEAT 1 1 2 A 5 A B, A B T 1)
V7 42 1 ) XU IS g 5583 AT, VAL A ) R ) T8 ok T, DA T
Pt RAT B2 A EOR BB A TAERE R Ol 5 22
HE— 2B BB TR W7 0] AR SCH) 2 B 5THRE 25 3 4>
5

D oA 7O 3 A J= U Ta] 8 8o O 1 5 45
FEICAR AR I T Wy i I 1 [) 45 1 15 AT B B8 A, 1Rl 28
3 AR UOTHEE A A5 AL HE 1 R By KUK A% 3 . 8 AT I 2
457 BUA W IR U5 1) 2 11 1) 42 4 T S L A W K
WA [6) /2 S8 4 v e A 17 22 2 R % o 114 )
EOE

2) AW BEE T AR JZ U4 A T g X AN TR Y
U7 1) 48 1 22 4 [ REURI X i D 0k 14 A ke O 58 DL e I AT
2 Ve 2R

3) T A W WF SRS  Sr BT T W I8k I ) 4
il 22 2 PRI ST 9 B S BILIE L I 45 T R SR Y BIF 5
Ji ).

1 HRE=

AT SRR S R AT T S 5 R AL KR AT A
23 W0 0 K ) B 17 I 7 ) 0 S ) A DG MR O 4
— B XK ) 52 % 2 SR Y A5 AT R HE L N
T AR 2 4 ) B HK IR0 7 1] 42 il i 3
L1 0Bk P B A &0 3R

BeAr 2 E . = 5 AT App Z 1] A
HAR IR T IR 8 A R L 24 R S K
R ) 28 GE A9 1A 28 2R 23 O ORI L W 45 0= LT 2
3 AN Z YR IR X IO 4 R Ay 0k 0 A% 2R R, L
FE BT LML SR ) 45 22 B SR G 1L kAR L
LA BTN AR 42 Wy B B A a5 0 4% )2 X Y
e A AR PP T BT AR SR Z RN TR 2 A A%
B0l s LT JZ XL 25 F 5 FS T App H Y #% 28 45
AR 5 o A 2 TP 5 KT Y 4 11 B o B A
BT DL RO BE DS B 190 b 55 Y 4 2 i SR A Y
A Jo RIS B e a0 2% P AR A T B
B App X 3 Kk, MU ik k&2
b =655 F 6 Z 0L e RE6S K 21745
AL A AT H AP AR 1B R L R S B s L o
i P R P A e — A TR 0 R 5 T LK
C BBl Can A% 26 a8 $ i) 1% 36 245 P App Bl
£ IR R P sl 0 K R ) 42 il 3 o T LUAE B =

T AR sl W A O I N A T AR SC
HEEEXT 4 A7 B A ] 3 55 X W B I B i AT
TR AR T RS DL BUAR 1Y 3 S AU A X i
A7 B9 75 %8, BRSE v [ A 1 FH 37 5% TT AR S B 58 2
[Fi] F) e ol 7 52

D) A A

M P AR App 5 6 6 M A B, App
ik S aPEEVIEG IR ERBSLES S
AR ek By LR LA S DRl OE Y K
A BRI T A R A5 B A (0 5 KA R T Ak 4R A
2) A&
WA 2 6 2Z 18] 1 50 o i M5 3 A8 8 B
RIREE 5 5 2 i 43 W 3K 4 B R R A S L P AT I
App I B WA RN, = u s B A7 09 o ik % -
s Ak G .

3) A b AR A

AN 1l A5 ] B — R T30 37 38 15 P I Bl ) 4k
W38 A5 AR X T DL =l 5 o A, T A B TE
o6 LT AR U A Bl A R A A R
P 0 B A AEAE G B0 T, 3 2 3 7 4 o 14
1) —Ffr ] 1.

4) A Bk g TR 4R 5 A

At mfEmEfl s EiEEsTE LaSE R’
J¥ o 30 3 ik g ik e AR AT O A Y R R A B 28
TICEE AT X AME R FTHZEH K ECm
By s = a.
1.2 i e) 45 ) B Al A0 IR

Dy 7 958 il J2 — ol Ao %k 5% 95 B 7 (R L AR HRCRR
VESEAT B 56 UE A B2 B B, i 9 IR R 8 E & 7A
Rl PN PH A2 BR AT A B R, S 447 W 25 42 4 8K
Qe AN I 121

U7 I 458 1) I 2 P AR A0 5 W Xof 2 R 1A 7 AN [) A BR
Vilal ot 72, FEARE HORE R FR KK AE,
FERLLL T 5 s

IDNESEY e X0 =Y i3 AN - N R N TTE NN
HEFR B A S BA e 5 U R & AR 8 1 By SE AR, 32
PRTT LUTE 2R 48t AT 34 76 % K 22 0] 4% 3 17 B 50
HIEWR RGO,

2) BIRFIEIER G DT LAY AR R
B BAESUIE 0T B PSS R A A AR
T PUATHE A SR A.

3) AIE.IAESE 48 U7 0] 428 i % (% R 17 &
Dy B TA R 2k A, DT A £ 32 AR EL A H i oKk i ALRR.

) TR PR TR 52T H A F AR B9 0 1y



X =T 25 Tk 1 1 i 4% o 22 V£ A

2193

(1) A BR ey ok AR 5 A ) 2 R A A AT X R U
FrWRse A (32 5 PATEE).

5) M. O WG S R XS &R U ) i B 0] 4
B HE T AR B AR AT LSS 32V MR T S AR
AT R s LA B AR F2 1A 1) 2% A1 2 o SR i A 0 11 2
— FNEAAT g, $2 T 2 A 0T A ] Fofp 2 R 1) 1 [ AL
B 33k Fofr A R 122 49 IR A 7 KLU £ o

A R VT R4 R IE R 2 AL R A fE
i TE AR A BBl Y 17 ) 24K, R 28 42 ALY 2 14 28 1k U5
5] 25 4K, BB 5 A1 4 b By 1 B A 15 5L 04 itk &8 R A FR 1Y
.

ViR R S ZE M. DR T £
e S 7Y (% 7 o] 2 A A0 L AL 45 B 3 U7 ) 45 1 (dis-
cretionary access control, DAC)M™ |5 37 ] 45 i
(mandatory access control, MAC)™  J: T/ (B Y
i Ial 45 4] (role-based access control, RBAC)H® 3t
TJE M 1 v 18] #% il Cattributed based access control,
ABAOM Tl B i 59 1 1) 48 16l Cusage control .
UCON)M*  FF #LHE (14 1 ] 4% il (capability-based
access control, CapBAC)""1 4.

D B E Uil 3 3 U7 6 e 200 BAR
H B BAL, TR AT DL 5E Rl &R I Al LA 2 e
S 1B XoF B AR 1 5 ) A B B8 4 7 T AR 452 3 HE Al
SRR )4 i O R R A B A 1T B T
Bl WA BR HE AT A5 B 7 T D K LA % 4 A B R
e LLSE I 0 0 10 3h 2 B R | AT SRR R SRR

2) sl 7 IR 5 ) s o) 7 PR) 5 A RO AR 2
F 8 i ) FE A I A U7 ) 4 1 SR W R S8 AR
AT T AR & AR iR EIRFE AR AN REGE H A7 k22
H & 12 briR, HAE o R g0 808 35 s il 4 e AR
I 22 A bR PR PR E T A 2 A B U7 R VF T A BT 2
FHAEAE R 525045 20 PR E £ 8 14 B35 1 e e k.

3) T Y Uy )45 L T A 6 R 7 IR 45
0 A% REUAEL K D5 1) AR 5 £ €8 AH DG BB 3 20 K A
FRAFBC 20 F €8, A0 P R 3 > 0 A €, DT (6 747
FH P75 35X S 0 i AL RR AR 8 P 19 A ke P
X R B 7 R AR 3 oy ] 458 o O SAE v & K
140 B W 1B 9 PR ISE 2 A A A (98 A TR) AL [R] I
ME LA F 40 3K 000 v 240 0 B 22 22 R 8 7 T 45 7T 75 0K

A) FE TR P Y U7 1) 45 1) TR P A 7 IR) 45 o)
A% O SRR R AR R T A J R 4 T U R ACRR 24K
N PR 2 38 2ok 5 R AR AR OC 1Y R P AT 1R S
JR T ) 47 3R I AR A A 54 1 45 3 AH N Y 15 T)
FBIR 33k Aofr 5 1) 42 ) 5 =2 ph 3 G P AR D5 1) 0 A o

ANTT LSO | TE Tl I I 4 A M B A ek
R o o T) BsF i 15 8 0L T 1, 2 184 o 5 s B
1 T AR R 2Rk

5) T 4% il 0 7 n) 4 o R T 0 A 4 o
Ui ) 42 1 0 A% JELAELSE: J 1k T A R R A A, 2
A 7 ) 45 SR I S #2400 R A A IR RN & AR 1Y 2
4 @ Pk LA DR S A5 SR U ) L 3 b R A Rk B
APy ) R FE VT R R, — B R R e F R
B4 @ M R A AR B ASCH R 7 b AR R A B
YRRk S ).

6) L FAURE Ay U ) 4 . 3 T BLAE 1 1 ] 42 11
1A% O S AU ARl A R (4 LA ML) BT HL P M
Xt o 1) 7 T) AR 5 — i A 4 A7 % 5 48 9% 3 1 1 )
R o 22 Ge A S VR BRI A 3 % 3 26 B 5 i 7 ) L 45
g4 S N 1 T N S N B g e v [ '
B3 3 Z2 FEML 432 7 ot 32 04, [ i S 65 3 1R el s
HPr 82T AL AE . X i 15 CapBAC H A7 434 2 4
R E SR A

Bl 25 VT I  H D) 56 T R R I 5 1 N
I 51 KT R R AS W A4 B a1 B XU e JHL 2 T
Xof A2 5% 22 78 B D R I A B L A% e 1 7 i) 45 T AR A Y
UG PERNY” RN I X LS IO AR P B S
7 Al TR (1 ) B D B85 [ b ) T 4 T R s LA
JO7 X 5k X e () 42 ol 2 5 0 G 28 R 2R A R
1.3 #EEW i 1832

9y K0k 09 7 [ 42 i) BI04 EOK 0 4 55T 1) s ) 4 i
AR HFPRBE GRS P 2 sty 22 18] 5% 95 8 2K 5 AR
P11 B A LR A T LI I T s o L X
MELELLET 4 5

D) T35 A e 1 A [R). 4 B ) o A7 AE K A Y
HRBEPRAZ A B REF R AR
3B B BOR AT L M D2 8 B 0 4 4 ST A
() 22 4 i1 S A DRI B ok el 3 0 EE S B A

2) KRR AL i T 5 & i M AR R AIK, 1 1
W o s B PR AR EE =7 ok Sl R TE
K, oS I rp e Ak 4 D ) 4 i 2R A [
X Do g OB 1 A% B RN S BB IR L R T
DA % 5% T

3) 3 A5 P BUAS 6] 76 B 5K W, A 4 15 Bl
FEOINEE K T A 3 D v pl TR R R A I AE AR, JC
15 PR USCTE i FH S DR 0 G 2k 30 1 P IS0 4 4 P T
LA N 15 A 1 S A T e R TR A B Y
TR AE B R By 1, L H 3 SR Ry A AR
{18 380 175 B0 IS0 fm 5 K 1T 0 Bk ) R o 1 A



2194

ENFR S &R 2022, 59(10)

A REATRENR, GIATIRZ LAl
VTR A 14 3 £ PR L

4) b 55 S A () LI 3 [ 4 ) 69l 55 3 5
T B A R B IR A U ) T I R B 55 o
CiVIEZE2IANCE7/EL I )17 R PSRN SN
BT Tl 5 i A5 A [ 4 5 b A o R i L LR 2R
Fay 22 A SRARAT i DX 1) o 7 2 LA ) LR A A

PRI, 9y 3% 1 5 1 42 ) 5 R R 15 T 4 o)A R
FATR]. FLSEHE 5 v e A B 2 4 U BB AR R R R —
AWK I SEAAR (B = 55D 1Y 22 A B i & L (LG 3
HURT LI o 4y 1B O K30 A 3 3 HC A S A T ) TR
PO B A S 0 i i e 2 R 2 ) A £ AR O R,
S ) 42 1 45 AT 6

WE 1 s A7 App.mF B BRE A 45 H
M7 U5 R R R X T = & m o G AR Ui A
P B LA T AR U IR ] AR = B
TR A AU P BEAT UOUE , 74 A T 25 R
#wAH P RBANEA BV G 1858 52 15 25
UEF P AR A AT R B4 6F T P Apps App fE
R TR B AR B4 T 2 B AR U TR 4 ] 20K
App i B H S RE = 5 B9 B, B 1k AP I
s M TR & E N E IR = F B MM App 1
N ER S BN = G AT AR X B T App.
=V B s Z E i [ ST D R A R
B — A AR B A5 A5G A 7 A ) 4 £ AT

ATE =¥a w
et {1

D il < CE
o D@

77 App

B

Fig. 1 Trust chain of IoT access control
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Fig. 2 Research on security of IoT access control
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Table 1 Perception Layer Access Control Attack Surface
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