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Abstract With the gradual acceleration of the global digitalization process, data has now become an
important factor of production in society. The flow of data has created infinite value for the society,
but it also has huge hidden privacy risks. With the introduction of the EU General Data Protection
Regulation (GDPR), personal data security has become a sensitive topic in the era of big data, and it
has been paid more and more attention by researchers. Firstly, we review the development of data
privacy security, introduce the EU General Data Protection Regulation (GDPR) and analyze its
applications and influences. Secondly, we summarize the domestical and abroad related research
literatures in recent years. We divide the GDPR compliance into three aspects: GDPR violation
analysis, privacy policy analysis and GDPR model framework, and analyze the research status of these

three aspects. We analyze the data technology based on GDPR, and discuss the application of GDPR in
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specific fields such as blockchain and Internet of Things respectively. Finally, according to the
limitations of the existing research work, we summarize the main challenges and opportunities of data
privacy security research based on GDPR, and put forward some inspirations for data privacy

protection in China.

Key words data privacy protection; General Data Protection Regulation (GDPR); privacy policy;

compliance; cross border data flow; data protection impact assessment
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Fig. 1 Literature number of data privacy security
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Table 5 Comparison of Compliance Methods Based on the GDPR Model Framework
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Fig. 7 The development of GDPR compliance testing
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