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Abstract As the software gets more and more complicated, the intricate reference relationship and the interlaced life
cycle of numerous data objects are confusing, which makes them prone to program errors and incurs vulnerabilities.
Fuzzing is a general vulnerability discovery technique. However, the state-of-the-art fuzzing techniques focus on the
full coverage of functionality testing but not the heap-based memory status in the running. It suffers from heap-based
memory state information loss to distinguish execution with potential heap-based memory errors and often strays into
unrelated paths. In this paper, we propose a heap-behavior diversity-guided fuzzing solution named HeapAFL. It uses
static analysis to obtain the control flow and data flow information of heap-behavior to guide fuzzing to generate test
cases that trigger more complex heap behaviors. The fuzzing process is guided by basic heap-behavior information so
that our method is general and does not require domain knowledge. We test HeapAFL on a dataset of 6 real-world
programs and compare it with 6 state-of-the-art fuzzers with a CPU running for 4 032 hours. The results show that
HeapAFL is a suitable method for heap-based memory vulnerability discovery, and it performs better than related
works. It outperforms AFL, AFLFast, PathAFL, TortoiseFuzz, Angora, and Memlock in vulnerability findings
1.32 times, 1.39 times, 1.92 times, 1.56 times, 2.78 times, and 2.08 times, respectively. Moreover, we have found
25 heap-based vulnerabilities, including 19 known (i.e., 1day) and 6 unknown (i.e., Oday) vulnerabilities, and reported
them to CVE (common vulnerabilities and exposures). We have 2 CVE numbers assigned, with the others waiting for
confirmation.
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Fig. 1 Heap object operation behavior when program executing
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Table 1 Heap-Based Memory Error Types and Their
Details
F1 HRERAXPAFEEREBEREATER

Tl 57 RERE  HHRE CWEHEZ™  CVSS 4K
i 5 1R] 2 1 64.20
RGN URdREHRS T 11 7.15
LU AR =
U ELSUN RUEES T = 7 15.50
pEalivs peailivis 2 23 3.52
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TR B SR I 3 — P 00 U V) 25 4 R,
et R e AT R B IBCAY S WA 2 5 | S A 0 3
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Fig. 2 Workflow of greybox fuzzing
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B T AR AR i R R PR R, A
R B B AR AR ZS R R B S B AE B
Angora K {EACAS I F SCR IR % 3%, PathAFL i
% 1% 7 55 , TortoiseFuzz ¢ 1 & #f X 3 72 )7 S0 AT I 42
B w5 Memlock 3¢ N A7 TH AR BBURR Y N A7 454 pREKL,
FHTAZ 98 W7 N AATIH AR 2R T R AE, A b TAURS 40
1 X BER R 115 B S5 7 2O T8 PP AT B A HE Y
FERBRAEAR S BN T3 A IR, DT R 1 1 HE N AR R iR 28
T I ) 42 4 RE T
1.3 RO

AT H—/NE AR s B iR A B B AR A
PR R I At T B A 2 0 N AR R DR R T TR A AE
AN 2. AN 3 ARG BT 7, o 45 vh A7 A — A HE N A7 4
BRI, 2 TE U ) 45 48 14 51 3 b B A S5 48 A B
(1) BB 8 Bt *data $8 10) BOHE () B4 il 2 9 A7 iR 2
J 38 3 FH PR B A DR SE swiitch 45 4 BLIE A case #:1E
FEAFBIPAT. 2 P A BT L, BRI A 25 R 5
FPAIN LA GE R BB, AL 43 T A2 K 1 45 4 A
/IR HE N A7 25 TR FR 53 B0 A2 i A 5% ) 19 728 R HE I A7
25 [0 2 RN AE 43 BE , 1 25 /) 1 01 S5 2 T DA i g A
BOF R T AT case 73 SR R BRAE, G145 S 4E . A&
IV 3% 4 T 380 00 45 44 PR X 42 . 7 while 98 28 AS W7 4T

1 struct note{

2 intlen;
3 char* data;
4 }Note;

5 int id=0, NUM=100, count=0, select=0;
6 Note* listiNUM], t_note;

7 void add note() {

8 if(id<NUM) {

9 Note* n=malloc(sizeof(Note)) ;

10 n->len=Get _input();

11 if (n->len>0){

12 n->data=malloc(n->len);
13 list [id++]=n;

14 telse

15 printf("Invalid input!");
16}

17 }

18 void delete_note() {

19 int cur_id=Get_input();
20 if(list[cur_id]) {

21 free(list] cur_id)->data);
22 free(list] cur_id));
23}

24}

25 void edit_note() {

26 int cur_id=Get_input();

27t _note=list[cur_id];

28  Get input(*(t_note->data)); //error!
29 }

30 void check note(){

31 for(int i=0; i<id; i++)

32 if(list[i])

33 count++;

34 3

35 int main(){

36 while(True) {

37 select=Get_input ();

38 switch(select) {

39 case 1: add _note(); break;
40 case 2: delete_note(); break;
41 case 3: edit_note(); break;
42 case 4: check_note(); break;
43

44 }

45}

Fig. 3 Code lines of case example
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Fig. 4 Framework of HeapAFL
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switch (Input) |«

7

v
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¥

¥

case 1

call add_note ()

case 2
call delete_note ()

case 3
call edit_note ()

case 4

call check_note ()

r default

call malloc (size)

A4
add_note ()
-
call malloc (const)
-

Rl

return [«

v

return

Fig. 5 Partial control flow transition of case example
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(branch coverage) {5 & 19 J7 2. 7F A L &4/ A L
Ph R AL ZE (B) ID) AR R 1Y 8 b iHE AR, 18 Bi 2 i
A7 B B A5 4R T U 0 R R T R, T3 A A TR T ARORR
SO TR B B A 2 A, R R I AT R
$1, 2, 4~7, 8~15, 16~31, =+, 128~255 %54 by 8 42
S me 2, 1R P AT 19 4 AR 4 1l 3t 3 7 5 A
HEpkid stk AR bitmap .

RIF 2. J{AZ bitmap. K/ R 25 1Y 8 b B4 11504,
THEUE OR-AFTE LA ID S R 518 bitmap i 7% 18 H (78
AFL H1, K=16).

ARIE 3. M N AFERAE. HENAF S BCERAE, 4N, malloc
(size),calloc(size) ,realloc( size) % , T 7 A] #EAE (1) HE N
AEXF GBS, > HE 45 AR SRR Y 45 ) I B MERRE =
B size BUR B B I 32 B8 7 S A 52 m iF, ] DL T
00 HE N AE AR R A5 RO IR R T 2 M
AT RIRES.

o B4R B 0 R, A S R AR T Y AR T HE N AT
BEAE BR8-S 8 W B R A &

SCHE N A7 45 A R KR, (H CER 20 B AT AR T R 4
5 AR, AR SCAS A BEAR D RO A E SR
AN IR T T2 ) DN R A e
RiE 4. HEBRAVEAT N heapmap. K/ Ty 25 19 8 b %k
AT EA , T BUE PR A7 AR LUBRAE S5 size R TIH
heapmap IR AE H (K=16) . i A T E#S T8 B I {E 3%
R, BCE TR R TG AN, 2 B I R 9] A A
S22 W S A5 1 ) 47 o) O =80 B A R A T, AT LA
ﬁcf'ﬁﬁ_tﬁﬁr SR B R T
B S 5% 47 Ak S B 40 Y izn%“/ze 1R, A 30
TLLVM““ PR 53 B HE 22 53 A N PR I, 2 T 20 B
SERAMAEACHS B Bollc B S A5 2, 51 S RO Ik ik
TR BR T AFL (45 /uuljlﬁﬁ%%i1§ B ARG B
HE AR BRAEAS B BRI, A SCHT ] AFL 78 54> 5
APSAR (BT 1 14T ) AL IC 5730 B 3 BranchCov
(B 1T D)5 BRI LS, $75 A7 HE 4 A7 B4 eR 0 %
HEAEBUE opd (1 1 194T@) , IHRAEEAE R 5
WCSEHEERAEAT S BAEA heapmap(512: 1 HIAT®)).
Bk L RBHE B SRR
D mitialize( BranchCov, heapmap) ;
@ func CovFb(BranchCov, cur_loc, prev_loc)
AR B 5 S A/
BranchCov[cur_loc ® prev_loc] ++;
® func HeapFb( heapmap, cur_loc, prev_loc, opd)
PHERRAEAT N B ABE*/
heapmap|opd]++ ;
@ func Instrumentation( Func)
(® for each BB in each Func do
cur_loc = <CompileTime_Random>;
ML 1D/
Insert( CovFb( BranchCov, cur loc, prev_loc) );
© for each Ins in BB do
@ if IsHeapAllocFunc(Ins(opd) ) then
Insert( HeapFb( heapmap, opd) ) ;
end if
end for
prev_loc = cur_loc >> 1;
@ end for
4.2 MR
BT 4179 P 0 e A A A Y BOAR UG R
K AR I 3T 5 R R | A S A R | S
W A E AR AR I3 e A I AT — A
PEFEME 3, HeapAFL JE T 2 $E M A H Wi fh 7 — 48
AR S 7 e e AR ME R AR A v 0 0 el A1) 2= AR
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VEFRAS S IR TP I Rb T S BAT R SRR, A —
B A I 3 8], G o A R AR A s 3 49
PN ERINTE T 3%
RiIE 5. B HEAME A Prob. T - 1 48 I 32X (9 ABE 52,
W E N favored A A — 8 23 BRI, A 00 2L/
M a ML RAT. A SCIE = 0.01.
ARIE 6. RIHEEAET Jy. 20t 2 5 3L 4 1
A7 B S A B, T A0 8 PR T 2 5 5 e R4
P AR B BRI LIS, R MR AR BUH size 3261
SO, T PR B AT 2 3P 91 3 R
2 B 5 B At SRR
ARIE 7. P08 5. Q2R M A 519 R
£ 00, B e 4R VR B i B MR R UE 2R B 2
T3 S A L, DN B I AR 100%.
HEFRAEAT 51 5 00 R G RORYT I 155 1 S92 B A
WL 2 TR . A SCE R AFL-2.526" 14 422 0 450 153 31
LA, RIS 1 P i B4 E SR B AR R, B
R0 2 ) % i B 36 BranchCov R HE 2 4E 17 M 15 &
heapmap, F+9% T AFL [ Fh 1415 25 A48 57 5% s .
BE 2 MEARAEAT A | T 0 R G ORI 3k
WA ARHEE T P, WIIGF TS T
S e i i M A R 2 T TR A A B AR S
@D S 2
©) Queue — T;
(3 Repeat
for each ¢ in Queue do
if Prob, to select ¢ then
NumChildren «AssignEnergy(t) ;
end if
for i = 0—NumChildren do
Child, — Mutate(t) ; /*FFA5 7%/
status,time,BranchCov, heapmap«—Execute( P,
child) ; /*MRE AT */
if status == CRASHED then
S S U child, ; /* 5 5t FEGI IR AF*/
else Is_Interesting( BranchCov) then
Quene«—Queue U child, ; /*F T 1§ 77 */
HeapBehav«—Accumulation( heapmap) ;
/* 2/
if HeapBehav > global HeapBehav then

SNCRCRSRORSNC)

® 8 6 6

HeapBehav = global HeapBehav;

UpdateSeedProb( child,, Time, HeapBe-
hav, Prob,) ; *FF A B HEFF*/

end if

® 8

RN R S AR 2023, 60(7)
@  endif
@  end for
@ end for

@3 until F BT BN T.85 0 /*fuzzing fE L1k */

ot 7% S A — o e 1Y Je A ] ], H
fih % F2 7 BE R Wi 45 5 SEGV /I3 H 451 £ 77 3 B 1ot
FEGIAE A (BB 2 BAT@), 7 2R B A 7 55 i Ul A
B ERAERERD T AS A G (B 2 AT @); 25, 464
TP 8 BT HESAE1 T A HeapBehav, R 45 HeapBehav
85 2 Jm e K Rt U2 AE 170 global_HeapBehav 1]
LA, B B Y H A 09 AR, J) favored 5 &
(BB 217 0~0); &5, e # & N favored
AP F 24T 248 S (B 2 AT Q@@ ) . AR I 108 24
23— FLAAT L2 B a8 N TS 1k DK

5 SCIGTfL

% KL T LSRR Y A IR HEAT T T
20 1 S 5 M, EAG B AR R R 5 HeapAFL. SE 1E 4
AR A0 5 15 R ILAS SO P . S 6 2 2 RT3 A [+

[A] &3 1. HeapAFL J2& 75 I L2 ¥ 1) B 52 v 2 7
HER(E

[ T 2 A)C e 7 S SRS o 5 1 LA T 3 N A T 31
FEIRAR.

[) 5 3. Heap AFL HE A 77 5 1% 28 Ui 17 42 i BE 1 72
T TR S AR I 00 B A
51 LWigE

ARTCIN 4 A4S FEBCE T 1R A Y 52 50 0 L T ZEF
fiti HeapAFL .

1) AR SR e AR AR SOR HE 6 A 26 1 1Y) BE HE AR
3R T. B, ©435 AFL, AFLFast, PathAFL, TortoiseFuzz,
Angora, Memlock, %% 2 %1 1} T %} [ T H & R & %
HAE . X T HAYESEEE T LT %8 AFL &2 —1
Iz A AT T He A i K & ORI 3 T H. ; AFLFast

Table 2 Related Work of Fuzzing
F2 EHIINRIEX TR

TAE Ed Ay
AFLY 2014
AFLFast!"" CCS 2017
PathAFL" AsiaCCS 2020
TortoiseFuzz'" NDSS 2020
Angora” S&P 2018
Memlock"” ICSE 2020
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J& AFL BYTHRIR, PEfl 1122 57 5 s PathAFL,

TortoiseFuzz, Angora 73 5| & T AU %42 . By f5 A5 4
H1 n-gram 18 5% 22 61 7 4 69 88 R 2 7 R & Memlock
JEEE T I AT IHE B, BRI P A FE VA 12 08 B U5 #E
U . T B B, A SO P B MemFuzz 7 4 % H
T H, — 7 i H B AT FE IR, 55— 5 1 e N A
M5 R, SHEN A BRAEG B O U] B gk
Y, A SCEERE 2 AU AT AR L ) N T e TR 2 4
S 1 S TEASTR I 3 T LR O S ME X TR,
BELWES/E

2) MR G AR S O R S 3 T R &
F 1. W R AETE B 1day HE Y 7R 48 152 25 R TR HL
AT BEAZ 48 B R A 0day T L AT EE = L AR
TR AL XI5 BR B R N T RE 2 AR S AR O & R Bl
T ) %) R P F U BT U I ) AR R A ) R, AR
SCHE CVE B 7 Ml ISR T 6 i i A HE N A7 45 R
25 CVE 5 A A 1 I5 0 HFR 7, 40 A 46 1] 5 Ak 28
T H jpegoptim, % 1% #% yasm, ¥ B’ [& 14 F- 5 mjs.
T 44 W K T B readelf, #IL531AL B #5 mpdbox Fl13CHY
Ab PR L% mxmldoc.

3)MEREFE bR, S T LU AR SCEEMEROIN A T B, &
LAY 7 3 T A & B T TR e T T L A U TR
TEVREE 15 BRULLASE, A SCITT HE N AEAT AR S 28 57
SR, R I U IR 472 4 0% PR A e — S L AR A
SO EE T Y T AR | R R T8t crash! 500 AN U T
B[R], 6 A6, 48 SCHE 4T Mann Whitney U-test 4t i1 43
Br, JIWT A5 A T 5 B PATROR X B 35 P AR S
RSRI I 2 PACA T 38R e g A R A7) 1 BAUA T B R
R, F IR T B ST RCR.

4) S LB S0 BT ORI B AR K B B
AR SRR, BT LA b a) BRAEAE H AR A PERE R ). A
SCRHL2 AN, B AR T DU A X 55 KA e ] L
Ik FREEARAS, AN 12 h; FE 4 S ik 8 vk, T4
TEo AT 3R AG T B G0 %0tk 5256 b CPU Bk
M3 4 032(6x7x8x12) h. Zat B 3 2 T 1Y) i 126 248 MR AR
J2& clang6.0.0, W3 1) 30 A6 | I RRAR FHPHA T 356 331 41
F 3R . LY LAY S 64 {7 Ubuntu LTS 16.04, CPU
fic & A Intel” Xeon” CPU E5-2630 v3, kb P %% 2.40 GHz,
32 #%, WAF 32 GB.

52 EXBEFRRBEEZHE (BF1)

AR SRS I v AFLY BE v KT {5 5 SEGV iR
BIFETF B REA, FEAE A BREARE S 8,
ASAN"" ( AddressSanitizer) T. = i 72 5 i1 B k& W5 7 (8
i B 4 G v B R T 0 I REAS 5 SRS T T8GR

Table 3 Real-world Programs Tested in Experiment

£3 TRAMMESIER

LUR N MRy A (i
JPEGOPTIM jpegoptim d23abf2
YASM yasm 6cafl51
MIJS mjs 9eaelec6d -f
BINUTILS readelf 2.28 -w
GPAC mp4box 4c19aes -diso
MXML mxmldoc 2.12

T R P T AL, i &I RERAT R A&

KA BHE R, WS A IR CVE 5 80#&
i DR A 108 SC TR R U U T X T A A AR B e
W45 Bt o B4y CVE B 7 e il E A A 5
22 4 I A — A WE— 4RI D, Bl CVE Ji i 4

AR SCEZ S, HeapAFL 78 M 32 4 v 5L 3642 32 3|
30 AR, Horh 25 SR HEN AR IR RN, 5 ek
i IR (SO). 2% 4 g 2 147 48 2 89 I T 09 1 4
F R, AT D, i 2R PRI 11079 | R
AL DR P AR T A S Hor, ARSARIR N 1day
LRGN & BT e R A T IR AE B, AR IR
Oday A I 1l 2% B A SC AR 5t 491 POC fiih & 1) T i) 2 4
HRRAS 19 R 1 T, A A 28 3 A OC £ B HeapAFL 7
AT A AR I 8 AR AR, b A 6 RN
ARSI, 76 L HR4%S CVE BEM G, 3-8 T 218
i CVE 255, Rl CVE-2021-33461 il CVE-2021-33462,
LA U T 7E W A% 2 .
53 mAEZENE (@& 2)

S S TR [ 0 A o B R UR T B AT R b S
0. A 4T KR T 15t 5 ae B I T Y 3 K AR P A
B 2R TR 26 1 YRl & B ARG ) [R] 374 HeapAFL 1Y s
HEErE LY ES

K6 R T4 6 NMREFFAEXT L T A I
F149 7 ot 50 ek I A B ) 39 K 1 il R T T 2,
AFL & LT — R itid s 07 3K, 1% 07 & —FleE
AR AR I 3 A VAL 48 A, TRARE 8 UL AFL J P
T SC#4". HeapAFL, AFLFast, TortoiseFuzz, Memlock
AT AFL #EZ8 3R F2, Angora Fl PathAFL fi*) H & 3C
fRid sk M5 B 5 AFL AN, AR AN J 7R . A IET 6 T
LI HY, HeapAFL 7£ gpac, yasm, binutils, mjs X 4 > F2
J b B R R PR 22 T At T L i & g 15t EL
238K 7 mxml W3R 7 A9 ORI Kk AR P RET 1 h
FE DR fioh A 7 15, I 2 R B 08 T AR 06 AR, (B
A BE Ik B 5 B B 124 32 9T 19 B BBCRE 1045 7E
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Table 4 Real-world Vulnerabilities Found by HeapAFL
Fz 4 HeapAFL £HE2IHELiFR

il 1D T JEAR s3] R
Bug_ 23869 readelf 2.28 ML lday
CVE-2019-14 444 readelf 2.28 NPD lday
CVE-2017-6 966 readelf 2.28 NPD lday
CVE-2019-20 169 gpac 4c19aes UAF 1day
CVE-2019-20 164 gpac 4c19ae5 UAF lday
CVE-2019-20 168 gpac 4c19ae5 UAF lday
CVE-2018-11416 jpegoptim d23abf2 DF lday
mjs-issue-78 mjs 9eaele6d UAF 1day
mjs_crash_1 mjs 9eaele6d NPD Oday
CVE-2021-33 444 mjs 9eaele6 NPD lday
CVE-2021-33 439 mjs 9eaele6d NPD lday
mjs_crash_2 mjs 9eaele6d NPD Oday
mjs_crash_3 mjs 9eaele6d SO Oday
mjs_crash_4 mjs 9eaele6 NPD Oday
mjs_issue mjs 9eaele6d SO lday
CVE-2021-33 464 yasm 6cafl51 HBO 1day
CVE-2021-33 463 yasm 6cafl51 NPD lday
CVE-2021-33 462 yasm 6cafl51 UAF Oday
CVE-2021-33 461 yasm 6cafl51 UAF Oday
CVE-2021-33 456 yasm 6cafl51 NPD 1day
CVE-2021-33 460 yasm 6cafl51 NPD lday
CVE-2021-33 455 yasm 6cafl51 NPD lday
CVE-2021-33 458 yasm 6cafl51 NPD lday
CVE-2021-33 457 yasm 6cafl51 NPD 1day
CVE-2021-33 466 yasm 6cafl51 NPD lday
yasm-crash_1 yasm 6cafl51 SO Oday
yasm-crash_2 yasm 6cafl51 NPD Oday
mxml crash_1 mxml 2.12 SO 1day
CVE-2018-20 593 mxml 6cafl51 SO lday
mxml-issue-235 mxml 6cafl51 NPD 1day

TE: P bR R I U v R B AR TR

jpegoptim F2 )7 |+, HeapAFL fi W filh & /i 15t , H S 2 h,
HHR B 17/ T iR m (A 147 48 )5 22 F Tl i
PR AT 2 B0, At 300 3 T L R AR5 o ) 9 T A
Z B, B T il & A — SRR 5 U T 0 24~ 280U 15t
B, H5 HeapAFL — /i~ HA 150 % 51 fish 2% %) Y 118 A48 [7)
FEAKIN T, HeapAFL 7 & BT BT RLFE LA B 2 34

3 5 W @R T HeapAFL Fll AFL & 8 AH [ 3 Py 77
5 15 28 U T A6 %% B B ) (L A A € 7% HeapAFL Al

AFL #5426 2 4 e 1 15 2 ). N shal LA
HeapAFL [t AFL g 5 P47 40 Il (B 34.93 h<40.06 h).
H KT 7, HeapAFL 7 42 #if 4% 1 70% (Rl 11/16) 1Y I
T 1 R 45 0 U I & ST 0] 5 76 4y 5 4 T T 9 42 48
H1, Bug 23869, CVE-2018-11416, mxml-issue-235 { %%
f 3 hin 32k 15 1E] 6 ming 7 CVE-2021-33462 11 CVE-
2021-33455 e il 38 m g B A4, KT 1 h BT
HeapAFL (A AL T AFL T fF i B AE 42 o (4 B 70 &
A5 S g, DA e AN U i) & SRS [) A] DL Y, HeapAFL
FE B /= ME N AR R 152 28 T TR A 32 9 803

2g b Jr ik, HeapAFL 7E fif 15t & B3 & A HE N A7
FE RSN K B E B A I WAL E, R, IS S
SR AT LA T HE PN A7 158 25 T TR 42 1 2803
54 mEZEsE AT (@& 3)

T 317 475 1 K50 e 2 ) DR ASORS T 3 T L T 1 4% 4 g
IR T B A AR, A8 T A A T T B2 4 20 09 T
T 4R | T IE RN 28 S 5% LR P74 HeapAFL
(14 U I 32 48 B8 . BRI AAR , AR TS T 2R SR Y
Mann Whitney U-test Z& 7143 HT £50{E (E]) p-value), PF-4ili
SEOG 45 BN e 3 V. 5, BT Sanitizer A] DL
Bl At R R T HE D9 A U T Y R A, AR i — PR R
TE AR 328 92 HeapAFL "R 5 Il A1 4% A4 Sanitizer T
L ASAN' S 3 P A7 U T 422 B 255 S 1 5 i

5 AR D K T 5L %) M A A 1% SIS T IR 5
32 6 PR, ALHE 22 Uk S5 U T 45 B R (U) FF 24K
it (Avg) . DA T Tl 5 A4 U 11 50 ot 0B K - 129 T V) 450 o
K&, HeapAFL T Fr A FE B %) bt T H. 848 M iw
T 0 - 3 E Y L3Ok &, HeapAFL(RI 16 1) 5
% 2 44 AFLFast( B 14.13 4~) FI55 3 24 AFL(EP 13.13 />)
ZERE ARG, AH RS A4 52 56 Y 1) - 42 K & HeapAFL
B 2 fL F AFL, AFLFast( Rl 25/19=1.32 F1 25/18=1.39),
HAL T4 T ## TortoiseFuzz( Bl 25/16=1.56) . PathAFL
(Bl 25/13=1.92) . Memlock( Bl 25/12=2.08) Fll Angora(
B 25/9=2.78). B T i i Fi ik, AR SIS T 8 W Sr
2 SR 4% R SE K 45 S0 Mann Whitney U-test 4t
Tarprgs B, ik 6 i 5 —17 p-value iz . H p-
value fEH /N T 0.01 3% B 52 50 25 2R W 3500 7 HoAth T4,
[H 1t HeapAFL 5250 45 2R 1 & 0 T 6 A HEEXT L T A
FH I AT UL, HeapAFL B4 #E N A7 45 15 28 T 3 2 98 68
O b AH G TAE.

& 7 /& HeapAFL 5 £ 4% Hb T HL M N AR 45 1R 28
TR He A i =5 BV, SR T e TR EE B RS B,
$58 53 68 L v R ) A T ) 5 RN A [R] %) s IR 25 K
B AR 5 H. WKL 7 TR AT LLE 21, HeapAFL 4K i5



RUBTESF : HeapAFL: F&THEHRAEAT NG S AR & BB It 1511
160 F
140 | 121
120 10+
I 100 I#
] 4 8
i 80 i 6F *
= 60 = 1
40t 4 t
20 2 A
Y S S R ol —T—¢—T 1
0 2 4 6 8 10 12 0 2 4 6 8 10 12
TR /b TR /b PRI 8] /b
(a) AR Fbinutils (b) ML P gpac (c) MAFE ¥ jpegoptim
100
350
300 80
g 250 il Ny
60
2 200} 2 s
= 150} B 0F 5
100
2
50 0
0 o— T
0 0 2 4 6 8 10 12 0 2 4 6 8 10 12
T 6] /h PR /b WIS [1)/h

(d) MHAFEFyasm

(e) MAAFEFmjs

() BV Fmxml

-o—HeapAFL ((UA) -a-AFL -~ AFLFast —e— TortoiseFuzz -m Memlock

Fig. 6 Curves diagram of crashes number increasing with test time

6 ISR I T ) R 4 e ]

Table 5 Time of Heap-Based Vulnerabilities Found by

HeapAFL and AFL
%5 HeapAFL 1 AFL 2B B HENFHIRFERE h
{Rild ID HeapAFL AFL FEfH
Bug 23869 0.14 0.06 0.09
CVE-2019-14444 0.05 0.06 0.00
CVE-2017-6966 0.14 0.19 —-0.05
CVE-2019-20169 0.04 0.11 -0.07
CVE-2019-20164 1.54 9.92 -8.38
CVE-2018-11416 0.35 0.23 0.12
mjs-issue-106 10.43 11.67 -1.24
mjs_crash_1 0.04 0.06 —-0.01
CVE-2021-33444 2.89 3.24 —-0.36
CVE-2021-33463 0.10 0.16 —-0.06
CVE-2021-33462 8.32 6.54 1.78
CVE-2021-33456 0.84 3.37 -2.53
CVE-2021-33455 9.57 3.78 5.79
CVE-2021-33458 0.08 0.26 —0.18
CVE-2021-33457 0.08 0.26 —0.18
mxml-issue-235 0.31 0.16 0.15
#it 34.93 40.06 -5.13

T 1 70 B30 IR R A A5 R AR T SR v X L A
2 7 J& HeapAFL 43 I ASAN 22 Rij Fll 22 J 3 9 7
b 55 24 s 1) 2550 R RSORS00 3 0 £ ) PSR

Al LA i, HeapAFL J7 AU A AR F MY Sanitizer T H
ASAN( Bl HeapAFL-ASAN) AJ LU#Z 4l 21 21 4~ i1, W
/b F J4f HeapAFL T EL42 48 £ 1 25 4N i, (H & £
TJE A AFL T EIZI 5109 19 AN, Lo LW,
HeapAFL-ASAN (1 I 1504 5] $hA T 2 32 ~F- 244y 5 70
226.72 1>, /NT HeapAFL B 4> 489.24 4>, 5k & U%
JNT ASAN f4 I 3 T 5L AR X R ARG TR R 03 R
AT A — 7 B R 0/ T 48] 0 3 ok 8. AR S
Y S 06 5 SR 5 Sk [17] 4R B AYER I ASAN & B%
RHAT R JE 258 AW & 53 46, % mjs Al mxml 2
J¥ , HeapAFL-ASAN [ k17 1 & #2 i T HeapAFL( R
274.46 %} LT 261.50 Fl 443.40 Xf [ T 475.74), T H:
Ui 7 425 418 52 96 % A T HeapAFL, AT UL 7E AT B 0
IR RE ) B 3% 50 Y B, Heap AFL-ASAN s i 3% i
fie J1 L F HeapAFL. A I, A SCEEWAE BT [R] | 1153 %%
I8 78 2 0 U R 42 98 3% 5% b, W LAAE HeapAFL H1 45 0
ASAN D $ i M N A7 5 1 2 I TR 42 B e T

ARSCHR R T — Bl TR B ARAT 51 T 0K G A
A0 328 J7 1 HeapAFL, 3 iof 3 #5517y 1% 45 1 3 A
B U, 51 A I TR AR R Z R HE
PN AF SRR 5 25 ), T 800 3 R A7 4 52 26 T T )
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Table 6 Number of Heap-Based Vulnerabilities Found by HeapAFL and Different Fuzzers
% 6 HeapAFL 5&/MEMNIK T % & R poHiRiR LS
HeapAFL AFL AFLFast PathAFL TortoiseFuzz Angora Memlock
WA
U Avg U Avg U Avg 18] Avg U Avg 18] Avg U Avg
binutils 3 2.13 3 2.13 2 2.13 2 1.50 3 2.13 4 2.00 4 2.38
gpac 3 3.00 2 1.25 3 2.88 2 1.50 2 1.38 5 1.00 0 0.00
jpegoptim 1 1.00 1 1.00 1 1.00 1 0.75 1 1.00 0 0.00 1 0.75
mjs 6 3.13 5 2.75 6 2.50 2 0.88 4 2.50 0 0.00 3 1.88
yasm 11 5.75 6 4.75 5 4.50 4 2.63 4 3.88 0 0.00 3 1.88
mxml 1 1.00 2 1.25 1 1.13 2 1.88 2 0.88 0 0.00 1 0.38
it 25 16.00 19 13.13 18 14.13 13 9.13 16 11.75 9 3.00 12 7.25
p-value 8.35E-04 8.00E-03 1.57E-04 3.36E-03 1.91E-06 1.52E-06

T U RSBt S, Avg 2SI F9(, p-value j& HeapAFL 58 SEEBUMIINIX )y 14 2K A L0 GET bt .

HeapAFL HeapAFL

(59.3%)

HeapAFL TortoiseFuzz HeapAFL

(3.8%)

16

AFLFast HeapAFL PathAFL

12 1
(46.2%)  (3.8%)

Angora HeapAFL Memlock
4 8 4
(13.8%) 27.6%)| (13.8%)

Fig. 7 Comparison of the discovered heap-based vulnerabilities of HeapAFL and each fuzzer

&1 7 HeapAFL ‘545 JEAERH TN IR T BAZHRME N AP BRI LU

Table 7 Comparison of HeapAFL
HeapAFL Combined with ASAN
%7 HeapAFL 5 HeapAFL %4 ASAN #I%f bt 5238

Experiment and

HeapAFL HeapAFL-ASAN

v Easg

VAR S RD IR GBI R R IR Bt

binutils 3 833.10 2 202.02
gpac 3 1065.17 2 245.39
jpegoptim 1 0.63 1 0.27
mjs 6 261.50 7 274.46
yasm 11 299.27 6 194.78
mxml 1 475.74 3 443.40
it 25 489.24 21 226.72

fish A2 AR AR SCAE 6 A B I A 4R X EE

T 6 N AH RO T AR, 5250 45 5 % B, HeapAFL
E 7 10t 2% 35038 0 U 1) 428 0 500 1 35 0 S o 5t
TAE. H T HeapAFL & L T 6 /4~ HE P 77 45 12 2 i il
IR T 2 4NH ) CVE 45

EERBAER: AR FR BT ZEHE LR
K, TARK IR E L5 R AR B 5 E LIS
Bt L.

o

% x Wk
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