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Abstract At present, adversarial attacks on speech recognition models have typically involved adding noise to the
entire speech signal, resulting in a wide perturbation range and introducing high-frequency noise. Existing research
has attempted to reduce the perturbation range by designing optimization targets. However, controlling the
transcription result requires adding perturbations to each frame, thus limiting further reduction in perturbation range.
To address this issue, we propose a novel approach that examines the feature extraction process of speech recognition
systems from a frame structure perspective. The study finds that framing and windowing determine the distribution of
critical regions within the frame structure. Specifically, the weight of adding perturbation to each sampling point
within the frame is influenced by its location. Based on the results of perturbation analysis on input features, we
partition regions with shared attributes. Then we propose the adversarial example space measurement method and
evaluation index to quantify the weight of sampling points for adversarial examples generation. We conduct cross-
experiments by adding perturbations at different intervals within the frame, which enables us to identify key regions
for perturbation addition. Our experiments on multiple models demonstrate that adding adversarial perturbation to
vital regions can narrow the perturbation range, and provide a new perspective for generating high-quality audio
adversarial examples.

Key words  speech recognition; adversarial attack; input feature; perturbation analysis; adversarial example space
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Fig. 1 General framework for ASR systems
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Fig. 3 Diagram of framing and windowing
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Fig. 9 Decoupling overlapping intervals by reducing the
disturbance area
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Fig. 10 Exploring adversarial example space through
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Table 5 Perturbation Range Constraints Experiments of Class-ll Framing
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Table 6 Original Speech and Attack Target Setting for Single Frame Attack
6 HMBEMKENRBRETRIEBMEE
S IR R e i B
1188-133604-0014 “Do not therefore think that the gothic school is an easy one” think — thank
61-70970-0009 “This late and i go myself within a short space” short — shirt
6829-68769-0051 “There was a grim smile of amusement on his shrewd face” on — of
7176-92135-0009 “Nd i should begin with a short homily on soliloquy” on — in

7127-75946-0004
7176-92135-0020
7176-92135-0003
8555-292519-0012
5683-32866-0027
61-70970-0012

“Certainly sire but i must have money to do that what”

“Double nine two three elsinore double nine yes hello is that you horatio hamlet speaking”

“Your play must be not merely a good play but a successful one”

“Through the black night rain he sang to her window bars”

“A cold bright moon was shining with clear sharp lights and shadows”

“Yet he will teach you a few tricks when morning is come”

have — hate

nine — nice

good — food
night — right
clear — clean

teach — beach
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Table 7 Experimental Results of Single Frame Attack
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Table 8 Experimental Results of Noise Attack
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