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Abstract Open-source software defect prediction reduces software repair costs and improves product quality by
mining data from software history warehouses, using the syntactic semantic features of metrics related to software
defects or the source code itself, and utilizing machine learning or deep learning methods to find software defects in
advance. Vulnerability prediction extracts and tags code modules by mining software instance repositories to predict
whether new code instances contain vulnerabilities in order to reduce the cost of vulnerability discovery and fixing.
We investigate and analyze the relevant literatures in the field of software defect prediction from 2000 to December
2022. Taking machine learning and deep learning as the starting point, we sort out two types of prediction models
which are based on software metrics and grammatical semantics. Based on the two types of models, the difference and
connection between software defect prediction and vulnerability prediction are analyzed. Moreover, six frontier hot
issues such as dataset source and processing, code vector representation method, pre-training model improvement,

deep learning model exploration, fine-grained prediction technology, software defect prediction and vulnerability
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prediction model migration are analyzed in detail. Finally, the future development direction of software defect
prediction is pointed out.
Key words software defect prediction; vulnerability prediction; machine learning; deep learning; metric; semantic

and syntactic analysis
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Fig. 1 Defect prediction model based on software metrics
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Fig. 2 Defect prediction model based on semantic and syntactic
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Table 3 Public Warehouse Data Sources for Software Defect Modeling
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Table 4 Attributes List of the Publicly Available Datasets
x4 AHEEEREMTIR

Table 5 Number of Defects List in Open-Source Software
Projects
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PDE AEEEM  Java 62 1497 209 13.96 b L L [

Table 6 Impact of Code Changes on Defects in Open-Source Software Projects
F 6 FRHETERBIEEIHEZID

TRIRAR AR B Rl ] B AR B U SR SR AR DA T AR T 75 R A A 2 %
Bugzilla 08/1998-12/2006 4620 23 37.5 36
Platform 05/2001-12/2007 64250 43 722 14
Mozilla 01/2000-12/2006 98275 53 106.5 5
DT 05/2001-12/2007 35386 43 714 14
Columba 11/2002-07/2006 4455 6.2 149.4 31
PostgreSQL 07/1996-05/2010 20431 45 1013 25
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Table 7 Data Preprocessing Methods

x7 BIETAREFE
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SCHik [23] 2022 AEEM, NASA AJCC-Ram XGBoost F1-Score
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I RO R AT PUAL PR 45 2R K B, ERAR-SMOTE 1E
F1-Score, MCC, Recall Z$8 %5 I I T RSM, Bagging 5
FLL Tk

ARk, 98 N B AT FH TR 2 2 ) fifk ke ik o
HR R 28 AN S A (] A8 STk [33] B ik A B T 2P (stratifi-
cation embedded in nearest neighbor, STr-NN) 1Y /3 |2 J&
MG T W M2, 78 bnic i U 28006 4 I R4
W 2] or e, HIRAE R HAREUE 19 Dh bn 28, 36110
P 25t 2 VIl R K4l 5 b ok B 19 B0 SOk [33] AR
AT FH B30 4 (NN P-4 850 408 48 i e 0ot 5 Py ke
[ 75 (within-project defect prediction, WPDP) H 1 2
ANV ) . 6 T 85 3 B 5k B 1500 ( cross-project defect
prediction, CPDP) [ 25 A -1l 7] {8, 7E STr-NN (1) 2 it
I, B TCA 22 i U555 4 7 B A5 85040 22 8] ()RR AR
— S, 5 R KW, 55 TCA, TCA+SMOTE #fiLt, TCA+
STr-NN HA H# #) AUC FiRecall.

SCHR [34] 42 YT — i 56 7 3w A o0 Bt I 45 1)
B2t fs 9 0 B 8 ( ADGAN-SDP) , M 53 3 46 I 11 £
JEE fiff R S AN S A ) A 32 AU A XS 1) A ke e 0
#% (bidirectional generative adversarial network, BiGAN)
Xof TG S f A A AT AL, O T Bk B R A 1 45 2K (B
5 SCHY A AT A, DT TN Y A A 2 A
FA BRI 25 R R, %07 78 AUC, G-mean, F1 45
febn EOLTA BUR obRAE L ROCRAE L L ) S
k.
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RE I BB RER | R EOR SRy
LA, R AL B2 AN F- 7 10) 8. SCRR (357 2390 4
R tf AN BRI IR A I A A R T
INAETY . 45 R SR W], A0 LA T R R AL U
LR S SEBL T S T £

& BE1 Stacking J7 12 78 Ab B 248 AN SF- A7 [ 741 1] 3%
A1 25 AN A [ R SCRIR [36] 48 i —Fh CSSG J7 ik,
¥ Stacking J5 i 5 UM USRI S5 G SRR, X
77 V5 RE W5 AR 4 b ik e T P9 a5 T v 2R S Al
[F] L.

WIS 1 AN Kl 45 b o] REAF (R 28 T 5 ] AL,
T BRI DB B B U GRREAR 5 R 2 BOC kb
A I R A S0 o e, 360 T 23 2 % 2 2T BB R AR
g %fE FE . fifi FE NCL, CLNI, CBDN % J5 3% nJ DL 25 BR R
S 5 4R T A R AR, R o ol b TN 114 BE
222 YRR

B A v TC A 00 S AR AE 2 RS 28 ) Tt
PERE, T8 X v B HE AT A B, RE A% 4 AL (1Y
YINZ5INF [] I i o 55 1Y 1) 5000 P B, ¢ AE 2B 45 05 vk W)
DA 5 £ 2 AR AIE v e 455 Gl 4 vy 32 AH OC 1) R i DA T
S PR A B 4. 20 T2 90 AF AR S B, ST N G AE
£ 4 A0 AT R R DA e A B R Th e R S B
JEEAH G 1 R E . i T 5 DR A 1 5 A i S i 24
VR VP Al BOHE 52 RO RR AR, 52 2% T IR HOAS RE AR IR
>J B B A M. i T 0 A% R AR e U7 4
TRE B 27 ) B PP AL BN SR R AR B0 45, R AIE T
MhSr v, H R TR AR YRR R e R T T
T R VA R £ 0 RO R, A TR O3 2R AR U
& AR L

SCHR [39] el 1 ik T 40 208 A% 0 R AR 1B B T 1
BT — 7l EWFS #5581 oK 8 38 e B AL IR B
26 88 P 008 B o X B 4R P B RRIE R AT HE Y AR S
o W A0 2R Ty A% 3k HE YRR AR, B ] AR B
= B 5 KAk (conditional mutual information maximization,
CMIM) B £ 75 FRAIE . 45 R R W], X Fh 2l A8 R i E 45
i B0 T B4 W TTa 205 2 AR T 5P 15 R i A
Bk

TR G P AR R 45 7 v J2 ik T 3ok il e R A 2R 2 Y O
V5. SCHK [40] 42 ) —FiR & RRIE R £ 7 125, Jd AR
75 585 BAE Ak 22 1) ) RH AR RE R 54T HE P 89 77 75 (tech-
nique for order preference by similarity to ideal solution,
TOPSIS) A 5 e 8 75 vk T H 5 70 B, R SRR I A= ik
J¥ J5 B i B R AE 5 {7 F 2 T Rao A0 Ak (19 422 s 58
BRI MR RAE . 25 SRR, R gA™!

SRR R I

SCHR [42] #AA HE B 456 BIME G2 W R AR L 45 5
25, TEFRFEVEFEBY B 8 AN B8 AR AS, LU DR
TIE 6 5 o B 1) AN 1 ) . 45 SR R Y, i A B
JRR ) R AL B 45 7 A I AT A R fjft TS S A8 ) L
W TA% G iR IE S 5 T vk

SCHK [43] 42 15 T FECAR H#AF 2k £ HE SR, 76 $R1F
R B, i k-medoids 2 25 6 R AR X 2l k
AR, IR PE FC-Relevance i i MBS R rp 3£ #5
AHOC R, 45 SR R, 1% 05 16 AT LU 0 R 51 5141
B T FUAS R DG REAE.

WIS 2 FRAE VB J7 v A2 ik i vy 4 B AR 1Y — Fo
AR, AR IR 5T 1Y) (] B 3 88 5 S ARRAIE L 3
T B A R AR B R AE B B 2 P AL G 0 R AIF
FEOT 1L, BRI TR0 A 4 B R R B 98 7 ik 0 T2 T
TR AR AV RRIE VE B 7 1, (B 2 T A e 28 1 FR R e £
T EATAEAE A 18 BRRRAE 4 15 ) [R) 52 4 B A5 (), R
K IO A 98 /b LB ) A 1 (] B, 443205 1k i PR R
223 Kl

A P BB DI B 118 20 71 ke I ol A A 5 B2 AR 65 2
(9 g S0 T R, ER S AR T R 2 I 2R B
i FH > PR, B 25 S o] 8 i A AR T 0 E B
TH | 5 RAS BRFE T30 H (cross-version defect prediction,
CVDP).

5 11 ke o T A P A 25T 1 155 e S0l O
RSN IR NS P o Sl 7 (N (S N BT =S NERE - €178 i}
FEAEAE 22 7, AR MR 38 3 P8 3 B i B B0 AR I 25 11
B A e b T A Ay AR BT 0 H FR i H .

SCHR [44] #2 1 TCA+JT 3%, #% TCA S48 I7 — 1k
Fkd A, iz ik R A R . fiJS, SCEk [45] $2
1 FeSCH J5 i, M4 43k 1Y 4 1E 22 fif 5 0 B A0 H
BRI H B Z (8] (9 530 22 B8, 76 FRAE R 28 B Befdfi
DPC H& %5 B 1 J 2R 05 bl I iR R AE R0 43S 21K
TERFE e REBY BL B 1T 1 RFAE 1 5y &8 % B2 (local density
of features, LDF) . FFAiE 73 A1 04 AHALLPE (similarity of fea-
ture distribution, SFD) | 4 1iF i) 25 #H 3¢ PE (feature-class
relevance, FCR) X 3 Fft 5 W 4 4> 12 b () Rk 547 HE
J. 45 SRR W], FeSCH A Lb T TCA+45 5L £k U7 ik 75
AUC f8hr R LA

{HZ SCHIR [44-45] i $2 07 15 800 75 08 2 IR R
PR AR S AE B, SCHR [46] 2 H — Fh SGE N 7
LSKDSA, 7£F 45 [8] X} 5% (subspace alignment, SA) J5 72
(LAl 8RR R i T F 2R AR 4%, OF HL7E Bl
N7 A 2] i ak B eI N T R IE R, LA R A A
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HinfiE oAz m 258 g5 RFEW, Z AL F- Table8 Common Evaluation Indicators and Their
measure Al AUC 4841 LA T TCA+SFHELL Ty k. Descriptions

[T 55 4 1R 26 B B 40 L 1 RS RRRARIRRARE
{2 A7 TE R 22 5, 005 90 I I e 00 1 S Sk
5. SOk [47] 48 1 T — Bl 5L T 45 AF 2k 3% N SR R 2% ) Accuracy ASEFRYTAIN T A B8 b S48 Y LE A

(1R JBE S A2 R e T 7 3%, 1 S fif ] Pearson 1
SERE IR R B o I 00 2 1) %) A OC FR 8K, 1 T A OC R K
WEFE I LRI B R AE 14 5 3558 1 TCA ¥ I8 55 H Al
H bR E 0 e [m] 4 i e S5 210 5 7 23 ) o B, 1
JE S M VA O R R B B Ay BOACE, LASR S B AR
T H Z 18] (4 AH L. 45 SRR, iZ 07 R TE AUC il F-
measure iX 2 P& bR LT 50 0 B AR

5 A G5 F000 ] — 30 5 L AN () R A A5 3] 1) £
i o3 AT AT A 25 5, X R 25 5 0T 15 W AR ke o ) 5
T (%) T 4 B 3 5 ).

B B T 2 T O 3 TR I S A i Y Al
BB AH B BREE, SCHK [48] 5 8 T 7 L2 R AR 2 [R] Bt
B 23 A B B4k, 2 S —Fh F2 35 ) O e AHIZ 5 K
TS HTRROAS (B C LR, 2N T Y B RRUAS K bR g
B (5 S, SCHR [49] AEBLIERE L, 320 T — AR &
F 8% > (hybrid active learning, HAL), M 4 gif A
PEBE B LA A 0 R AR e BB, I 5 SR HRRA 19 B
AL A, FE[R A EHIR 5 I 2R 4 . HAL 58 AU 1] 55
T B89 FE 435 HT (kernel principal component anal-
ysis, KPCA) J5 v, W 16 & I ZRAsE B 1) 50408 0 90 4 4
T AR H B 5 A0 W SR 3] 5 4B AR IE 25 (]

{H 2 SCHR [48-49] T iR J7 vk 20 T 56 T hUAS
B o A 22 S 0 [R)E, SRR [50] 42 1 — oy A %K
it 3 5 110 15 A G5k 5 T SR CDS, % 455 70 Ry M
B iy s RRAS LA K KA B oA 55 0 4t 4R AR {BL A ST
43 e 5T & A AL . Gl o X b & B, CDS fE F-
measure Fll G-mean 5 b5 [ {0 T H A 1y SEZe A5 AL

IS 32 X5 T BB D08 A 17 Sk g 00 A58 A4 ofe 15,
K fE WU SR s oo A m) /b H R 5 0T H e e F0 | 5
A gt 57 Tt v % R 2 S n) RS ) 1 AR S
DA 7R (Y MR RE, R SR BF 98 N 53 9 B 5% 7 o A
JoT b | V- EL IO R 00 BOHE B S SR S o ) A
B PERE.

3 EMIER
AR E ST B Al AR B R 0T 5T 89 A

AR, 0 T 0TS B W TR PPN F6 A, 45 3500 1O
P8 bR B R W36 8 P,

AL TIINAT B S0 LS00 o e T o

Precision, Correctness

1 L B8]
Recall. TPR ﬁgﬁﬁiﬂﬂﬁfﬁ}%ﬁé R SEPRECRE 7 ELIEA BB Y
Specificity, TNR Eﬁ{igﬁﬂwﬁﬁﬁwﬁ%ﬁmﬁﬁ o BT
FPR LTI THOI A e AR oy S TE e o A LG 451
FNR R TTO TC BB AR oy S B i Lo 5]
AUC RO? M T, AUC R, AL
MCC WREEFN 1 5328 5 T50 432 09 LU B
Balance PF ﬂ@ﬁ‘ﬂiﬁyﬁﬁ , ROC i (0, 1) ximIH
— LRI L LA B B
F-measure S RO B B Z IR R R34

PR T HIVEIN AR, oA AN

F1-Score, F2-Score PPILE ST

G-mean Recall Fll Precision (1) JLAA[ F-241%k
Error Rate FIA S AR S L
TIgaxti2s, RRFUNME A BRE Z ] 4
AAE X2
ARE SEIARRT IR, R TR (E AN S PR E A 4 X 22
5 SEBRE R HAE

SEBR B {EL 5 T Bl A (LA LU A

Completeness

ARSI A BR B AT SRR S A s B s, Al
LL % B, Recall, Precision, AUC, F-measure J& 5% i JH 1
PE TR REFE 5. 28I A & BE, W58 N D % A AU A T
M $8 hn A G STHR (517 9A R — A 4 19 R 44 sk 54
AU ASE TR 1 2% ) i 52 300 2 4 ] S5 00 s A 255 SCHR [52]
%} F-measure fl Precision #F 17 T #t I, % CVEH N A
AN o T A S 0N A AR S g A [ A i R R
SCHR [53] & B MCC, i A J& fili FH F1-Score fE 4
B B TN B VR AR B, BT 1/5 AR A X b gt SR

G-mean, 0.38%

F-measure, o

11.54% Accuracy, 4.62%

Balance, 2.31% & | Precision,
MCC, 4.23% N 18.85%
AUC: ROC,
12.31%
FNR, 8.08%
Recall, 28.46%
FPR, 8.85% Specificity,
0.38%

Fig. 5 Summary of evaluation indicators

R e E L WA
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SRR, 4, Chidamber 1 Kemerer %t T [ [i) X 42 F2 77 1) 4% 7K |

AP B 09009 9 1) 9 45 4 0 45 5 R 20,
R R 6 R V646 47 1 1 2 SR [, BF 9 A
LR BT WA S5 BR VP A R 7B 0 02 45 , 15
BT 95 65, 610 R 71 B0 R JH 26 B B 19 37 4145
FRAEATITA.

4 GRPETRAEEY

41 ETRHEESHERETN

KA BE R TR A I S 3k R X A gk AT e 0
£ SR BT 9 — A HRa M Al B2, iR o
7 i B T R G R B R AR B S DLRIE R AR
AR B A T 3 S5k ) BRPE TR R o R Y. R R T R e AR
JE B B R e M, T R R E Y BE R AR, R
JC FFE 4y R AN B e oo A R T AN
JCXT A B o 0 A8E Y %) 52 e AN ] S T B v R
i 57 T S AR B M R, — BB B OYE FHIR G T
FE AR P o ) A A

BT A B 110 B T AR A R 1 R, A
T 5 TR e P2 B3 I A DX v ey O P A B
SR G A2 S5 R Sk B 8 AH G 1Y BE S 50 T B HORE B 7Y
J3E S AR AR AT A 32 1 O B AR B B S A e SR
8 B3040 4 Y11 25 A2 e o 3000 A5E 7R  {7 dfe f L  AE
TS e % T H A AR e A5 4 SR e o AR DG A S

mE 6 s, FAE 20 it 70 4R, & 58 94865
Ji 3 F AU 47 (lines of code, LOC)", B J5 BF 5T A
3R A A 5 o A AN IR T 3R RS, 3 B e T 2 A
SR, TR 4R T Halstead ", McCabe 77
20 22 90 4FAR, Fifi 4 I ) X S B R 1Y & g, — SE bt
T IR T RLHA N R A SRR IE, BT LAE
FHTH 0] % G2 B B 0 i i ERC1 B R A2 4R L 1994

A WERERIES I T 6 2GR CK AR iR
SCHR [57] #2447 MOOD JE &, B 5 6 /N s hRiE. 2002
4, SCHR [58] #2111 —%& QMOOD £ i, 7E & G fl1 2k
(2 PRSP T 2021 4F, SCHK [S9155 — Uk
AR SR AE S 85 300 H e e 000 1 5 AE, ] RF, 52
i In] & HL (support vector machine, SVM) . £ JZ B A1 #L
(multilayer perceptron, MLP) ., ¥& 3 #f (decision tree,
DT) . #hZ U1 17 (naive Bayes, NB) #4) 2 # {4: it [ 1
DAEAY, 285 SR, 56 T AR MR 2 1) 15 351 B 5k e
OIS Y P AR A TR T AR A Y B [ T ) A
BT 6.5%, HEE TR Wk I 25 1 Bl B 7000 45
R R RO T ARG R A QA B i 45 IR A B
FE AR I Z5 110 A e 00 A 7

WIEFEN DR IR A Bk i AN A5 SR R A 08, i
S8 RS RS B BOR O, kg il 17— &R 51
o R . AU AR B AT DR AR AR AN R IR AR 2
() G 38 A B B B i, BARZE 5 DORAS 12 il &
4t A Bhic Sk A &R g0 T ek Dy s 4R A 20 22 90 AREAR,
SCHk [60] A5 FH AR RS A2 BT A Sy B BT 1 A A
Bifi J5 , SCHiK [61] $2 5 1 8 FhAH XA A5 48 B 45 A, 13
BRAT Bk B 95 B2 . SCHR [62] 4] T LR, NB, DT iX 3 f
AT BT Eclipse $4, A5 48 B8 45 b H AR
ih JEE it B S 4 b ¥ 0 5k A

AR B2 B A A B o O AN BEAR S 47 3 R A
He o] Bt 0 [ 35708 i AR A, i v Ak R T S —
T AT It H AR o AR 0 BE T, SCHR [64] 2Ry
AEWE L 28 M BB B A AT REME | 2RI 2L O S A B G
(14 i 393 58 2 i A5 47 e Ak o A b 2R A AR AR 2, B Y
SRR, 5 AU B ARG S BEAH L, TR R T
I 7 by U0 A1 R B SCHR [65] 4 22 A~ i ZE R AR
(R SCAF B 3 RROAS TP 3 4 e — i, I B 2

TER N SR ARFL AL
AR e ZOVHOED HEAZ 03
LOC!  Halstead! vt el I TER N AL I AL ) T
1971 1976 1977 1994 2000 2002 2005 2006 2007 2008 2010 2016 2018 2019 2021 >
McCabel™ K QMOOD® i fe e WALRERS A0
MOODI" LR
R H)
HAZ 24150
SRS

Fig. 6 Timeline of metrics development
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P 2, B A T — AT B W £ R A R SC A el B 15T H
) 2 JRE T A8 Ak ) i 3.

BB I 7 A 5 O R N U DDA oG, A et
8 N GO B o B (8 FF e N 5% B8R Ay ik g 13 0
() B 1 G, {H 2 5 2R 0 58 & IR (R Bk a5 0T N B
OO TG B 5, — e 9T A B AT 3 R g 12
SERTIE R N A5, DR P BEH 0 T A RS AR
GBI RN G5 BB 22 TR YOG B SCRR [69] 4 HT
2 vl BE R A B T & N B s ER R AR AR B, R R
N DR B R 2, AR 8 el i O B AR N 3 22, 530
A S A 1Y RS B B 2, 9T 45 R R I o
He L o 24 5] ] ) R e BT 25 5 7 A A R S

b5 BRI T 2 B B, TR 5T N B3 & BRZH 4 4
PO A, 5 i 2 R A B AL SCRR [71] B T 8 T A
A 2155 Z 1k 1) B i FH T F T AL 2500 5 1 T i
ZI G R, LI 25 R W, S8 b L AL S ARG A2
T ACRS A Ak L AR AR A A B Y T Ak 2R B A
2005—2010 45, B F Bl e T 45 & 4% Fh % 4 oo, i
2 P HILRS 27 > Bk L v A A o M R . NBT
01 - 3 % 2% (Bayesian network, BN)""| K-means"”*"
AdaBoost”, DT LR 28 75 9 Y iy 309 1] 2 3 1
BRI PERE. 2010 4F 5, A b TAE G PLAS 2% > O ik,
— U (R AL > 0T T AR T A B s T
(PR RE. BEAT 1Y 15 A de g o000 A5 A8 e o el —
A SEHT RRAS WA B BCHE AT BRI 2R, IF A 5 R
1EEA Z A S AR 1 5 A B Tt 37 5% v BScai
O3 AN 25 25 M S IR R SCHR [14] 42 T —Fb
BT AN DL S 04 Ot e RS RN R DL, S5 SR SR
AR R NS R R R e E ] R e OB
2% KSR . PD #L T A8 AN R DL s AR SOk [50]
PR T — OB A Y T R 2 MUAS 2 CMVC,

R BN e HT RUAS 43 BE A Y AR, I i /e B
i bR IR AR AT B ST 0 500 A5 2%, 25 SR R %7
LT RF, LR, NB S5 457

Bl 5 TR FE 22 2T W, —SEF o8 N B i T 5
TR 2 2 O B Bl g TR R SOk [8O] R R T
Siamese [ £ 1A 3, 4t T — TR 04 2 Sk T
B4 SDNN. 5 LAAE B9 J5 6 A L, SDNN i 2 4> 5
R [F] 1 4 3 38 I 2% 27 > S ve A RLEE R A, O
T bR B Ay o v AR BLBE R AR 22 [R] Y R R B . 4
KR, 78 F-measure J7 [, SDNN J7 L T IR B #h 42
™ 4% (deep neural network, DNN) | < %8 # iC 12 W 2%
(long short-term memory, LSTM) | ¥R 15 7 I’ 2% (deep
belief network , DBN) . NB F LR JX 5 i J 2.

SCHR [81] #2 T — Ff Defect-Learner #5 1, M X
Tt 19 SRR 1 A1 B2, B A8 SRR AR Ay — i (0 30 B
J5 51 A B SO G BB 150 . Defect-Learner 45 % 7
B, T A2 )20 LSTM M4, M A
Fric i) i v A 2 B B 0o SCREAE. 78 T B B, 8 28
SO B 5 A B B R AESS A, R BN H AR5 H
P B . 25 SR I, (25 A A U R CK, QMOOD
A5 R, BE A SO R i T ) P e

WIS 4 AT F2 I R 9 44 1 4045 B2 6 A e
FE, K 6 JBR T RO R e DR, FE 5 O Y T AR
T S L A5 R a0 9 R, Ak &, Bo1 i vt
bR — e R E S R, WA s E B 8
B B #8237 A R R B B, R R T 9 I 2% 0% T i Ak
T, $ e B R T M RE.

WA 1 HETR Z 858 & 02 T 18 5 36
B4 AH DG B B2 BT, Z0 W 1 SR B R O 2 A R Y
rh A Oy 2, R Sk An el DA it A A Bl B R
B AH DG 1) BE i AT 2 B 58 ) B

Table 9 Comparison of Metric Evolution

®9 EETHREIL

P S Fisf ] BRI HlLaas > TR 2] BRIEiE D X b2

. (NI S AASRAR TS B ik FLAL F3X 5
Sk 591 2021 Py RF, SVM, MLP, DT, NB ROC, AUC, PR, Fl-Score Ny

. A AS T Y
3CHK [62] 2008 Ny LR, NB, DT FP, Recall, PC AR e AR B BT A AL

A

. AR T - o~ Precision, Recall, F-measure, SR AE A LY, A

KHR[A] 2016 ey N R, MSRAR g o0 SEAT MR 0
T GG SRR L 50% BB B Reds

ik 811 2018 2 U ET LSTM WRSHH RS Precision, Recall, Fl-Score, AUC o oL R 50% Hyfetffe ity

(RNN)

S AT GE

42 ETFiFXIE XA
FEFIE LS A BB B RN 2 s, B
B el AST 85 3 AR XS PR A RS 2517 Al B M $2 IS

TETE SRR AEAE B, SR 5 3 i B0 B e AH O A Bl ik A
07 B Tk U SRR AE G B A T A B S R A B 6]
o R B T A 28 R0 45 TR )1 A 3 ke g ST A T
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2015 SETFt, TR N T 28 10 28 AE SR A ke
B T AR 2 )z L 5 A% e i PR B AN TR, B
5% & {87 FH 25 FR A 22 M 2% (convolutional neural network,
CNN) . T 22 W 2% (recurrent neural network, RNN) .
MLP. DBN, LSTM Fil | J#% 1 25 4 45 [ 4% ( gated recurr-
ent unit, GRU) 45 % Ji 7 > B3k, 1l i AST 2507 304
AR B 1 ) o A HRURE AR, DT 42 48 4014 78 05 v B R
(R T8 SCRN S5 F R AR, I 44 A2 1 %) 5 E 250408 5 15 3] ol
2 W 2 b, Y SRR A5 Bl b PR RL . SRR [82] $2 1 T
— o FH T BB R g T A R B 2% ) 5 2%, AL DBN
TE— W W) 6 28 AL R AE b B2 B0 T R AR R AR, TE 1L E 1Y
REAE b T e B T RS A R B R [ o SR AR
J¥ SCA AT R HL A AR R 0 A% G R A, 1% 07 1 0k IX 43
AN TR SO AR A X Jl.

ST, SCHR (831 R T Jh i IR 5 R R0 R T AR5
20 CLNI 5l 55 AJ BE 17 75 Ff 15 br 25 1 B8, Jf i 2ok
AST 73t 8 77 A SR BUE 205 B, B e a1 R
SLFE I A RRAE ) 5 4 A EI] DBN R 26 o WA 37 T
DAY, 25 SRR B R 5 1 30 H PN i B T A
5 35T B 000 B PR RE, 5 AR SRR AR LY, %07
PR T 14.7%, AR GE R T 11.5%, F1 42 &
T 14.2%. SCHRK [84] 78 SCik [82-83] Fr ik Y ST 14 9 ik
Fea R0 (%) it b2 T AR AR B T — R R &k
7wk, DARHS A8 58 R B v 38 B 2 0 45 44 5 5N
R S B X AR T R B T, % vk AR A
PERRIC, I 4 B3 T DBN R AE 5 X5 F 34 2%
e TN , A FH 5 SC A Y 58 8 AST A B DBN 13 SUAHF
k. 255 3R W, 78 F1 485 b, 07 I AE SO AR B
B TN 75 D B AR AL T A% SR CPDP Al WPDP £
R SCHR [85] 7E DBN A5 A $2 B SCRFAE (19 BE il I,
H CNN 27 2] B B FRRIE 5 48 58 10 ok B T D0 AR AE AR 45 5
P T — A BT CNN Ay Bl B 1000 HE B2, DR T Y
AST ™A R R AR, JF AR B T BT 0 3E R4S
M RRAE . 45 SRR B, ¥E F-measure J7 11, 1% 7 15 L 3T
DBN M5 88 8 T 12%, boA% 40 i 2 T B0k B 1 1
TR T 16%. SCHk [86] $2ih T — R EE T IEE )
B RNN A9 3K 4 Bl ¢ 570 ( defect prediction via attention-
based recurrent neural network, DP-ARNN) #E 22 | 3@ i<
fi# BT AR T B AST I-5 15 A5 B e 4 o o) &, SR 5 fiff
P Bt AR % AR o 4 25 A% - it A %1 ARNN 9
2, K ARNN H 3l 2% > 15 3 45 0 R A R SO
BONEE, a2 AL AR RO R E M . S
RNN #H Lt., DP-ARNN 7 F-measure | F34#E T+ T 3%,
7E AUC _E-FI4R T T 1%.

TR BE 24 2] J5 1 (CNN, DBN) fili i AST A= A% #9 b
0 1) ek AR BBOTR 2 27 > R AIE. SCHik [87] & B, CNN Al
DBN 45 &% G2 85 /8 B 1 A1 TCA Bk, o] DB IR 3t H
rh B IR 1 R R A )RR T B AR H i e i 30
H b o3 A AN A 0] L S0 45 SR R W, B R A ) R
B )RR AL GERRIE 45 G K, L4l DBN Hil CNN A5
R0 2 AR F 4. STk [88] 4 Hh 1 — AT 1 1 30
H Bk B 75000 05 ¥ STLMMD, 1 Sl i 78 48 5 T IR
Gy UG AST H4) 3 06 75 2 > 1 A1) G SLT, AT i 3k
SRS 240 0 7 SO Z5 R A5 L5 AR R m] 1] 45406 B
1 22 PG (bidirectional gated recurrent unit, Bi-GRU ) 2%
> 5 5 AT AR BT A R 1 SCRRAE 5 B e 0 ] B
K- 4 2% (maximum mean discrepancy, MMD) $ K
G fifk 5 190 H vh R o A 22 S, e I T P RE.
S 45 R KW, AE AUC 847 |, SLMMD ff T DBN
FTCNN. P ARG rh i) 1 2 R0 AN [8) 92 1) 1 1 SCA L 38
B R 5 A R, SO [89] SEBL T — B L T A 45
) LSTM M 2% (tree-structured LSTM network, Tree-
LSTM), f#i F§ Tree-LSTM VCfic X (1) AST, 3t 434 3k
T5 AR v iy 1 vk FNAS () 8 33 i S, il P T 3 0 L
il 2 S 5 S v AT R TR B R 4

SCHR [90] £ H — Bl 5 T 51 36 FR A 28 1% 2% (graph
convolutional network, GCN) ¥ it ¢ T A5 AU . 15 5 1%
LAY YA TR ST 7 BN SRRAE, AR 4 T
HE X 45 4137 18] (control flow graph, CFG) 5 5 #E 47732
IEA LT SRR AEAE, 5 5 o CFG B EE Y A ] 4 [
IFH AL 3 45 B BRI 2% DL [ 3l 2% 2] FRAE. 25 R 3=
Y, IZ R AT DL3E N AS ] BB (4 K7, 7E AUC, F1-
score 5 A [ AL T CNN %545 St 1 e g i i) 455 760

e B A AIE 9B L A ) 1 S, (AR AST R R
PP AT i 2, B AR IEARAD A i 3 R s 45 4.
SCHR [91] SR A CNN A9 SEVARL, e YA RS 2 46 oy A8 I 45
i R L SR I Z 9L £ )2 CNN O CFG h [ 342 i
2 ) BB RRAE, S5 R R E =2 0T DL R TR S
FRAEFIEE T AST Jrik Pk sE.

SCHR [92] £ T — Bl TR R AR 1 s Pk A
(augmented-code property graph, Augmented-CPG ) 1% 7
ACGDP, H FHiRACHS iy 1B 1k | o S, 2 il o i d
T AR B B AE ) b B B N Bk B AR S R AR AR
AST Hil CFG, 5 {UHS B 4 1 3t A 80 0 & O, A2
Augmented-CPG, 55 2 B Bt £ HUf 1 Bl 5 [X 5 (graph
of defect region candidates, GDRC) 5 {37, A] HE 17 7 1) Bkt
BT A5, 56 3 By BE N GDRC A R B 3 ik A, i FH E
25 W 2% ( graph neural network, GNN)2%>] GDRC H i}
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TR B B RRTE . 45 R R, X BIRLAE Accuracy, Preci-
sion Z£ 38 bR [ T VulDeePecker™ f5 1,

AR 0 R TR AR 1 5 — i dR 1A, B AR R R
e AR A5 Ty BE (4 1 SCRRAE, I 1R R S A R R Y
B SCHR [94] 42 11 T — Fh i 10 1 9 AR 17 09 45 B ph
25 M 4% (convolutional neural network for comments augm-
ented program, CAP-CNN) it i3 T 55 76 | 327485 1 /¢ 31|
Yo T bR AR R g A R 1 SRR, 45 R R
CAP-CNN 7£ F-measure 845 L F CNN.

VT JUAR, — SE U i 38 1 Bl 4 ol T A ke
Bea FOTIN , TR0 2% i A R A E R g . STk [95] 4 i
T Node2defect, — Ffr £ - Fifi HL Ui A 09 W9 45 4 A $2 AR
(18 Bk o 00U AR, BT BE S B Bl 2 T B SR
O 2 114 2HS 45 1 R AR D972 9 1 e QR4 RN U
I JE K2 2 BN 0 R AIE 5 % 4 B 3% 2 01 A B S 2
T 452 AU v 55 3SR B, i A B 7E F-measure 45 45 1
AL GE BB L 1T I 208 T 9.15%. SCik [96] 42 Hh
T GCN2defect, —Fft H T GNN 1 fif g T 0 452 7Y, %
P 2 22 2] U I 46 v T R R 5 AR R AR, Y A
() 1 SCRINEE 4 3 15 8 1 AT i 1) 0 1) 2% > . SCHR [96]
MIAEE ST THE G S ACRS BE . & 2 N 2% JiE £ 11
P28k A 3 Fh 2 ALY AR AR AT R E E, 5%
3 10 R B o AR 48 1 0 45 i AME LG, 20T R R
P vm 1 HR G T R SCHER [97] FE L R AE BRI T
CGCN HL5Y, fff ] CNN ik AST H il X {5 5, GCN
AR AP 25 h 9 25 8 45 2, CGCN i ix 2 =X
PAFHR G FHE, I 518 GRS & 1 T U1 R 53 26 405
2 BRI iZ BRI T Node2defect 1 GCN2defect %
7.

SCHK [98] i Ji Transformer #57 { gl 2% 2] J¥ 511 (1)
T SCRRAIE 1) 2 65 A0 AR E, Pt 4G A %) e 3 %86 . SC
Hik [99] % 0 T IR AAS A1 SOFT B R SCfF B, SR A BERT
FBL ) K 55 W0 12 W 4% (bidirectional long short-term
memory, BILSTM ) 5 % #it il 5 ¢ , BILSTM i ik BERT
BEAY~2 ] 1 token [7] 227 > b F SCHYIE UfF B 45
T, 5 A B REE 5 2] UG GRRE AR 1L, % A T
REA RO F 1918 A5 B

THE 5: ARG 0 1 4 T kil SOk Tl
DA TRY AR Hf o0 A7 435 SR & B0, it 63 R A BROE 7E B T 1
SCH, R Z2 B 58 4 IR AR f A S AST, 1) IR &
2 S FOR 2 SRR 1T 1L A A) IR T

WA 2 i B R IE S8 7E R 1 b, B AST
AN BRFRF R AT SR, B R AEREAA A 54
G, AR A I AR 1 22 R R Ak T7 5,

5 1 A= il S AR D BE Y T SURRE.

5 imiE B

U 1] 2 — ol RF 28 1) R 22 A B B A7 A RE W8 1
Tt 3 R O 3 S 5 ) 2 A TR 5 RO et B
G AR AS [R] U 31 64 A 2 40038 mT LA 3 A U IR AG: I 5
U T F 2 AT 55 3 5

s 160 A 000 R s IR I 2 AT 55 0 = A 5 B Y
AN T). 3 I ARG AT 95 46 o 8 20 %) T 3R, 7 AR A A R
rRORE 2 7 AE AR B b T T Y I TR AT 45 ) S 2 R
TN 22 A B R AT RO B g, B — A RS S
v T BB AE A 0 T TR B, DL/ e R R B R E 2
(9 BUAS . (R A N T BB G L& BR B 2% ) ik ik
S LA T T A D A s R 00 A R A e A AL, b AR
it ] R FASN 200 s 10 1) 5080 B AT N 5, AR 55 0 H
14 0 S B0y 2t vl B, R IR AE I 25T T
EhE @A F X 403X P A

AT LA I 000 2o R A YIS A A 2R T A%
G 1) JH T 0 B R T 5 9 DA B R A o S
Iy ik
5.1 imiEwER
5.0 BT R A 0 T R

FE T ) Y ] 0000 A R 5 sk A TR AR
AR AE 2R 7R R T T A DG A5 L, PO T PL & 2% 2] 35
T TN - 500 e I R DG %) 24 Y TR 0 A 7R ol
SOREE AR AT R FES . MR N RAEE A,
JEA# FH LR, SVM, J48, DT, RF, NB, BN Z: 4 #5 2% > &
T2 T s 31 A G 1) 4 A

SCHR [100] X Mozilla H % JavaScript 5| %47 174
IR, KB 9 Fh A 2V BE i (245 McCabe, SLOC 55
JEE ) AT LA T S0 e, {2 R i 6 . SCHk [100]
(V25 % B, TR I R KICRN i [ BRI 55 2 v A
TESE 2% B 5 T AFAE 10 2 22 5, DR A2 2% B T LA IX 40T
) B B R Sk [101] i FHURAC RS AT L ARG AR B
A5 B TO0IN 9 R, %5 2R WA [l I AR R AL A e AR A
BLFSEEL T 100% H9 4 13 8% AR BH 2. STk [102]
W98 T R N R EMEZS 5 T T Z 18] B9 5C &, #F 58
RI, B9 ECE T2 I R N B SO D T 9
ASFE RN BRSO A T R Y AT R 16 A%
SCHR [103] WF5E 1 3 R R4 B i 48 b (52 2 1k L ARAS
AR JF RN G Bh) & 5 A] DL IX 43 ) 5% Wik i SR
kA8 T Ak A FK. 45 R, 28 N E R E D
A 24 AT LUK 43 2 A3 H 1Y 5y 32 B0 SO A S
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1, 3 3 BB A AT Do 2 Ak A R R T AR SR AT
Pl m 46 S SCHR [104] A & ) — A5 T 52 e b L A
PRI SR R DG %) T TR T AE 42, T HE 4 RE TE B
il Mozilla Firefox 119 X 22 ¥ 52 I 1 52w 1) SC1F, H
BRACEEAR.

WA, 32 5 T A B ) Y IR S50 A AR AR TR
T8 A, KBS AT RE 7 R b RO o T S 4
BBC S s I A G B R AE . R B8 A T SCR R AE IF AN
— 3 BE % 57 A BRARACRD A B 1 B S, DRI AR SRR Y
U 1] 00 T ATy AT B AR

FIANTEK 7 FR Y 2 B Python f4HS, TN E |3k FH
#J2 MAR TIU AR 5 AR, (EACRS 1 AR T s AN
JE S ASBY A [ F A XURSE, ARRS 2 A HX 2
B AR B AR [R] 9 B B L AR AR 0 R 8 4,
MREE N T4 IO 48 b LA X 38 047 X 4, 5 28—
Tl G 6% 42 A A 1) o 0 25 R R AR RN 8 SUAE B AR 1
=R7 3

1 x=0 1 x=0
2 if stack. is Empty(): 2 while x<5:
3 while x<5: 3 if stack. is Empty():
4 y=stack. pop() 4 y=stack. pop()
5 x=x+1 5 x=xtl
8L 1: A. py G 2: B. py

Fig. 7 Code example
K7 AR

5.1.2 HETIEE Ry R T

B TR PR O T TR A B8 8 T SCARIZ A8 L AST
85 7 AR U A AR o A RRAEAS B, e Ak Dy ) B 1Y
72w, B S i LS % 2 (machine learning, ML)
B R i 2% > (deep learning, DL) L it 174335, ff FH A
Lk B T T L I m] LA E A7 o] B H B U TR
(A7 B FIB VR E AT B PR T AR
(AR AIE 2 T 7 AR 45 Rl A 7.

SCHR [105] $2 i 1 — B AR T 98 QRS SCAS 43 By
()T 3, B A SCUF R 45 o — AR Ak I . 32007 B4
TEACHD (1 B — A - R 20 G AR SRR AR, i F 45 28 SC
PR IR ACHS h 25 78 7 BE 2 A ) T B B 5 AR T IR
sl i AR B SCBL T 87% A HE K | 85% YRS 1
1 88% 1) 4 [ul 5. SCHR [106] Kt 3C 1 B A A e A
R AE Ry AR B SCARRAE, 0 T 58 AF A T I A 21
4, BB AH T PHP W AR 5 08 0 B o 458 78 52
LT Y A R (ER X IR A AR U, B A T
A Z 18] B S5 A A5 B, R 7E B2 7 i ik A5
ST LA Bh &) 52 ok i AR SR IR TR w1 =R, M

T 2 s 3 900 A TR AR B SR M E SR BI AT
AST K R AEA) 454, SCHR [107] AARHS R 2 5 T
AST Jf-ff 5 W 9 25 K A =X, AR 408 At 1 25 K 85X 1 Bl
o B AR, 1% 07 AN G 3 A A /D RS S R AT
U ) 500 . SCHER [108] i FH Antle A C/CHHE S H 4
HUAST, PUBEAS sREICH SEAS BT A AST v 2 i) i,
R FH 32 v s 1 5 43 20 4 ok T 2 o X ]

VFZBR B 2 2] F AR I 4 g FH - U 118 00000 4 55
TR 2 2] FAR T LA 2= i AR5 b B 3l 35 O I
2B RRAE A5 B, RAE R F A8 5 IR CRRAE. 3¢
fik [109] 7E4 4t (token) 2 A5 I, SR IR BE At 5 W 245
454 N-gram 437 FUVRR A 6 £ 44 3 FRAE, 1Z A5 A0 E 1%
1E Java Android B FH 2 ¥ e ) 3500 T 45 Hh 52 B 0 kS
JE | A R R s A [l R SCHR [110] A LSTM il
RWACHS i b SR, 2= 2 RS 0 i vk o SR
fiE, 25 e R WL T7 VR T4% e 1 3 2 1 S A . 3
BRIV BFSE T 3% T SCAR 92 98 04 e ) 190000 o ] ik A
BB H, 18 word2vec il fast-text 19 Ak 7l 2 )
R PRIC Z [ I8 S LOCER, i F] CNN Fl RNN 45
TR S A A A L Sk [111] B &R,
55 FH T A= BB ik A ] B B GRD R I, AR Y F2-
score 3 K, H word2vec - vERUR fe . FE TR 24>
() T 11R) o 0 ASE Y A il Ry T S R R

SCHK [93] #2 HY VulDeePecker £ 4t, 7+ I i 704 T:
55| AT R EE A2 R 2% BILSTM, [R] i R 4 T —4
JFH PP At s 0 G 00 555 S 1 50 A . SCik [112] #ESr T
— BT R 2 S 00T T O AR G, RE R XA B
SC A B R BSR4 KR B I, A B X B S 48 v i
B — /RS B, FEAT S TUR IR IR A 20 A 0 RN
7. SCHR [113] $2 4 36 F GNN 1) Devign £ 8, 2T
4 FlJg@ 1k AST. CFG. #4fi i ¥l (data flow graph, DFG)
A SR T R AR P 5 L 5E Bl AR RS 1) A, SC
R [114] 48 5 19 SySe VR A5 U i FH J5 T 5040 A 8t i 1
SAE B FRAFAED . SClk [115] 42 1 T IVDetect #5270, #2
IECARAE v %) 5 R4 A O 2R 2B 5 S 4k 1 1)
RN, G0 — 38 i RNN BRI i 2], S 25 3k
B, IVDetect # HH O 1ORS B2 (1 42 T1 T BE 98 2 17 3 e
I Jir 76 pR B, T, SCHER [116] 42 1 T LineVul A%
B, i | CodeBERT 9 il 55 78 58 Jli A A% 114 ] ] ik 2
o, A AT RL B2 K0S AR 2 A7 U 25, 181 GNN i 48 3¢
AR H AR S FR R TR A5 38 T R T o A e 1 T s
RE 0% 7 {57 I BT AE AR A AT

TR 7 DA SCAHZ H 114 £ 132 ok 38 BOSC A4 v 1 T 3
FEAE BB 0% T 78 43 M4 AR A A 09 15 75 15 SCRRE. 15
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BLEE 7 0 $2 THRER B 24 2] ik i 5 A B AR 0F 58 &
5 LN 2= T A AR08 v B BUHE 3 R AE . X —
R 2 AT 3 [ B i e] o AR B 3 S {H )
PR B e LA B T = >0 R AR (1 25 s Sk U IR 900 4 55 )
P AL B T R TEBIF 5% . 3 2 B 45 U5 98 ke B AR AR A R AR
FAE B Be, AST Fil RNN 3X 2 /™ S8 % 4 Kk 2 #0058
JT S BE, AST R LA AR ff- i ol B ER fie A% oo (1) 322 4 &5
g, RNN T A A AR A B R G SO op 4 3 K I
FIMC IR 2. B T AST HI RNN, I 4E K B TAETF 16 3%
2 ) KRBT AL (1) 0 CodeBERT), 3 £8 K#1L
PRI 5 M A R F R S AT 4 Lk AT T Bk, H
AT LA d- i A R EE A AR O S AR AR LR T 45 10
PP 1 55 M O T AT 55

WL 4. BMEER T AST SR AE I8 AU TE 45 H4)
AN fa] A i e AT BE FE 2 b R AE — AR SO AR TH 2
F 5T AT AE . AR i K, RNN A6
A A 815G 22 I R BB 78 0 AR, B J3E 31 2% In] AR TH A7
P, I LA — Bl 14 2 20 B R0 BE 6% 405 T I 1903000 450
S B WS R S e Ah, H e I T 0 25 R AR
B, TCYE A 2 0 P A A U, PR Ok AR
(149 T 11R] o 0 25 R A 2 T A R A 5 ) — A R
52 miRTMFASERNMXASEKR
5.2.1 Yl 5 kR Y DO 5 KR

T 1] 5 50 B N 2 2 A4 58 4y B A, AR 1
T 1] 2 — b AR R 1) 2 4 T L

SCHk [117] 22 78 30 file B 2 5 30D B BT o vk

AT LT 5 Dy BE 0 ) e 2k i B, R T i 2 AR
0, FF R BT ) R R S A, T T B BT S i S 2
42 M. SCRR [118] Ay e I 2 Bk B 1 4, T 1) 2
— PR AR e VBRI SCRR [119] RoR, T
) J2 e 08 B R IR AT ARAT R Ak B, T i 71
R N SR 2R, AN R LR IS AT 4

R 4l SR R BIE 2 L, i B 5 e R =2 TR] A A fRL
PSRN 10 B i S5 e A0 7 A 85 e 2
FRAS A A2 2 T DL S g AR BLRE Y A O, FLAED
SN BRE A R R B R . SCRK [120] 48 H A R 75 U
Tl 0 G B ) P A el B e v T A A AL LR
B L 1 A AR R LR Y | | R 48 (system-on-chip,
SoCME R B 45 % OB, B i 21> F1HR AL (intell-
ectual property, IP) 20 i, G & A0 B 2% . N A7 Fl % A i
A A R T FEAK SoC BT A I Hi 2 b i B
6] (1) 23K, SoC 1 I K 5 Be 22 A5 = 05 3wl i ik i
ORI, 55 =5 (1 IP APt 5 RS T s 42 22 4 m] R
B A AN 2 A5 A B9 B3t 107 7 WS 19 B A7 TP o A B 7 R
B JE AR H A ) A SCHR [121] 48 AT & 1)
205 AR 5 e Ve 5 B % U0 A OG 3% SCHE B X
2003—2011 4[] Linux (948 [F] jiR4s BE4T T 43 1, 0F
R BURAE Linux (4 BUBZEAS Wi 38 fin, {F Bk b 5o 522
U0 ) #a #x. EA1, Block, Null 45 28 B B j 475 4R 78
B SO g ARG 52, {H 33K 26 S8 R G 567 1) 52 1) 2%
AT 5 B A [a) B 2, B8k 2 T LA P O ) 55 Jit
— RYN I, 8 N A SR

Table 10 Differences and Connections Between Defects and Vulnerabilities

F 10 ERFEFRENXISEER

KHSRE S Bk Wi
S A S i SR IR G
W T B e S st st N o

KR R R

BT RE T B E ARSI B0 T i e s R 48
BRAFACHD CPRARAD B 0T )

LR, TR, AT

3] P IR A, P . EIFE, AR B, SHELASUNE S BRPEGRN, RPEOHG ., D
WCPHRE . BRI R B
. WAEE D 2o BRI R . Bt IR 231 % — RIUGE . TF% A SRR
‘ B 0 PR AR bt SFITFE A B 2 A TF BRI
HE Bz e
i L2l et A4 RSB B
e Sl SR, (RS AHELL A S 0TS

20|

AN T J5 v

ESCER AN U ERC A SN
FIMEK. ASifb. #SMT. AT, R AT

SCHR [122] B 25 R R, WA — Bl 46 br n]
LAAT 250 5000 3 190, 190 93000 A 5 ke g 00 R 4 ¢
Sy, TERH R B BE BT T, e B P00 T AR AS 45 B A RS

JEE R A [l S {ELR P ) 00 B4R RE 0 A ] R AR R
AN, SCHR [123] 1 7 3 b £ 5 4 ol o B2 e Al A
A 565 T 00 A T R v 1) 9000 S TR 0 e o 00 A 7R
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U R ST B, 5 2R SR WA G Y e o T
FEAR AT UGN K8 3 5 32 Bk B S, (R ER R EL
iR SCHR [124] & B, R B 0 00 R s 1) FoT0 465 25 42 43t
TOARRLA BN E, 2Bl AL G Y B¢ B R
P AT DL e fd T, L e e R e IR T A E 1R AR
R L 52 5T i RRAR -1 15 114 5k o 250 R s ] K5 11
S

T 8 FE T AT 5 8 Ay ke 5 TN 1 s 1) i 00 2
BT AR ARL A T BE LR A% T Y B B R BE R
BT SO TR B ACHS, PO R 2 8Os BT 2 BefUas A
A AR A9 52 2% B2, {H )2 32 B A B0k nTREAS [R]. R R AT
FE T LUAE SO E ) 30 B BB 6 A0 s 1) A S 4R A
PR IT B e T 5 5 A Y ] TN [ AT %y ] A AR
522 LT IE LA SCAY TN A A

Bt N T R AR A 45 A U SR B 8 K ) 3
WRE 1, L AF R 22 e T 7 UL 51 AN TR fE SR
FH T PR dk 5 00 R0 s 1) T 00 4 55

a5 53 R O 1] 500 %) BF 7 5 4R IBOAS [) B9 A
i, TN TR BEHAR B T AR A B AT T 2R
25, A4 ) 8 R AE | 32 BURF AR R ML/DL 73 26 4%
VIR 55 0 R . 38 A X dfe o R ) A 55 o A IR R 2
B 48 3 & B, CNN, RNN, DBN 45 5 7 2 J2: f5lt [ il
T 17 LI AT: 55 69 8 L7 i, R BT TAE I E
AT AN T 54 45 i i BT V6 A7 N

AST BB i B0 R AR e P 1 75 B9 TR IR T8 X,
1 AST “RFAE $i ORI 32 Ui A dike e T30 701 v 7] 5t
A 1 B RAE TS . R T AU S B R B, B
DA 2208 5 A T 46 FH LSTM A5 A8 e 4 3k I BE i 4R,
B 22 18] B4 i SCHRAB G 28, T LSTM A5 28 114 7 3 U
BL ) 2 F T 5 Ao B AR ke B A s i 1) 3 B BE R

BERT 5 R {1 ) B, — 28R AR 75 R i A Rdla i

) L A5 TR 2 U R P 0 OB 28 )3 B B R
G 3t A0 R B e P A9 T SCRRAE

VPR 9: W 5 TR JEE i 25 00 245 1) ] figh R 52 20 4 5

TR I3 L A ] AT 7 4 356 496 ) o 2% A6 251 s A 1] O
1113 58 5 -5 s 1) P9 903000 A TR A AR R, o AR 7 i
i 2 AT 55 16 5% B B b HL A i i L, SRR
AU £ T R A 1] R (R A PR 5T

6 KRFEHAREE
AR 30 3 A RIS 293 ke [ 00 A s 1) 00 AT 55

B BIF 7% 2R, B 4E T X 2 A AF 5T 4TI ER B B T I )
PR S5 ML, 3k 11 s,

Defect
Prediction and Vulnerability Prediction Tasks

F 11 BRIGEUNARERBUE S B SHLB

Table 11 Opportunities and Challenges of

PR Bl

BORERRIR A e — R TP G R G
A RAE Tk A — P iR KRR 2 B TR AT SR R AL T 1%
OZRBER R FIRTE AL U 2Rl (0 17 e i AR TSP
TR IR R PR S A AN A 55 1) TR L 2 ~) 1A
Ak TN A E I % b 57 e IR T i B s
R liupe T AR (YIRS 1T 24 N ) N B IR AR

6.1 HEERKRIESLE

S s T 5 P AR A B LR a3k 4 R, 5
# FEAf ] NASA, PROMISE, AEEEM it f3 23 45
FHY CMI, IM1, KC1, KC2, KC3 45 %5 ¥ 45 7F 47 Bt B
T AH SCHIFFE, (H X SE Bl G B R R 2 e & T A
.

Bifi 5 % I 4 22 ] 4% ( deep neural network, DNN) 7£
S I T A AR A S R, I ASE AR X T AR 4R R
(18 T2 R R A Bk g . 3 4 % B B S B Bl o A
AN 15 B, AN BEZS DL B ) 5 41 75 43 i1 4R AiF A5
SR, B T A RO A L B 0 22 bR A T 2 oK R
R EATE

Wk 7 A B B R U, B AR R AR R — A
G TR M 7 . Y FTE 9 & B 3E 2 GNN B E R
B 55 7 12 R 0 5L A 5 o7 381 99 00 Sl 5 0 s 1)+ R 1)
PR A B AR AT, I L RS b 1 B R B, A58 T g
AR A 15 Bt i B

H {4 dte 575 0 000 R0 s 31 03000 5 D %) 5 B 4 A
RN ok BRI 2 . 4 25h5
25N A R AT AN ST R A R s R) AT D)
5% N TR0 Ah ol 2 o A Ak 205K 2% g, (HLSAIF AN
P 5 AN ) T R 0] Bl 55K B fn v o A L A HLC
MR TR ESCHE . DR, SR TR G N R B | ol R
o3 B RS 5 8B A0S, DF 9% % % 2 A — 4 i
£ 57 o K90 4R
62 RiBRERIMEFE

H A ARG 1 i S AE B 5T 223K T AL 45 AR B 44 B
FIZEAY | AST. 5 MM 1 B0 40081 7 PN 1 2 b Oy
Bk RAFACHS 2 3 1Bl UE .

i T B — RAE 7 AN, V2 05T 2 IR T £ 4k
BERIR G RAETT I, IR AR ok T — 2 Pk s 2
FE. Horh, AST B985 M €0 48 BOAC AT o o 36 25 0 R AIE
PRI 2 I T 45 R AR 114 R 2 AE B B (HL 4
A 6 A 5 2% 18 vk 5 W R AE TN AR BN S IR T,
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H PRARAD Hx A B [ 23 ], DA B 4 i, 5 AR A 2
I TAE, A5 058 & AR SRR
63 WIIEERNRS

N T L £ AR R AE T B T E 4 E 5 —
AET, M AT 2 TAE S 1 4 Fh o7 ok B e
R ERE, (HERAS BE 4 T b Al SRR T 0B 1 s
SAE B, TRA MR T R3] A code2vec
AL,

AT AF K H BLAY Glove 45 i) ] o 455 70 45 AR i R AiE
Wk T — M A K. il N T8 Re s b2 s 171
Z U CodeBERT 114 R RIS W I 25 88 )7 s 5 1328, {H
BN RETR A AR R B AR T R S E LYOIE R, B
[ i 4% # GraphCodeBERT M A T U4 i i 4K H1 56 &,
5338 T 3 2 AR R SCRAE, I AE 2 T 40 Al
KT UHAE 5 T EUE T SOTA . "l AT UL, 5] AT
B 19 I 5 AE 70 A 2 245 T I 42 98 8k DL J7 kA
et KT
64 REFIRBRE

M T AR i K B R, A 8 i
L ) 5 A R TR DG R, DR LG R AT i S R i AR
HRCH: v B 35 75 45 A SRR RS AR BN A — R G
AR5 T 1 ) — Y R

TEPEA 18 01 TR B2 2 > R RL gl T LA Bh i 5 3 o
g Wb A AR R SUIE B, B AT 3 U 09U A R il
HATIEMZT T IR RNN R BB R ] DUAS Bl 3 G 43
TG B AR G R I RHAE, (P AT SE B 5T 45 HH RNN 76 5
K B AR SCA v [ R T A A G PR, T A R RN
T IR 0 00 A 55 1) R B 2 > B RUAT R A 9 AT Dol —
PIRER.

6.5 RN A

T AR S B R FH e A 8 A2 i 5 R s IR
() AR, ST 55 rh o 7= A T A T BE H 30 i B
L) RS A e N 7 1 U 1 S A - DR VAT
I R T A2 A R I 5 A A 2R 1) 22—

3 g A% o P B T B AL, R R 4
I AR AT DAXHARC RS SC A s 3 B o B8 AT 50 g 0 s
T 58 7, #2800 A 8 43 F 5T T AR S8 1 4 Bk B R0 T
T B e AL B RS AT, AT LT, 200k i 4 R 4
B 5 A 1 e RSN AR ARG 2 Ak T A 2 £
6.6 R BE T A0 iR R B AR B B9 T R

R o 0 e IR A 5 AR B BT B AR A G
U Y1) 0 5t 6 22 T A R R P A 75 R 6% A% Gt 1) 5 i Tt
T F5 o 1A s IR TN o SR G g T ASE AR W] L T
T IR S0, U] AN 5 LAY B A5 A1 1 [ R 8 U5 A U IR

Bl B A

TP B Y ok B T ASE B A — S P I R
RIS BT T IR F9T 00 ) 2 . — S B [ T A A T RE
2 BT PIN Jhs 91 F) R, LR T A a5 00 A Y -
AN IR S T T I T 5 AR R s i )
o B AR AT — 2 B ek, ROk, BIF5T AT DL &
— ol ie AR X3 R s 5 s

7 HEERIE

A e o o000 i B AL S 2 >0 R BEE o ) 7 1 4
R A2 BRER A SR, b Ll 2D 048 52 A I 2 i 7
sty B4 SR I T IR A ke o TN, B 68 i oo o 4% 2
RS NIVE QRS EY RN AN L U LR (e X A B U R
A AR S o 8 BT o A 01 S0 A7F 5 4TS A 5%
SCHK, DAL o7~ MR =7 ) VDA G, fi s 1T
HOPF L B N Tk SO 2 SIS A R T X 2
JERERY, o3 M 1 B B e T A s 9 00 =2 18] B 1X
S HR AR R, o B TN 64 7S DR R ) e
FI PRI, i AR R B T R oK 1) e & 7 1)

i Tk 2 A e B LI A 5% 1 IF 5, AR SCAA
A W BT T 1] AT LA 4 AT T I DA — A
g T ) 5t I KON A BT O B e B R
FIC 06 52 B B A 5 2) 4 ol — b e R B2 20 3 1R 0
T SAE B R RAET7 % M) A 45U 2R e 114 1 1)
TR B % i iy e e 00 A R 4 1 5 3) 3 . 4
JSEF18 00 A AR T LS A 0 b o A5 SR o R U IR 7T R
LA 078 5 4) I e — ol e PR 2R X7tk I 5 s
AL T B 32 Tk 4 A £

EERBMAER: 9L A TR R T EA®
BB Ao MR B 15T 5 O A AR A
Gt Ao B KA R TSR LBES; RRERE
T2 AR OAT RS T R F AR |
T 89 AR ST 5K B AR ki S ah R BT R R
B, B Ve 4 F AL G 5T

& % x #t

[1] Pachouly J, Ahirrao S, Kotecha K, et al. A systematic literature
review on software defect prediction using artificial intelligence:
Datasets, data validation methods, approaches, and tools[J].
Engineering Applications of Artificial Intelligence, 2022, 111: 1-33

[2] Chen Xiang, Gu Qing, Liu Wangshu, et al. Survey of static software


https://doi.org/10.1016/j.engappai.2022.104773

1484

HENTR SR E 2023, 60(7)

(3]

[4]

(5]

(6]

7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

defect prediction[J]. Journal of Software, 2016, 27(1): 1-25 (in
Chinese)

(B3, TR, XUEEAT, &5, #SE A B T 7 i o L] 27
#£,2016,27(1): 1-25)

Gu Mianxue, Sun Hongyu, Han Dan, et al. Software security
vulnerability mining based on deep learning [J]. Journal of Computer
Research and Development, 2021, 58(10): 2140-2162 (in Chinese)
(BRER T, NS T, P, 45, TR L2 > B 22 4 T 42
(). SRS 5 & i, 2021, 58(10): 2140-2162)

Trachtenberg M. Discovering how to ensure software reliability [J].
Radio Corporation of America Engineer, 1982, 27(1): 53-57

Qian Lianfen, Yao Qingchuan, Khoshgoftaar T M. Dynamic two-
phase truncated Rayleigh model for release date prediction of
software[J]. Journal of Software Engineering and Applications,
2010, 3(06): 603—609

Bustamante A, Bustamante B. Multinomial-exponential reliability
function: A software reliability model[J]. Reliability Engineering &
System Safety, 2003, 79(3): 281-288

Zheng Yanyan, Xu Renzuo. An adaptive exponential smoothing
approach for software reliability prediction[C]//Proc of 2008 4th Int
Conf on Wireless Communications, Networking and Mobile
Computing. Piscataway, NJ: IEEE, 2008: 1-4

Yamada S, Ohba M, Osaki S. S-shaped reliability growth modeling
for software error detection[J]. IEEE Transactions on Reliability,
1983, 32(5): 475-484

Kececioglu D, Jiang S, Vassiliou P. The modified Gompertz
reliability growth model[C]//Proc of Annual Reliability and
Maintainability Symp (RAMS). Piscataway, NJ: IEEE, 1994:
160-165

Ahmad N, Imam M Z. Software reliability growth models with log-
logistic testing-effort function: A comparative study[J]. International
Journal of Computer Applications, 2014, 75(12): 8—11

Gong Lina, Jiang Shujuan, Jiang Li. Research progress of software
defect prediction[J]. Journal of Software, 2019, 30(10): 30903114
(in Chinese)

CETTS, 22U, 2. BB TS ARDT IR L], FfFi,
2019,30(10): 3090-3114)

Li Yiyao, Lee S Y, Wotawa F, et al. Using tri-relation networks for
effective software fault-proneness prediction[J]. IEEE Access, 2019,
7: 63066—63080

Lee S Y, Wong W E, Li Yiyao, et al. Software fault-proneness
analysis based on composite developer-module networks[J]. IEEE
Access, 2021, 9: 155314155334

Zhu Kun, Zhang Nana, Ying Shi, et al. Within-project and cross-
project software defect prediction based on improved transfer naive
Bayes algorithm[J]. Computers, Materials and Continua, 2020,
63(2):891-910

Akiyama F. An example of software system debugging.[J]. IFIP
Congress, 1971, 71(1): 353-359

Halstead M H. Elements of Software Science (Operating and
Programming Systems Series)[M]. New York: Elsevier Science Inc,
1977

Shepperd M, Song Qinbao, Sun Zhongbin, et al. Data quality: Some

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

IEEE
Transactions on Software Engineering, 2013, 39(9): 1208—1215

comments on the NASA software defect datasets[J].
Khoshgoftaar T M, Gao Kehan, Napolitano A, et al. A comparative
study of iterative and non-iterative feature selection techniques for
software defect prediction[J]. Information Systems Frontiers, 2014,
16(5): 801-822

Li Zhiqiang, Jing Xiaoyuan, Zhu Xiaoke, et al. Heterogeneous defect
prediction kernel ensemble
learning[C]//Proc of 2017 IEEE Int Conf on Software Maintenance

and Evolution (ICSME). Piscataway, NJ: IEEE, 2017: 91-102

through multiple learning and

Kubat M, Matwin S. Addressing the curse of imbalanced training
sets: One-sided selection[C]//Proc of the 14th Int Conf on Machine
Learning. San Francisco: Morgan Kaufmann, 1997: 179-186
Kotsiantis S B, Pintelas P E. Mixture of expert agents for handling
imbalanced data sets[J]. Annals of Mathematics, Computing &
Teleinformatics, 2003, 1(1): 4655

Chawla N V, Bowyer K W, Hall L O, et al. SMOTE: Synthetic
minority technique [J].
Intelligence Research, 2002, 16: 321-357

over-sampling Journal of Aurtificial
Yao ZhenDan. Research on unbalanced data classification algorithm
in software defect prediction[D]. Harbin: Harbin Normal University,
2022(in Chinese)

(GREFE. A G T AP B 3 B R 5 (D] /R i
I RIEITEIF, 2022)

He Haibo, Bai Yang, Garcia E A, et al. ADASYN: Adaptive
synthetic sampling approach for imbalanced learning[C]//Proc of
2008 IEEE Int Joint Conf on Neural Networks (IEEE World
Congress on Computational Intelligence). Piscataway, NJ: IEEE,
2008: 1322-1328

Ma Li, Fan Suohai. CURE-SMOTE algorithm and hybrid algorithm
for feature selection and parameter optimization based on random
forests [J]. BMC Bioinformatics, 2017, 18(1): 1-18

Kim S, Zhang Hongyu, Wu Rongxin, et al. Dealing with noise in
defect prediction[C]//Proc of 2011 33rd Int Conf on Software
Engineering (ICSE). Piscataway, NJ: IEEE, 2011: 481-490

Chen Liu, Fang Bin, Shang Zhaowei, et al. Tackling class overlap
and imbalance problems in software defect prediction[J]. Software
Quality Journal, 2018, 26(1): 97-125

Tang Wei, Khoshgoftaar T M. Noise identification with the k-means
algorithm [C]//Proc of 16th IEEE Int Conf on Tools with Artificial
Intelligence. Piscataway, NJ: IEEE, 2004: 373-378

Goyal S. Handling class-imbalance with KNN (neighbourhood)
under-sampling for software defect prediction[J]. Artificial
Intelligence Review, 2022, 55(3): 20232064

Li Zhigiang, Jing Xiaoyuan, Wu Fei, et al. Cost-sensitive transfer
kernel canonical correlation analysis for heterogeneous defect
prediction[J]. Automated Software Engineering, 2018, 25(2):
201-245

Yang Zhenyu, Jin Chufeng, Zhang Yue, et al. Software defect
Journal of

ensemble approach[J].

Physics:Conf Series, 2022, 2171(1): 012008

prediction:  An learning

Jiang Feng, Yu Xu, Gong Dunwei, et al. A random approximate

reduct-based ensemble learning approach and its application in


https://doi.org/10.13328/j.cnki.jos.004923
https://doi.org/10.13328/j.cnki.jos.004923
https://doi.org/10.13328/j.cnki.jos.004923
https://doi.org/10.7544/issn1000-1239.2021.20210620
https://doi.org/10.7544/issn1000-1239.2021.20210620
https://doi.org/10.7544/issn1000-1239.2021.20210620
https://doi.org/10.4236/jsea.2010.36070
https://doi.org/10.13328/j.cnki.jos.005790
https://doi.org/10.13328/j.cnki.jos.005790
https://doi.org/10.1109/ACCESS.2019.2916615
https://doi.org/10.1109/ACCESS.2021.3128438
https://doi.org/10.1109/ACCESS.2021.3128438
https://doi.org/10.1109/TSE.2013.11
https://doi.org/10.1109/TSE.2013.11
https://doi.org/10.1007/s10796-013-9430-0
https://doi.org/10.1613/jair.953
https://doi.org/10.1613/jair.953
https://doi.org/10.1186/s12859-016-1414-x
https://doi.org/10.1007/s11219-016-9342-6
https://doi.org/10.1007/s11219-016-9342-6
https://doi.org/10.1007/s10462-021-10044-w
https://doi.org/10.1007/s10462-021-10044-w
https://doi.org/10.1007/s10515-017-0220-7
https://doi.org/10.1088/1742-6596/2171/1/012008
https://doi.org/10.1088/1742-6596/2171/1/012008

FSE4E TR IR A B b 00 7 ¥k 43k

1485

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

software defect prediction[J]. Information Sciences, 2022, 609:
1147-1168

Gong Lina, Jiang Shujuan, Bo Lili, et al. A novel class-imbalance
learning approach for both within-project and cross-project defect
prediction[J]. IEEE Transactions on Reliability, 2019, 69(1): 40—54
Zhang Shenggang, Jiang Shujuan, Yan Yue. A software defect
prediction approach based on BiGAN anomaly detection[J].
Scientific Programming, 2022, 2022(1): 1-13

Rodriguez D, Herraiz I, Harrison R, et al. Preliminary comparison of
techniques for dealing with imbalance in software defect
prediction[C]//Proc of the 18th Int Conf on Evaluation and
Assessment in Software Engineering. New York: ACM, 2014: 1-10
Eivazpour Z, Keyvanpour M R. CSSG: A cost-sensitive stacked
generalization approach for software defect prediction[J]. Software
Testing, Verification and Reliability, 2021, 31(5): 1761

Kohavi R, John G H. Wrappers for feature subset selection[J].
Artificial Intelligence, 1997, 97(1-2): 273-324

He Xiaofei, Cai Deng, Niyogi P. Laplacian score for feature
selection[C]//Proc of the 18th Int Conf on Neural Information
Processing Systems. Cambridge, MA, USA: MIT Press, 2005
Balogun A O, Basri S, Capretz L F, et al. Software defect prediction
using wrapper feature selection based on dynamic re-ranking
strategy [J]. Symmetry, 2021, 13(11): 2166-2189

Thirumoorthy K. A feature selection model for software defect
prediction using binary Rao optimization algorithm[J]. Applied Soft
Computing, 2022, 131: 109737-109753

Bahaweres R B, Suroso A I, Hutomo A W, et al. Tackling feature
selection problems with genetic algorithms in software defect
prediction for optimization[C]//Proc of 2020 Int Conf on
Informatics, Multimedia, Cyber and Information System (ICIMCIS).
Piscataway, NJ: IEEE, 2020: 64—69

Miao Linsong, Liu Mingxia, Zhang Daoqiang. Cost-sensitive feature
selection with application in software defect prediction[C]//Proc of
the 21st Int Conf on Pattern Recognition (ICPR2012). Piscataway,
NJ: IEEE, 2012: 967-970

Liu Shulong, Chen Xiang, Liu Wangshu, et al. FECAR: A feature
selection framework for software defect prediction [C]//Proc of 2014
IEEE 38th Annual Computer Software and Applications Conf.
Piscataway, NJ: IEEE, 2014: 426—435

Nam J, Pan S J, Kim S. Transfer defect learning[C]//Proc of 2013
35th Int Conf on Software Engineering (ICSE). Piscataway, NJ:
1EEE, 2013: 382391

Ni Chao, Liu Wangshu, Chen Xiang, et al. A cluster based feature
selection method for cross-project software defect prediction[J].
Journal of Computer Science and Technology, 2017, 32(6):
1090-1107

Li Zhigiang, Qi Chao, Zhang Li, et al. Discriminant subspace
alignment for cross-project defect prediction[C]//Proc of 2019 IEEE
SmartWorld, Ubiquitous Intelligence & Computing, Advanced &
Trusted Computing, Scalable Computing & Communications, Cloud
& Big Data Computing, Internet of People and Smart City Innovation
(SmartWorld/SCALCOM/UIC/ATC/CBDCom/IOP/SCI).
Piscataway, NJ: IEEE, 2019: 1728-1733

[47]

(48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

Chen Jinfu, Wang Xiaoli, Cai Saihua, et al. A software defect
prediction method with metric compensation based on feature
selection and transfer learning[J]. Frontiers of Information
Technology & Electronic Engineering, 2022, 23(5): 715-731

Lu Huihua, Kocaguneli E, Cukic B. Defect prediction between
software versions with active
reduction[C]//Proc of 2014 IEEE 25th Int Symp on Software

Reliability Engineering. Piscataway, NJ: IEEE, 2014: 312-322

learning and dimensionality

Xu Zhou, Liu Jin, Luo Xiapu, et al. Cross-version defect prediction
via hybrid active learning with kernel principal component
analysis [C]//Proc of 2018 IEEE 25th Int Conf on Software Analysis,
Evolution and Reengineering (SANER). Piscataway, NJ: IEEE,
2018: 209-220

Zhang Jie, Wu Jiajing, Chen C, et al. Cds: A cross—version software
defect prediction model with data selection[J]. IEEE Access, 2020,
8: 110059-110072

Marcus A, Maletic J 1. Recovering documentation-to-source-code
traceability links using latent semantic indexing[CJ//Proc of 25th Int
Conf on Software Engineering (ICSE). Piscataway, NJ: IEEE, 2003:
125-135

Menzies T, Dekhtyar A, Distefano J, et al. Problems with precision:
A response to “comments on ‘data mining static code attributes to
learn defect predictors’ ”[J]. IEEE Transactions on Software
Engineering, 2007, 33(9): 637-640

Yao Jingxiu, Shepperd M. The impact of using biased performance
metrics on software defect prediction research[J]. Information and
Software Technology, 2021, 139(11): 1-14

Qiao Hui. Research on software defect prediction techniques[D].
Zhengzhou: Information Engineering University, 2013 (in Chinese)
(FEHE. AR Gl Ba T £ AR 5T (DL BN il 7245 L TR KA,
2013)

McCabe T J. A complexity measure[J]. IEEE Transactions on
Software Engineering, 1976, 2(4): 308-320

Chidamber S R, Kemerer C F. A metrics suite for object oriented
design[J]. IEEE Transactions on Software Engineering, 1994,
20(6): 476-493

Brito E A F, Carapuga R. Candidate metrics for object-oriented
software within a taxonomy framework[J]. Journal of Systems and
Software, 1994, 26(1): 87-96

Bansiya J, Davis C G. A hierarchical model for object-oriented
design quality assessment[J]. IEEE Transactions on Software
Engineering, 2002, 28(1): 4-17

Sotto-Mayor B, Kalech M. Cross-project smell-based defect
prediction [J]. Soft Computing, 2021, 25(22): 14171-14181
Khoshgoftaar T M, Szabo R M. Improving code churn predictions
during the system test and maintenance phases[C]//Proc of 1994 Int
Conf on Software Maintenance. Piscataway, NJ: IEEE, 1994: 58—67
Nagappan N, Ball T. Use of relative code churn measures to predict
system defect density[C]//Proc of the 27th Int Conf on Software
Engineering. New York: ACM, 2005: 284-292

Moser R, Pedrycz W, Succi G. A comparative analysis of the
efficiency of change metrics and static code attributes for defect

prediction [C]//Proc of the 30th Int Conf on Software Engineering.


https://doi.org/10.1016/j.ins.2022.07.130
https://doi.org/10.1016/S0004-3702(97)00043-X
https://doi.org/10.3390/sym13112166
https://doi.org/10.1016/j.asoc.2022.109737
https://doi.org/10.1016/j.asoc.2022.109737
https://doi.org/10.1007/s11390-017-1785-0
https://doi.org/10.1109/ACCESS.2020.3001440
https://doi.org/10.1109/TSE.2007.70721
https://doi.org/10.1109/TSE.2007.70721
https://doi.org/10.1109/32.295895
https://doi.org/10.1016/0164-1212(94)90099-X
https://doi.org/10.1016/0164-1212(94)90099-X
https://doi.org/10.1109/32.979986
https://doi.org/10.1109/32.979986
https://doi.org/10.1007/s00500-021-06254-7

1486

HENTR SR E 2023, 60(7)

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

New York: ACM, 2008: 181-190

Knab P, Pinzger M, Bernstein A. Predicting defect densities in source
code files with decision tree learners[C]/Proc of the 2006 Int
Workshop on Mining Software Repositories. New York: ACM,
2006: 119-125

Wang Dandan, Wang Qing. Improving the performance of defect
prediction based on evolution datal[J]. Journal of Software, 2016,
27(12): 30143029 (in Chinese)

(EFHY, £ FE T ACEER I F0 Gl 04 e ok (0. ik
241, 2016, 27(12): 3014-3029)

Liu Yibin, Li Yanhui, Guo Jianbo, et al. Connecting software metrics
across versions to predict defects[C]//Proc of 2018 IEEE 25th Int
Conf on Software Analysis, Evolution and Reengineering (SANER).
Piscataway, NJ: IEEE, 2018: 232243

Mockus A, Weiss D M. Predicting risk of software changes[J]. Bell
Labs Technical Journal, 2000, 5(2): 169-180

Weyuker E J, Ostrand T J, Bell R M. Using developer information as
a factor for fault prediction[C]//Proc of Third Int Workshop on
Predictor Models in Software Engineering. Piscataway, NJ: IEEE,
2007: 8-15

Ostrand T J, Weyuker E J, Bell R M. Programmer-based fault
prediction[C]//Proc of the 6th Int Conf on Predictive Models in
Software Engineering. New York: ACM, 2010: 1-10

Pinzger M, Nagappan N, Murphy B. Can developer-module networks
predict failures? [C]//Proc of the 16th ACM SIGSOFT Int Symp on
Foundations of Software Engineering. New York: ACM, 2008: 2—12
Nagappan N, Murphy B, Basili V. The influence of organizational
structure on software quality[C]//Proc of 2008 ACM/IEEE 30th Int
Conf on Software Engineering. New York: ACM, 2008: 521-530
Mockus A. Organizational volatility and its effects on software
defects[C]//Proc of the 18th ACM SIGSOFT Int Symp on
Foundations of Software Engineering. New York: ACM, 2010:
117-126

Zhou Yuming, Leung H. Empirical analysis of object-oriented design
metrics for predicting high and low severity faults[J]. IEEE
Transactions on Software Engineering, 2006, 32(10): 771-789

Pai G J, Dugan J B. Empirical analysis of software fault content and
fault proneness using Bayesian methods[J]. IEEE Transactions on
Software Engineering, 2007, 33(10): 675-686

Seliya N, Khoshgoftaar T M. Software quality analysis of unlabeled
program modules with semisupervised clustering[J]. 1EEE
Transactions on Systems, Man, and Cybernetics-Part A:Systems and
Humans, 2007, 37(2): 201-211

Catal C, Sevim U, Diri B. Clustering and metrics thresholds based
software fault prediction of unlabeled program modules[C]//Proc of
2009 6th Int Conf on Information Technology: New Generations.
Piscataway, NJ: IEEE, 2009: 199-204

Arisholm E, Briand L C, Johannessen E B. A systematic and
comprehensive investigation of methods to build and evaluate fault
prediction models[J]. Journal of Systems and Software, 2010,
83(1):2-17

Gyimoéthy T, Ferenc R, Siket 1. Empirical validation of object-

oriented metrics on open source software for fault prediction[J].

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

IEEE Transactions on Software Engineering, 2005, 31(10): 897-910
Zheng Jun. Cost-sensitive boosting neural networks for software
defect prediction[J]. Expert Systems with Applications, 2010,
37(6): 4537-4543

Shukla S, Radhakrishnan T, Muthukumaran K, et al. Multi-objective
cross-version defect prediction[J]. Soft Computing, 2018, 22(6):
1959-1980

Zhao Liuchang, Shang Zhaowei, Zhao Ling, et al. Siamese dense
neural network for software defect prediction with small data[J].
IEEE Access, 2018, 7: 7663—7677

Zhang Xian, Ben K, Zeng Jie. Cross-entropy: A new metric for
software defect prediction[C]//Proc of 2018 IEEE Int Conf on
Software Quality, Reliability and Security (QRS). Piscataway, NJ:
IEEE, 2018: 111-122

Yang Xinli, Lo D, Xia Xin, et al. Deep learning for just-in-time
defect prediction[CJ//Proc of 2015 IEEE Int Conf on Software
Quality, Reliability and Security. Piscataway, NJ: IEEE, 2015: 17-26
Wang Song, Liu Taiyue, Tan Lin. Automatically learning semantic
features for defect prediction[C]//Proc of 2016 IEEE/ACM 38th Int
Conf on Software Engineering (ICSE). Piscataway, NJ: IEEE, 2016:
297-308

Wang Song, Liu Taiyue, Nam J, et al. Deep semantic feature learning
for software defect prediction[J]. IEEE Transactions on Software
Engineering, 2018, 46(12): 12671293

Li Jian, He Pinjia, Zhu Jieming, et al. Software defect prediction via
convolutional neural network [C]//Proc of 2017 IEEE Int Conf on
Software Quality, Reliability and Security (QRS). Piscataway, NJ:
1EEE, 2017: 318328

Fan Guisheng, Diao Xuyang, Yu Huiqun, et al. Software defect
prediction via attention-based recurrent neural network [J]. Scientific
Programming, 2019, 2019(4): 1-14

Qiu Shaojian, Lu Lu, Cai Ziyi, et al. Cross-project defect prediction
via transferable deep learning-generated and handcrafted
features[C]//Proc of the 31st Int Conf on Software Engineering and
Knowledge Engineering. Skokie: Knowledge Systems Institute
Graduate School, 2019: 431-552

Liu Wangshu, Zhu Yongteng, Chen Xiang, et al. > LMMD: Cross-
project software defect prediction via statement semantic learning
and maximum mean discrepancy [C]//Proc of 2021 28th Asia-Pacific
Software Engineering Conf (APSEC). Piscataway, NJ: IEEE, 2021:
369-379

Dam H K, Pham T, Ng S W, et al. A deep tree-based model for
software defect prediction[J]. ArXiv Preprint ArXiv: 1802.00921,
2018

Siki¢ L, Kurdija A S, Vladimir K, et al. Graph neural network for
source code defect prediction[J]. IEEE Access, 2022, 10:
1040210415

Phan A V, Le Nguyen M, Bui L T. Convolutional neural networks
over control flow graphs for software defect prediction[C]//Proc of
2017 IEEE 29th Int Conf on Tools with Artificial Intelligence
(ICTAI). Piscataway, NJ: IEEE, 2017: 45-52

Xu Jiaxi, Ai Jun, Liu Jingyu, et al. ACGDP: An augmented code
graph-based system for software defect prediction[J]. IEEE


https://doi.org/10.13328/j.cnki.jos.004869
https://doi.org/10.13328/j.cnki.jos.004869
https://doi.org/10.13328/j.cnki.jos.004869
https://doi.org/10.1109/TSE.2006.102
https://doi.org/10.1109/TSE.2006.102
https://doi.org/10.1109/TSE.2007.70722
https://doi.org/10.1109/TSE.2007.70722
https://doi.org/10.1109/TSMCA.2006.889473
https://doi.org/10.1109/TSMCA.2006.889473
https://doi.org/10.1109/TSMCA.2006.889473
https://doi.org/10.1016/j.jss.2009.06.055
https://doi.org/10.1109/TSE.2005.112
https://doi.org/10.1016/j.eswa.2009.12.056
https://doi.org/10.1007/s00500-016-2456-8
https://doi.org/10.1109/ACCESS.2022.3144598
https://doi.org/10.1109/TR.2022.3161581

FSE4E TR IR A B b 00 7 ¥k 43k

1487

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

Transactions on Reliability, 2022, 71(2): 850-864

Li Zhen, Zou Deqing, Xu Shouhuai, et al. VulDeePecker: A deep
learning-based system for vulnerability detection[J]. ArXiv Preprint
ArXiv: 1801.01681, 2018

Huo Xuan, Yang Yang, Li Ming, et al. Learning semantic features
for  software  defect code  comments
embedding[C]//Proc of 2018 IEEE Int Conf on Data Mining
(ICDM). Piscataway, NJ: IEEE, 2018: 1049-1054

Qu Yu, Liu Ting, Chi Jianlei, et al. Node2defect: Using network

prediction by

embedding to improve software defect prediction[C]//Proc of 2018
33rd IEEE/ACM Int Conf on Automated Software Engineering
(ASE). Piscataway, NJ: IEEE, 2018: 844—849

Zeng Cheng, Zhou Chunying, Lv Shengkai, et al. GCN2defect:
Graph convolutional networks for smotetomek-based software defect
prediction[C]//Proc of 2021 IEEE 32nd Int Symp on Software
Reliability Engineering (ISSRE). Piscataway, NJ: IEEE, 2021: 6979
Zhou Chunying, He Peng, Zeng Cheng, et al. Software defect
prediction with semantic and structural information of codes based
on graph neural networks[J]. Information and Software Technology,
2022, 152: 107057

Yang Fengyu, Huang Yaxuan, Xu Haoming, et al. Fine-grained
software defect prediction based on the method-call sequence[J].
Computational Intelligence and Neuroscience, 2022, 2022(8): 1-15
Uddin M N, Li Bixin, Ali Z, et al. Software defect prediction
employing BiLSTM and BERT-based semantic feature[J]. Soft
Computing, 2022, 26(16): 7877-7891

Shin Y, Williams L. An empirical model to predict security
vulnerabilities using code complexity metrics[C]//Proc of the
Second ACM-IEEE Int Symp on Empirical Software Engineering
and Measurement. New York: ACM, 2008: 315-317

Gegick M, Williams L, Osborne J, et al. Prioritizing software security
fortification through code-level security metrics[C]//Proc of
Workshop on Quality of Protection. New York: ACM, 2008: 31-38
Meneely A, Williams L. Secure open source collaboration: An
empirical study of Linus’ law[C]//Proc of the 16th ACM Conf on
Computer and Communications Security. New York: ACM, 2009:
453-462

Shin Y, Meneely A, Williams L, et al. Evaluating complexity, code
churn, and developer activity metrics as indicators of software
vulnerabilities[J]. IEEE Transactions on Software Engineering,
2010, 37(6): 772-787

Chowdhury I, Zulkernine M. Using complexity, coupling, and
cohesion metrics as early indicators of vulnerabilities[J]. Journal of
Systems Architecture, 2011, 57(3): 294-313

Hovsepyan A, Scandariato R, Joosen W, et al. Software vulnerability
prediction using text analysis techniques[CJ]//Proc of the 4th Int
Workshop on Security Measurements and Metrics. New York: ACM,
2012: 7-10

Scandariato R, Walden J, Hovsepyan A, et al. Predicting vulnerable
software components via text mining[J]. IEEE Transactions on
Software Engineering, 2014, 40(10): 993-1006

Yamaguchi F, Lottmann M, Rieck K. Generalized vulnerability

extrapolation using abstract syntax trees [C]//Proc of the 28th Annual

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

Computer Security Applications Conf. New York: ACM, 2012:
359-368

Meng Qingkun, Wen Shameng, Feng Chao, et al. Predicting buffer
overflow using semi-supervised learning[C]//Proc of 2016 9th Int
Congress on Image and Signal Processing, BioMedical Engineering
and Informatics (CISP-BMEI). Piscataway, NJ: IEEE, 2016:
1959-1963

Pang Yulei, Xue Xiaozhen, Wang Huaying. Predicting vulnerable
software components through deep neural network[C]//Proc of the
2017 Int Conf on Deep Learning Technologies. New York: ACM,
2017: 6-10

Dam H K, Tran T, Pham T, et al. Automatic feature learning for
predicting vulnerable software components[J]. IEEE Transactions
on Software Engineering, 2018, 47(1): 67-85

Kalouptsoglou I, Siavvas M, Kehagias D, et al. An empirical
evaluation of the usefulness of word embedding techniques indeep
learning-based vulnerability prediction[C]//Proc of Int ISCIS
Security Workshop. Berlin: Springer, 2022: 23-37

Ma Qianhua. Deep software

learning-based vulnerability

prediction[D]. Beijing: Beijing University of Posts and
Telecommunications, 2020 (in Chinese)

(Th iR, JET IR B 2 2T B RS IR TR 50 [D . JE . b ntilipe
K2, 2020)

Zhou Yaqin, Liu Shangqing, Siow J, et al. Devign: Effective
vulnerability identification by learning comprehensive program
semantics via graph neural networks[CJ//Proc of 33rd Conf on
Neural Information Processing Systems (NeurIPS). San Diego, CA,
USA: NIPS, 2019: 10197-10207

Li Zhen, Zou Deqing, Xu Shouhuai, et al. SySeVR: A framework for
using deep learning to detect software vulnerabilities[J]. IEEE
Transactions on Dependable and Secure Computing, 2021, 19(4):
2244-2258

Li Yi, Wang Shouhua, Nguyen T N. Vulnerability detection with fine-
grained interpretations[C]//Proc of the 29th ACM Joint Meeting on
European Software Engineering Conf and Symp on the Foundations
of Software Engineering. New York: ACM, 2021: 292-303

Fu M, Tantithamthavorn C. LineVul: A transformer-based line-level
vulnerability prediction[[C]//Proc of 2022 IEEE/ACM 19th Int Conf
on Mining Software Repositories (MSR). Piscataway, NJ: IEEE,
2022: 608-620

Shin Y, Williams L. Is complexity really the enemy of software
security? [C]//Proc of the 4th ACM Workshop on Quality of
Protection. New York: ACM, 2008: 47-50

Viega J, McGraw G R. Building Secure Software: How to Avoid
Security Problems the Right Way, Portable Documents[M]. London:
Pearson Education, 2001

Gao Zhiwei, Yao Yao, Rao Fei, et al. Prediction model of
vulnerabilities based on the type of vulnerability severity[J]. Acta
Electronica Sinica, 2013, 41(9): 1784—1787 (in Chinese)

G, WhsE, e, 45 TR TR ™ TR 43 2 1 T ) Tl A8 251
(7). FLF244R, 2013, 41(9): 1784-1787)

Pan Zhixin, Mishra P. A survey on hardware vulnerability analysis

using machine learning [J]. IEEE Access, 2022, 10: 4950849527


https://doi.org/10.1109/TR.2022.3161581
https://doi.org/10.1016/j.infsof.2022.107057
https://doi.org/10.1007/s00500-022-06830-5
https://doi.org/10.1007/s00500-022-06830-5
https://doi.org/10.1016/j.sysarc.2010.06.003
https://doi.org/10.1016/j.sysarc.2010.06.003
https://doi.org/10.1109/TSE.2014.2340398
https://doi.org/10.1109/TSE.2014.2340398
https://doi.org/10.3969/j.issn.0372-2112.2013.09.018
https://doi.org/10.3969/j.issn.0372-2112.2013.09.018
https://doi.org/10.3969/j.issn.0372-2112.2013.09.018
https://doi.org/10.1109/ACCESS.2022.3173287

1488

RN R S AR 2023, 60(7)

[121]

[122]

[123]

[124]

Palix N, Thomas G, Saha S, et al. Faults in Linux: Ten years
later[C]//Proc of the 16th Int Conf on Architectural Support for
Programming Languages and Operating Systems. New York: ACM,
2011:305-318

Zimmermann T, Nagappan N, Williams L. Searching for a needle in
a haystack: Predicting security vulnerabilities for windows
vistal[C]//Proc of 2010 3rd Int Conf on Software Testing,
Verification and Validation. Piscataway, NJ: IEEE, 2010: 421-428
Shin Y, Williams L A. Can fault prediction models and metrics be
used for vulnerability prediction?[R]. North Carolina, USA: North
Carolina State University, Department of Computer Science, 2010
Shin Y, Williams L. Can traditional fault prediction models be used
for vulnerability prediction?[J]. Empirical Software Engineering,
2013, 18(1): 25-59

Tian Xiao, born in 1999. Master candidate. Her
main research interest includes network and
information security.

B 5, 1999 A4 LW R
1]y 9 2% 5 5 9,42 4.

Chang Jiyou, born in 1999. Master candidate. His
main research interest includes network and
information security.

EH A, 1999 4F A4 WL F SR AL BRSO
1] g ) 2% 515 .42 4.

Zhang Chi, born in 2002. Master candidate. His
main research interest includes Al and security.

B 3, 2002 R4 B L AT A EEATT T
W N LS %4

Rong Jingfeng, born in 1986. PhD candidate. His
main research interest includes network and
information security.

R UE, 1986 4F A LS AE . BB TT
1]y ) 2% 5 15 B, 42 4.

Wang Ziyu, born in 1998. Master candidate. His
main research interest includes network and
information security.

EFR, 1998 F 4 LB S A ETATI 7
1] ) 2% 5 5 8 4 4

Zhang Guanghua, born in 1979. PhD, professor,
master supervisor. His main research interest
includes network and information security.
e, 1979 4R AL W b, B, A R
FEMR T KM S5IE R %4

Wang He, born in 1987. PhD, lecturer, master
supervisor. Her main research interests include
cryptography, quantum cryptographic protocol.

E OB, 1987 4R A Pk, YO, AL A SO
FZWFTT 10y o BT

Wu Gaofei, born in 1987. PhD, lecturer, master
supervisor. His main research interest includes
cryptography.

&%, 1987 4. W, YR, A A 5
FEEMRTT 10 N

Hu Jinglu, born in 1962. PhD, professor, PhD
supervisor. His main research interest includes
computational intelligence.

BAELUP, 1962 4F Ak 1 b, B, 1 LA R0
FEERFRTT 8 R e

Zhang Yugqing, born in 1966. PhD, professor, PhD
supervisor. His main research interest includes
information security.

K EE, 1966 F AL WL, B, 10 LA T
FERFSTT 1] R {5 B4


https://doi.org/10.1007/s10664-011-9190-8

	1 缺陷预测框架
	2 缺陷数据集
	2.1 缺陷数据集来源
	2.2 缺陷数据预处理
	2.2.1 类不平衡
	2.2.2 高维度数据
	2.2.3 数据差异


	3 评价指标
	4 缺陷预测模型
	4.1 基于软件度量的缺陷预测
	4.2 基于语法语义的缺陷预测

	5 漏洞预测
	5.1 漏洞预测模型
	5.1.1 基于软件度量的漏洞预测
	5.1.2 基于语法语义的漏洞预测

	5.2 漏洞预测和缺陷预测的区别与联系
	5.2.1 漏洞与缺陷的区别与联系
	5.2.2 基于语法语义的预测模型


	6 未来研究展望
	6.1 数据集的来源与处理
	6.2 代码向量表征方法
	6.3 预训练模型的提高
	6.4 深度学习模型探索
	6.5 细粒度预测技术
	6.6 缺陷预测和漏洞预测模型的迁移

	7 结束语
	参考文献

