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Abstract WebAssembly is an emerging binary instruction set architecture and code distribution format, providing a
unified compiling target for high-level programming languages. Due to its design advantages such as efficiency,
security and portability, WebAssembly has already been widely used in the Web and non-Web scenarios, and it is
becoming one of the most promising platform-independent language runtimes. Although WebAssembly provides a
variety of advanced features to guarantee its security, existing studies have demonstrated that WebAssembly still has
unique attack surfaces leading to serious security issues. These security issues pose challenges to the security of whole
ecosystems based on WebAssembly. Therefore, it is critical to study the security issues of WebAssembly and their
mitigations. To the best of our knowledge, we present the first study of WebAssembly security, based on 42 published
research papers in this area. First, we systematically analyze and summarize key security features of WebAssembly.
Second, we propose the first four-layer threat model for WebAssembly: threats from high-level programming
languages, compilation toolchains, binary files, and WebAssembly virtual machines. Third, we propose a taxonomy to
classify current research efforts into four categories: empirical security study, vulnerability detection and exploitation,
security enhancements, and formal semantics and verifications. Finally, we point out potential challenges to be
addressed in this field, as well as five future research directions to be explored.
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Fig. 1 Overview of Wasm ecosystem
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UE Wasm 3K {4 2 48 1) 48 42 J@ R s T e IE i 1, AT
B 2R G B T R A 22 A ORAIE.

P EIRBFGE T 4326, R 14 TR E R AR
R B 43 2 g it i X 3R v B B AT o B A e
RS 5 0 P 9 B9 o7 bl e, A 81 52.27%, i 4
SCUEBESY | 2 A 3 TR A 5 FE 20 S5 R T 5k i
0 5 HE 9 9.09%, 20.46%, 18.18%. 18 4% F K 1Y
AT, RSO 43 S 6 Wasm 28 4 g AR R DL K B GR 4
ASWEFE T I AT LR R L TRA M IR 2, F5 B B
FERIAN AR, I 4 V8 A A B 2% ) 0 D R A ok o 2t
X7 1)

Table 1 Classification Statistics of Wasm Security
Research
F£1 Wasm RERRH LS
WITH 1) T Hi /%
HASAE 4 9.52
A 5 21 50.00
grsecei T 9 21.43
TR R Bk 8 19.05
2 Wasm &£ iER
Wasm B BTREE LR 2 6 B9 RS R S8, W HGIA
T B 2 A T AN B R B M T R TR SR Y
Wasm £ 35 R G2 X 41, Wasm 1922 4= B A5 7Y 6 5

E YOS S SR e T EEE . T RS MR
UPL 4 A2 0. AT TR A 4 A4 2, it 14
BRSBTS N T
Sy AN 2 iR,
21 BRIBEXR

R T SR Wasm AR S g B4 G
P T AN AR R 1Y e L sl
Wasm 5| A2 M. ASCGA N, #9085 X FFXT Wasm
Fa) B8 1 22 42 B W 2R 2 Ok UE: mAOE F A B
Jii 55 P AR e IR . AR SRS B R B S SOE S SO
R L AT R 53R 4 25 BT R IR A =1k
A R U R A Y e T AR A T

1) 8 AU 0] U . G0 SR B2 P X 9 A7 B9 12 S O
T AR, W2 B U R R . BT C/CH
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Table 2 Security Threat Model of Wasm
£ 2 Wasm RERMMEE

U 24l R 53T
il el |
W fpapen . MRSOEFIARZRRIESIA, w5
1RENEY Wasm T2 P67 5 BRI TR

LESICH RN .

RERUR ]
PAFSYBEAR G
T HEE B
AHTE R

TR Ly
RSN
HETTHHAIR |
IF e ] FH T 1)
EHIBREA |
M E T

fazith:isid

PR S

ik T HAETCIE N T 5 Wasm HY
ZERIATIER .

ZHERIAOR Wasm Sk N A7 BER A A iR

Wasm K UUHLER BV E 2 12620 10 22 4

i A \
Ll Kot Bk TR .

i = b Y i FERG A HLE, A S B BB IR T
T G 3 2 A R . [ 3 R T — A28 B R A )
IR, TS 44T B T SRR A R A Y R R
strepy W] VIS #d B0 b O B, TR EUIE B A4
a ', I N 7 55 H A 9 A7 R s . T Wasm X C/CH++
(4 3 R, AT C/CHR J v iy 85 7 18] 3 TR R
Wasm A2 25 i — A 7% 5 2o Y. 20 3 T LAUR A
R A ) I, SE X Wasm EFEAE AR I B 2% v IX U4
I, S A Y O B T R AU
(5] P 1] ) 7™ B M 32 AR AR Mo 3 T AR B AR N
A, I A E Wasm HE S B — 2R 91 iy 3] ity 1) 1 o
s ki A et | G AR AT R S S A

1 | void foo(){

2 char a[4]="AAAA";

3 | char p[4]="BBBB";

4 strepy(b, "ABCDEFGHIJIK");
5.4

Fig.3 An example of out-of-bounds access vulnerabilities
K3 B IR il 515

2) 4% AL A e U R L 0 R T R 6 1 A%
KA T AT R B A, 25 5 S Bk AL 745 J T i)
2 U R AT 5 BB AR R BB B e 2 o X
S0z AR R G R A AR BA% S AT
L 23 33 Wasm 8V N A7 b 1 B00E & A ik R
I H., T Wasm 84 A7 Bk 0 B B A AR 4P L
i, A AT R IR 2 S BUEE A A ES,
G % B E A A R

3) R A Y Y R L > R AR S B A 4 R R o A A

B AT Km0 L 23 T SO AL U R RN SR

R s LS AR G E W AN, i S it — 2 F 8L
P A7 7 ) 5 A A R, 51 & e . T H
T F5 B 19 Wasm (9 b5 o B 47 4% i /b #2502 55
() 3 1 R A R AP HLEL, D, G R Th AR AE )
RN R I, 7 g PR B Wasm B2 7 TR AT,
117 Wasm 2 7 H i 8 8 368 U R 25 i — 20 S 30800
b N U L R e e o I P T

4) BTG AT U ) . 5 R T 5 ] — A 2 2Bk R
A8 &, 2 S BURR A M B S TR . B
Wasm &t /b | X8 5 B SR 2, I TE M g0E =
T2 ¥ o AE AR 0 48 B U 88 F I T 7E Wasm HR AR TH
A7AES, — BRI R U R B ek 2 R, ) 455
RV TR €12 17 N A R - e S R | R TN S
4 [R] .

22 HIEFITAEHE

Wasm 2B 25 0 5 1Y g i3 T HLEE, SCE T X 2 R
HPOE T A R B R, Wasm A8 B 5 R REE K
H 5 & 908 F MR E 22 720k, 45 Wasm % i T H5E
R T MR, 51T OB Y 2 4 ] L A SO
A, Ga P T A% 25 Wasm Az 287 > 19 22 42 T TR R gk i
FEAUSE 3 AT WA S g B . SRR AR
T 15 22 PREK.

DN BL s S FE. T Wasm B8 1T M58 ICA
PRALERN P AR ST L A%, Pt Wasm 4 78 T =L 4 it
TR E N AE 4 BE A SRR HIX IS YA A3 BE AR Y S
IRk B B IR, 45 Wasm il >R 1 X 10 RN 2 4
{3 41, Emscripten 2 1% %% 3£ T+ dlmalloc N 77 23 it 7 "
Wit I SE BT emmalloc A7 43 BiL #%, 1H emmalloc Xf
B 1 PR A i R, T A AR — S HE B B K
A S R R AR AR e i ME BB, 5 & N AE
2 4 Y,

2) FAVEE AR Wasm 27 17k o BB TRIE T 26
AV Wasm SCHFRUZEAY, 1 36 B rh 5] A2
R IR RN T B0 A U e RN X 1T 46140, JavaScript
A% 5 I AN ICHE 64 A RETUEL, O T ik Wasm 2 ¥ A
JavaScript B9 J&, Emscripten & 1% #% 75 22 K Wasm H1 )
14~ 64 37 %% 7 B0 5% e Ay JavaScript 71 A9 2 4~ 32 437 %%
UK. AN E 4% fF 7R, Emscripten 4 T 285 3 Y g8 Vb &
B4 S 2 BCRR ), i A T — A JavaScript 52 B1
[ SCAF 3R GE R FS, 5 TE fseek() B9 IAT B A% 5 K 5
ZA~ JavaScript B HAURD, B G 1 AP S R
A 21 2 64 37 B2 %k, {H ] Y JavaScript PRELAS fig
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1 | int main(){

2 FILE* file = std::fopen("input.txt","rb");
3 if(file ){

4 std::fseek(file , 01, SEEK END);
5 std::fclose(file )
6

7 return 0;

8

}

Fig.4 An example of type coversion error

Kl 4 BRI T

B2 SR S8, I O i g R

3) fE R E R AL T Wasm s 905 5 RebE R 1)
22 51k, G i T ELE T SR04 I — SRR IR Y 12 PR
B ke S B Wasm AN SR 4R A, I 3K 28 PR oA A
() I IR 45 Wasm 45 2k T 4 B . Wasm 5] A P R %R
TR 22 A T T L A B SRR L R B AR A BT L AR
BT SE. LA, B AT RS Wasm B9 J7 bR fE b A S
LRI RALE", H UL, TR 2R 5] AL
VEAZE 5 T O & % 42 T 1R
23 ZHHERTR

H AR Wasm 51 A T VFZH Rk sk (k4 2, (1
X3 I R M ) AN TE A T 2 5 B0A A T T AN
T A B AR SCIA A, 76 Rl R B T, Wasm % 4
Tl = 2 A0 45 4 28 JEFEAE R L AEFEE R B S
o DX R L HE TR IR DL ) 428 e T

DAEFEE AR % . i & 5 s, Wasm F| 26 7%
PRAE HR 1R 4 B A (L ik R A G A R ) ) 5 B bR 50
T B AR 1 3 AR R A7 Wasm pRERC P AR SR A E i
2 A B KA (R AR 32 57 58 64 137 Y 58 AU RN 77 55 AL 4K
P8). HBhAR 0925 M) N _heap base FF g, T {RHu bk #44,
— H. 3 _data_end 45 . 27 AEFEAE FR 09 o hk 25 (8] 5 H
i A] A4 RY B K TG B (BN Top < _data_end) , WAEFE
R A . B — Mn] e 2 A7 2CE iR
BRI ) — R AR 2 AR B RS, B
I R T 1Y i R R I L R R pR R i 2 BT
PR 3B 5, 5 BCARFE A AR A0 25 R S, 0 A i 1
AR FE 8 M 115 2 7 72 KR AP Y 4 Jm Bi e o 4 H A %%

PN
R i S i 1Y HETTRAEAN IR
] f > f >

3 IRV TR
|llﬁi }I-h !p)lli ee EM f}i'{ é&i{é e
1 o TR

AR e BT —>»

0 _data_end Tolp _heap_base max

Fig. 5 The attack surface faced by Wasm linear memory

BEl'5  Wasm 2t PN A7 il % o

T DX e AR B, 3T DA — 20 S EOHE R 1 L S A
Bl o A5 A 2 4 Y i .

2)AEFEE R LAY G ai X R . W& S ER, Wasm
15 R B0 B % v X0 E A IR FE A AR A AR T B (B
FERRMT 1 B, #5558 wh X & AR v e, D)2 7 26 AR i
CEP AR T 1) B 408 A it (B AR it ) v i 5000, B2 4
25 BRARFC A AR M 14 Al 4 A7 XS 1 HiaiE Y. R
G5 C/CHFE P B9 28 oh IX 3 H A EE, X Wasm SRR
B 1 A 2% o DX 34 1A T ARG 0 R B P AEAE 2 A R Bk
i : B, BT Wasm B/ kg 4 22 28 ™ SRR AR B R it
A5 G U R HE 4 R b 9 2 i DX A TR M5 LR,
Wasm 92k P N A7 il 152 5 AR 9 AtDRE B2 ff 4, PRI
e LI FH A% G 0 R AS 7T 00755 B 4 F AR,

3) 3 T BRI IR . Wasm B9 N 7743 0 25 25 16 R 1
PN A 1) HE rp AT 3 43 ) 40 T, 4 T 1 HE T 200 Th A
FEA AL BN E B R 5 TR, Wasm HETT
HOHR IR S A8 HE 1 1 ST B 7T BE 2 B SR B 1 s
7B B ok S AR, S BT Bl A R s R A T
Wasm /0 e 050 B 1] A9 11 FLAG A5, (0 45 20ty % T
DASE 33 P9 A7 4 D S0 B Vs R HE 1 o0 Bl
HE T ST 7 Mk B A S5 e,

4) [A] 32 9E 2 0. Wasm 5] AT A1 429 ok %k
R R, DL SRR m POE i R EE £ LSO PR
SR, LR ZE R N 1A 6 IR PY. Wasm Hh 18] 22 3
FH 5 1) Bk S48 ek 2 T DA S o B 26 R Pk A okt
R AFAH IR 515 B4, (445 18] 42 8 H1 48 4 call_indirect
6 1) M w0 R R B AN, FE & 6, R 5]
5 offser=32 FIT Xt Ibf £ 1 P A7 0 B0 0w B A L T
3, H A 1 Y PR B ZR 51 2 R AR O AR IAE AL TER 3
A-FR T, )% JF A ) eR B funcl B X2 9] 3] T func2.
RS Wasm 23 6] [] 422 18 FH ABCHS ARG 4, (HJ2 SR bk o
SE [11) F1) ) PR K0S B0 0 0 D R R — B, T 2 A g
il B R By, I T BT AR A B

H4 SN Te CIES EE
SO 0

O ine G1)(ype O)param)

i32.load{ offser= 32 1 1~
call_indirect (type 0) n
: HiE

T o = L
it e

(func (;2;)(type O)(param))

Fig. 6 Indirect call redirection

6 [T
24 BEEI

Wasm TE15 5 ERIVLE R Z 2l FERE 2
AT — R A Wasm 72 7 A G T TR S
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PXF ML B 0910 A B R o E R R
BAE R G0 IR, X Wasm B UL A S #1720 A
SCA K, TR S EWLZ T 1) Wasm &2 2w il 324
5328 EHLIRE AP 5 8 deah R v A
i ™,

D) EVLABEE A BT Wasm 7] LU i3 JavaScript
B2 118 WAST'™ 5330 B 28 5 B WLIRBE A7 58 1, PRI,
Yt 2 Al LLFF Wasm B3 5 5= LR B[] 19 422 1 A7
T 19 2 4 T R 52 BN = HILIRBE 09 v A k. i 4,
oy % Al DL i 38 JavaScript 9 B8 5 eval™, 52 B
Xt Wasm FEHLEREE A 101 1 ALY,

2) A 1 By . ek A sk Ay A 0 8 SRk T R
() AT BT TR], SFe B TR 0 4% 2% G2 5 R R AT & M i
IR Ry IO 3 2 5 Wasm g UL A
B /D0 A e B4 T B ] AT R BRI, DU 3 e
i % Wasm Jg $8 L BE AT 8 B0 A5 8 B D3R B
Wasm P27 H A9 i0 %% 15 B, 8 s 2215 B it 6

3) VA HE IR . Yok AT DLUR) R T, 1S
Wasm 2 7 B8 98 [l 25 V0 46 09 BRI, DT 52 90 10 4 26
i Y AT LA S B A i R A 0k % 2 ) B R T
7, 3 A VRV T s o O T A 20 (A A T
W 7332 HARGE vp X 58 ) K X Vb4 3 A A A i 4 7
e AT V). TR B, T Wasm (4 4/ A He &Rk 57
BATLE R — AR R A 2, B Wasm IE7E %1
) 22 R ARG E AR BB 5| A VD A b 2 A 56 11 4 4

[ e

2.5 KNG

ARATI AT Wasm 1Y% 42 AT, G070 58 B
W T Wasm ARG 4 A2, B 905 5 SCHr .
O T HLBE . R RN LA KGR F RE AL TR AN A
T3 4R P IR 14 Fof il B 22 4x Y R e A AE Y
FIHE ST Wasm A2 25 FR e 4 2 U HE Y, F 52 2% ] LA
TR BILiE Wasm A5 25 2 58 1 [ 55 5 A28 42 XU, DT
N ARG 22 A SR . U i A 0 R 22 4 B 58 S5 T 5T
BEE LA

3 Wasm £ LiEHAR

S UE B 5T 5 9 E U028 S B0 B 26 56 3 S I,
ab 25 50 W% B R RN S IR A 5 I T B, SRR OR — ik
S5, IH AN A B8 1 RN R S L. X T Wasm
TR Y A IS )2 ARG AR X, A SR F A 2
Wasm % 4= WF 58 19—~ 5122 5[], 3l 2o X Wasm % 4>
BLFE A 0 figp AR, 2 0 T T T2 B A AR A1 A 08 7E 1
T, DT A A A R e T A D 5 R | e A kg i
R Y B0 25 5 AR B 5 A

A SCKE A Wasm &4 IR 43 R 3 28 X
PR T SCHE MR TELE DL RO i ) R Y B
G, IR AR OC TAE BT N2 . B 4E L oty i
F LW G Ty AT X LR B g, 25 RNk 3 Fros.
AT WIS Wasm % 4 SCUERF 5E M F X ke L A
R R SR 5 7 1.

Table 3 Summary and Analysis of Empirical Studies on Wasm Security
£ 3 Wasm ZELIEARTIERED

sep WFET A PR SO R R
Stiévenart A" 4460 MRAZMICRINIRIN C B htete v M CRUTRINAY x86 B Wasm BEIFAYISTIZE
O RATBEAT, HEZRFTET x86 Fl Wasm TERRE
P Shvenart A% 17802 MR C R ke RIS PRROMIE BOPHLE ST A LA
1625,
G T BT TR E 2K 1 95205 7 5 Wasm 9
GIETHEE  Romano AP  Emscripten i) 146 & Wasm MG  lbemht FUGHLAIES | SURKRRIES , RN 2%
it
e e Wasm — 30 o2 A 2 A B £ Bk PR A
“itigen Hibig A Ok EHIRAIIRISRAT S A6 Wasm e p b i b AT . Ay
— it i
SN D4
31 MNERESZHAOZIEAR R T WS s F R E 0 T TR X Wasm 2

H i, Wasm £ 28 i 24 B2 58 M 32 47 C/C++, Rust,
Go % 10 R R g0 7 . W2 SCUEFFE T LT fiff i 9%
W B T I X Wasm 2 37 09 520, DL M 9
B i E] Wasm 1 5 8 oh A2 7R 19 2 2 U R I
SCUEB 5T 0 45 S T Wasm 4 4R B A B 58 3 Al
LTV A W e 1 B e T S

(5, Stiévenart % N VKE 4 469 41778 28 v X Ui Hh
TR 8 C R, 43 5 9 % R x86 FEJF il Wasm 72 /7,
IEXFEANTRE 45 T X L. S0 25 SRR . 1E 4 469
A CHREFH, A7 1088 ANF2 7 X Iz Y x86 F2 /7 Fil Wasm
TR BB AT 45 SRAF A8 22 5, VA7 76 2% v (X 35 H U T
) x86 F& 7 7812 17 I 23 A 15t , 11 X6 N7 () Wasm £ 747
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SEF AT ZM R AR 1, R EUB AT A R 2 R AR
AR RAE T Wasm Bl 4 2248 ™ 22 e bL].

Sk T HEAT A TR A B 40T, Stiévenart 2 A
SO FIRBFIE AT TYORE, SR T R A B A,
i 1 2R A, IF s T A5 R 22 R AR B AT
TURASHT. Stiévenart 55 A" M Juliet i 4"
BEHCT 17802 4~ C #EFy, I HUBH LAY x86 72 7 Al
Wasm F&F ST 45 . SEon b 3R AR 4 911
N CRIFNIBITE RN, U174 R 2 71 R
AT 942 3 250 1) x86 F2 )% i H B A5 #fE 5 Wasm
il WAST' {8 T 4 2 PR 2 8] 47 AE 22 55 2) Wasm
b x86 IRk 4 22 48 A5 2 xR I AL 3)x86 Al
Wasm 32 17 ¥R 58 22 5 (H 2, 1% 00 9% A KA R s
) 28 AU 3 A7 45 2R 09 52 i AT X 43, A M i T
7 A LR ) T A AT e 2 S AR E T T TR Wasm
TR T 1 52
32 XMHRIFIEGENTIERAS

Wasm 4 3% T L ZHAF & RIET E
Wasm 76 RI R G0, N A7 B 45 5 1T A B K 22 S 10,
Wasm 4 12 T ELAf 1Y) £ 1= N A AT B8 2028 TR R )7 19 75
M, AT RS A ZE TR, X Wasm A2 &R 4 i %
A2 M. PR, X Wasm 2 1% T 24 1Y SSUE AT 50 A B
TS g 0 T B R AR 52, DT Y B g R A% T
RN BB 8 FE AR T A A A £ i Wasm S i
T ELE Y 56 3 Rk AR

N T AT Wasm Z i T EL 4% b i IR ) AR BLRA 2
Wi, Romano %5 A% & 2% % 4% 1% 1. HL4% Emscripten fY
146 > Wasm A ¢ I 17 412 5 #E4T 7 IR A Y %€ 1 50 #r,
A 5 B 2 Y T A AR R 2 R 9 26 WA ML 2% &
B AR . N AF IR 22 S | HC At 5 Al 15t
e BIAS H PR BT A5 1% . Web APL R4 IR 515
PEASE 52 . R 4DUBIL S B0 22 5 AUAS 3CH7 19 )53 . Romano
45 NP8 X} AssemblyScript, Emscripten, Rustc/Wasm-
Bindgen =>4 i T H 4 1 © e 45 19 1054 4> U 1 idF
17 T AT DET A5 SRR U i iR i I
AL AT B, X 3 BRI A& &R B ] I A
K 43% 1)U il 23 3 B0 PG 1) Wasm B2 7 BB 17
Aof Al i, 3 e At R i DA e o B &2

AN R, FIRFR R FEEA BT TR EE
53 B B R H B B9 H A A B S LRSS, 25 5
A LG TR R BT SRR TR = g0 S Y Wasm 4 i
T HAECA 10 4R, EaRFE™ Rt ot T
THT ] C/CH+F) 2 13 1. 2. 4% Emscripten #4146 I T
e . JfF B, 7820 A A5 20 09 T T AL B e, TR 20 ML 22

SRR 22 5 | AR IR SR S C/CH
BRI SR A 5, T LOZ AR 5T 38 H 9 U 43 28 AN 18
FH T H A 4 135 T HL 4 A = 905 5
33 XM ZTHHIRTIHOZIEHAR

Wasm i il o B 2 H iR R ERIEE
TTRCR AT T SE 2 e, L, X Wasm — i i
PR B & 4 SCUEMF S X T Wasm i il 2 4 R Y
Bt St A wEs T A X

TR E Wasm Z i 3R )2 TH BV 7 4 4 R
i, Hilbig %5 A" M F 7 . %4 @ v 55 i, X
oK A5 LA ST B I3 7 8 461 > Wasm i il SC
PFEAT TS UE ST Y A S E R M
1)64.2% 11 Wasm — i i SCH & M C/CHX BN
G R POE T MEEMOR M, X8 F % alw
T 25 5 %F Wasm — i il 32 7R 42 2 Ve i 5 2) 24
80.0% (1 — 3 i SCHF 2 m i LLVM T B85 4 % 1
K, I, a5 LLVM T H8E X Wasm $2 (it #% 4 22 48
R AL, B A AR T Wasm Z 3§ 3R 8 )Y
FRA Wasm A8 RGN L M5 3)65.0% 19 il
SCUR R T AR TR AR, s 3 T e Al ad R T A
FeXT Wasm F2 [y UE 47 4% W 4 ok s 4)38.6% (1) — ik
Wil S T A XA B, 51T EH XN
A7 BL 2% 0 W8 7R X0t T 5 5) 21.29% W b il S A 3
LA A THBAERNRNEZD, XTEs S8 E
LA AT

ARSCIN Ny, R AT 0 JR B R SR BLAE 2 SO
T — 2 T o 508 42 1 7 a5 T 2, DOk H LA JLER
RIS BF ) 3 25 Web 4T —J& V8 XTI AE A9 & 4 R
i AT AT ) R B 28 KT Wasm 2 E B |
BGITE . KBGE4EIE Web S5 2] 7732 W H,
X Wasm — 1 il 2 7R 7 1 26 40 855, [f1 s 04 45 A2 4
Jolr 326 AT TR Y SEUE B 5T, A B T4 3 Wasm 78 3F
Web Gk (1) 13 FH Fl& Jié.
34 ERTINGE

Wasm % 4 SZ{E B 55 7] UL 78 Wasm Jg il 45 754
rp 2 T I Y 28 4 ) 1 R L 7= A pIL B, L2 SR X
5% A 250 0% T TR R 00 2 R 2 A B i B R FLRR 7
WEF A BAEEZIE S E L. HE) Wasm 224 SZiEF5E
FEE X S HOE T LR i T HE R U RN,
It BRI AT T A B B H R, AH O ST # A
TERCH A 7 T 28 L 4510 A Lo M A )L AR SN
iy, B % Wasm 1% 1 H 37 50k ok 8777, £ X Wasm
P 22 42 SEUE T 9 0 1% 7 15 A 4518 R BULAE 9 19 58
BABRGE, [N 2% Wasm i 5 Rtk 5% 28
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T A TR R BEAT TR DTS, B2 1 X 08 5 R 1
(ESrEe i

4 Wasm iRiR&NSF BHR

T e A6z I 55 ) 2 000 4 A 1Y) T B AUE 5 SR,
2 Wasm % 4 AF 55 (1% 8 22 )y (7). H|j & A K&
XF Wasm 22 4= ] (146 I 5 0 B9, A0 %X —
SIS I B T SR RN R R AT A TR AR B ALELAE TR A
T AH S 5T Y J BRAE T AR SR A 92 7 1]

4.1 RiRE&KN
U IR ARG U AT X A I 1% R P R 4 A S5, SR

FRIF 4307 o A0 It 45 R R, R A U AR 7 7T BB (R AR S
FIAT Ry 2 75 1 722 4 RV s TR0 0 2 B8 v R A 2 4
PR BT B, 02 Wasm &2 240038k 1) 55 B 5T U7 ).
Wasm £ — ik 2 el 4% X, 5 & 9%0E
B WA AL G DT T A A & R ], X 4%
R ONEE Gra =l R TR Rl E vy N | = S G2 = 2
HIT Wasm, iX 25 Wasm Y {7 £ U AF 5% 46 1 8 0 Bk
A%, A SO Wasm I il K U © A BF 5 04T T 4. IR
A bG5B, -4 BEAG I B A K AT B 5 40 0 S A
W Sh AR I AR A R D = R 2, e v i AR Rtk
TAE I A | FRP KR L T A | R 2 2
BIFIRSETT I AT T MR b, 25 3N 3% 4 R,

Table 4 Summary and Analysis of Research Work on Wasm Vulnerability Detection
F 4 Wasm iFiRQNHARTIEREDT

[ioalllpsprS FERAR W5 TAE AfhHA BFFR il 27 e /% FFIE
Wassail™” fi B BT-+T5 255300 R 64 V
Wasmati'**”! Bl o pr ARSI A2 4 s ) 92.6 V
ko FT5 T VeriWasm'" TG R Pl & P4 A 100 V
MinerRay"” PR S HT+E L5 P I Pl 99.3 v
WANAY FESPETHIET IR BT kR HieA e 100 J
W] MINOS"™ WE:>] TR Pl ESIERS 99.0 x
WAFL"™ RO+ AL PR TR V
Fuzzm"” TR G+ 22 A A E T HERRRY A2 4 s N
ARt WASAT” IRA RIS P T THERRRR R A T 96.6 V
WASMAFL" RGN+ RERAE RUHERT x
- WasmFuzzer™ RO+ A S Ak EAUPLIE R x
MineThrottle""” BEPRATHRAITHN T kR S 69.9 X
BATHRHAE ST CoinSpy""! CPU., WAFAMHT+IRIES: ] kR SR 100 X
MineSweeper' GATAT RTINS HT TR Pl ErIERS 100 J
- Szanto % A\ BTG R kR A 100 x
TaintAssembly* IBATHNS RGRER ZERIRT PSR LA v
. Wasabi'*” RO PR HE T 34T kR Nl
EVulHunter""” RN+ IB TR P I AR K 86.0 v

4.1.1  FAR

AR HE AE AN 21T Wasm B2 7 R4S T, X
TR AT Tl G R0 AR, 3 2ok 43 A AR T A JE R ok o8
U TR RGN . A SOKE Wasm i 25 K6 T ATF 98 B 45 0 2 2K,
FE TR A0 AT 0% i A U R R T R R 2 ) I R SR
DU, X6 AH OC TAESEAT I 90 S5 25 R L.

1) 35 T 85 5 43 B 1) e 2 A6 DU

(IS s & Nl B = k¥ 95 e A Al CTE AN
PR B TR BRSSP R SR |

ARRT AT RE AT N R AR B P R 5 B M, DR A
TP 0 22 4 PR E # k. 90 32 T 1 7 431 1) Wasm
ARG A 5% A T AR O A AT L B T
5 R LR AT BT FHOR.

Stiévenart % A HE T — AN EF X Wasm F2 Y
TR A T SR R e e R T A AL 1 N
ol Wasm B2 7 (9 1A~ bR EIAE A 22, i 240 1 bR
By 250, R A A4 )R A8 = R 5 B AR B, RS
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Fig. 11  Architecture diagram of TWINE
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