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Data-Pattern-Aware Low-Cost Cloud Log Storage Systems
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Abstract Cloud-native system log service can fully boost the researching, maintaining, operating and security ability
of the public cloud. Could log data are typically large in scale, requiring long preserving time, high ingestion speed
and low access latency, while the information density is low. To save the storage cost, it is required to compactly
compress the logs, compress the logs in a high speed, and retrieve target data with low latencies. However, it is
challenging to achieve these three goals at the same time, and a customized solution should be designed for this
scenario. By summarizing the typical data patterns in the cloud logs, including the static patterns, namely the
formatted output statements in the source code and the runtime patterns, which are generated during the execution of
the programs, a low-cost storage schema is proposed for the public cloud logs. By evaluating several low-cost storage
methods of the cloud logs, their effectiveness with respect to the compression ratio, compression speed and query
latency are shown. Besides, several experiences for designing a low-cost storage system for the cloud logs are
proposed in expectation of inspiring relevant research in the future.
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Nowtime = data.time Zookeeper open!
time = Nowtime — start; Open file 3321
if(time > 10) Time taken 566s
{ : S
Printf(“Time taken %ds”, time); Time taken 1872s Time taken <*>s
i =) Close file 3321 —)
else Get packet 123.2 AR
{ Time taken 2591s 566, 1872, 2591, 2213
start = 0; Get packet 122.1
} Request send to 2
Time taken 2213s

Fig. 1 The generation process of the static pattern in log data

B H SRS e

21 ZHEPHRKREHEZES

Ca RN HERMWERREBIRRL: FE
RN Bl AR .

D) # AR AT B 5 R =R R
B SCHY 25 R4 Ak B R TR R B R R A AR
T A 3w AT DAGE o A A A A SR 4 R — 2
) DA 4 R R DA

FRATTT LA o [F] — A~ 25 ke Ab i S o g o A o 1
HEZHMR - HEFBEA, KR —HEFHA
A L B AR TR 7 B 7 A8 a0 Dy — AR e L SR A
T Ak B ) v B x AR R, B2 XN x AR
2H. B anFE K 1 R 145 - Time taken %ds” X L
M HEFHAPEE 45 HE, B %d" XN A
AT 4 A A,

2) BB RS Z AN, AT AESL Priz
A7 v ] — A8 g 20 9 A8 B B5U0E PR T S A T L T Y
AEXT [ 5 B3 20 B Bl AR L X I S, BT
SN AT BEAE AR T AT HIF AR 9 516 4R 29178 o 1 A%, TR
I 3k AR I 25 B A AR T 0B A7 Y Jeg AR 28 Ak T A B
AR, PR I 3 S A 2 T ¥ AN AL o e 2 0 A AR T
YT IR ARAR, G i X s AT R e A A
) B AR AT — 20 BB IR A RE 7S 3.

Bl A5 X RE 08 A7 % b R AR 140 1 T AR Y
A EoT. WnE 2 oo, Zefilig 4 5 H&E)E T 24 H
BAEHA, BT HEFBA TR 2R E
T134 bk.FF.13 read
T169state: SUC#1604

T179 bk.C5.15 read
T181state: ERR#1623

1: %s %s read
2: %s state: %s

A, FRATTIE XX 4 A AR A B 25 5 1S E)
B — AR T 1 S SR, IF TR A 2 1 21 O3 i
T A0 R 1) A it BTG
22 BEHEENXHRN
B xf o HE WP R AR £ L, AfIe &
B T 47 224 R HE U
1) i AR 4R IOy . A5 A o U 8 MR
6 2 H AR EICE AR AR X R 1 25 4 Tk s e Y A R
& H & B sl i) — A IF ST A L A SR BOT
F B T A kT TR I
TR LRI TR & 2k, B3R TR AT
BT HERKEY & M08 £ 5, 5T AT
TR B, e X A A4
LT AT R A £ BT 1 S Al — &R 0 e
FE B FAF (B ANGZ 5 | 25 k8 48 ) B B A 5% H 4r Bl —
51 token ZH B Y £, SR 5 M4 4N K] 3 i s 0 fif A A
SRS A SR T SRR 2 R TR 1 )2
Wi AR & H A B token B X H AR 4 H
T2, B AT AR token 20 H 1 H B4 B — 2 R
KRy [a] — 4. [F]— 20 rh AR RLRE ok e Y H kR 45 B
P8 R HA R A R A X, X sk 4% B b i IAE
[7i] — {57 B 1) 722 S K A A B R 1Y 78 B2 v
PRS2 PR RAT I, R A 25 4 1 S R A — T
H & & BAE M UIGRER, N 2R A: i an &l 3 Bt s 1Y i A
B AE SR 45 B B, 223800 H 4% B DL e 21 35—l

______________________________

. 1| T134 || bk.FE.13 ||}/ T169 | | SUC#1604 ||
1-1: T<*> 1| T179 || bk.C5.15 | 11| T181 | | ERR#1623 |1
1-2: bk.<*> <*> : : : :
2-1: T<*> 1 12 |1 2-1 222 |

2-2: <E>H16<*>

ittt [ 1134 [bk.FF.13 | |[T169]| [SUC#1604]! AR
(A 1| T179 | [ bk.C5.15 | 11| T181| [ERR#1623|1
1 1 1
1 |} I
HIED! 12 |21 22 |
___________ wEA

134U FF B30
P 179 11 CS B 1S
V1-1-1001-2-1001-2-21 1 2-1-1112-2-1 1 12-2-2:

....................................

L LA BT

169 11SUC:! 04 !
181 "ERR ' 23 !

Fig.2 Examples for static pattern and runtime pattern in log data
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| Length=3 | | Length=5 |

C O~

Read chunk <*> Offset <*>
Read chunk <*> from <*>

Fig. 3 Parser tree for static pattern
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Fig.4 Tree-expanding-based top-down runtime pattern

extraction strategy
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