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Abstract Identity authentication is a technology widely used in the current digital world. In the era of traffic
supremacy, a secure and convenient identity authentication solution is crucial for attracting users to application
services. Decentralized identity gives users complete control over their identity by using a fully decentralized
technology such as blockchain. In order to further improve the security and convenience of identity authentication, an
attribute signature authentication scheme based on blockchain and trusted execution environment is proposed. Existing
identity verification methods have problems such as heavy management of user identity certificates and insufficient
security. Attribute signatures are used by users to generate persistent credentials pointing to application services, and
credentials are extensible. In the process of repeatedly expanding credentials, the user is more likely to be implanted
with a Trojan horse than a single generation of credentials. The trusted execution environment can provide hardware-
level protection during the signing process to avoid the leakage of intermediate parameters. At the same time, the audit
of user identity leakage and fraudulent use is realized with a small additional verification cost, which further improves
the security of the scheme.

Key words blockchain; trusted execution environment(TEE); attribute signature; decentralized identity; zero-

knowledge proof

W OE OSDNERSTHFHRERF S ZERNG AR, S TAZTE LR, oM RS HHE
EFESTRERARSBINAPRAEZA TR 2P o ghiad A T4 EFT OO R R 4k, i
RAPRAEERNATHIN ATH-—FTRSIHINEN LR SEER RE —FE TR THEIH
7535 (TEE) M BHE L G WiNiEFT £ NG I WBIET EHER P SO RIEEREE AR RE

W 7% H #3: 2023-04-03; & B H #: 2023-06-06

ES T HFE AN A (2019YFB2101703) 5 [8 5 H A B2 26 4 01 H (62272107, U19A2066) 5 - I 7 B4 45 A B A7 3 31 &1 (2151110220005 1~
ARAR H R UE 22 4] (2020B0101090001)
This work was supported by the National Key Research & Development Program of China (2019YFB2101703), the National Natural Science
Foundation of China (62272107, U19A2066) , the Innovation Action Plan of Shanghai Science and Technology (21511102200), the Key-Area
Research and Development Program of Guangdong Province (2020B0101090001).

B VEE : 254 (22110240060@m. fudan.edu.cn)


mailto:22110240060@m.fudan.edu.cn
mailto:22110240060@m.fudan.edu.cn

2556

AN S %R 2023, 60C(11)

ERM. AFAABEE L AR ARSOHFAREE FHERELITY AN WA PRLY L EH
Bt AR R A R ERRA LA FFAAKRD R, TERATIRE N T 2L 5 442 P R4 AR
PEBA B, B P A A A R B R AR R AR DN R BN R IER AN LT A S & G A8 F A,

- FRET HEHE LML

EgiE Rtk TREWMATIHRE; BREA L, 2P LG Rininit i

mEESES TP399

2022 4, e MK L LG BT R S A E
S NERITHR B3 A, A AT T 15 DR TR 164 4>
R 4038 ) % IX e i 1oy R A 4% B, X e
FHIEAEB AL 3 A8 NI AT,

X B 28— A5 B R 9 B S R 43, TR
b 5P A AR HL, G2 PR X L B R R o A KR
5 43 A i M 8 R, R AR BT ) — b ol X A B
SREERER T X IEE N HIE R, b8 ok
Haber Fl1 Stornetta £ H 14 JC 75 1T i5F 1) 8 (4 # &™ 17 FH
LA b, IEEE A TAE R UE™, #Sr T
Lo T R B A TR ik B R BOR: 550 5 U R RN
AT 50% BT A TRAS B 00 45 RAE R IE R A 25 R0
ROk, SRR 2 ) — B TR R, DX A Y X B
W 30 ok I A R, PRE T L PN AR T B R,

X BB ) TP ML LR 22 L EUAT TR ) i o B
i, Horh — AN H A X B RE R R B IR, BT
I N N B Rt ) R, R SR R 2 N HEA
IR 0 AR T A B TR AR K, A
AR I8 AR K — 38 0 76 W 2% vf 5 ik 55 iE 4738 B,
DAL b B 1 DA GIE 45 PR A B A AF 5T B4 A TR PRk 0, B
B o A AT i iy =S R 55 B 2 B
0y By — 5B

3 A 2 B Oy IAUE T 238 AT LAER IR Ry Fe bty
1k & 15y ( decentralized identity, DID), 5% #& 2 H T F 4
& 3 (self-sovereign identity, SSI)™, 7% ST X 1% 9
X 43, B304 —FRA SSL A BT E i, SSIAE —4> 7t
VEH P S N 58 9 A BT A 3R BT B0 i R
gt, F 5k W S T R R 95 A AE, P RS A8
5 FAS NG B 58 4 A N A A, e
ArLL A T AR T B W] 5 IR 5T 4 (verifiable
credentials, VC), T AN 75 2438 i tpO AR B 25 =5,
IR 55 . B 4

W {E AT 1E (trusted execution environment, TEE)
ERRETRE RS T SHRERS R E N — Yy | %2
2 AE PR AT R, DAASE A 03] 8 s B A L
BRI R LB e T e, H PR

TEA M PR 5 VO R R R AR, A~ A PR
M HL A AT 1 2 A B i R U, Rl 0 TRUR 2T A5 R
ARG MZIT AR 2GR, LB TA
HLAT 3. HUL, S % P i fe 1T 51 A TEE £ AR & 1.

A SCHY SRS 3 > 5 T

DB T —Fh 2 rpocs J8 P25 421 45 A B HNRUIE
I SST 7 58 DX Hedie 23 IF 378 B LA B AN T 8 20 ) e a5t
A4 29 o8 i R LAY B AT R, T P AT B bR,
TR B R 55 A TEAC R, B 3225 B8 VC. [l
oA g ot o FF M 45 B B B B B, AR SO Bk T
FH P B A A VO R R R AR AN RS, PR VC ]
YA R, 38 T T R ROE.

2) FH P AR VC 454 TEE B 7 k. % 18 3133
FH P SR8 22 A A 09 T B, B P 1 VC AR
FEE T TEE H, FEAK VC Al & 2R VC P e ad it v
T 20 33 RIS, 2 5 FH P RABH 11 22 4k

3BT —FH P Ve B HE L. B0 85
OB 0 2 A R e LSR5 1Y, X — BLK S
FH o 82 A 78 AT A 32 S ARR 50 U 2ok 72 rh o0 5 g
TE VB T B0 75 10 N 2500 S B X B, A/
KRR SE AL VC ('S

1 tHXIE

ARSI 9 % G2 02 i T X B BE I TEE (1) & 1 25
2 B IAUE T 58, A5 ¥ A 28 5 0y DIE 7 %€ M TEE
[ AH 5T IR
1.1 BMIANERR

s B BB B A H TR A B DR RS
B Oy IUE & 1 3 A B B L e Ak B 403 i g R
55 B B Oy, M B AT T 7 40 RO 6 5k
XAy s T A A, B A P s
I FH A 55 4% 4%, AT LA FH IR 55 43 B O Ak i 55
S, T4 RATH R I AR 43 1 1 IR 55 19 5 3 Ik 5~
B SR, B O B0HE 1Y 5 b R AT 2 — EXUTT 61, 5 5
S P BRRAXE AR UE , FH P S0 ik 5 ) st A o A



R

H T DX HRBE R AT 5 PAAT PR 5T A9 128 4 B e T 56

2557

LB N e 55 i i 389 22, JH P B 8 45 3L B 41
o2 W E . FH P I A5 [R5 A ) % A, Y A
[Fi) £ %5 B itk i W), R et I ) B Ay 22 4 57 B0
R B 1 28 /D i 0 S O R AL Sy T P AR AR
B0y, B B AN N . SCER [13] #8481 —FRh T &
Y584, FSUVE P s e 3 Aoy & B0 B, i
P& 5 B0 B Oy 1 AT RS AR M. SCR [14] R H & 2
PRI i 7 $EAT B B 00 A 8, AR P A B AR, B
PEAT T 528 09 %2 4 VR UE B OAuth2.0 Fp il ™™ 45 Bh &
=07 W 1 A7 A T B 0305 5 A ik 55 B A3k 5 4 75 3K
WU PR AL, Bk B A HOH P el 09, N
o UL A BT L SR R R s R E
AP AR A 38 2o A SO SR R Sk O L B RE T
BILIR 5 19 357 B2 o IS B oy $ 41t 1 2% A, (L B £y £ 41
B IR ER P B SR AT R, AT LAAE 45 P R A B
HRE AP B 553058 = RS, &
AR TR A EFE .

H IR EACE Gy 5 S b, P R R4 52 1 T
B, M E 5 NS M IMEA CHRAGE R, L
XA B O3 1 A5 SCHR [ 09 uPort PSR By
B HE G 2 M bk ARS8 H P B Oy AR AR AT, SCRR [17] 79
Blockstack i i1 fif Ff virtualchains L) 2= /.0 £k BY 7 3K
RO TS AT 51 S 0 () R, B 28 b %) 587 17 A ] A
ST HB G IR BT A RS 9 22 . Candid™ FHE fE & L1715 B
A B FA R B B 3 B, P AT 3 32 ) B 0 e P
P 5 A, (6] B i o % 4 AN AR A R Y KB M
HELSCHR [19] BUR 5 40 A A B B b B AE G, HAS
T A B B DR T RE. BLUAR SCHER [16-19] ATk 1y
T BB T T B Oy 04 43 A SRR AL EE 2R T
FH P A F O A7 FAH o A8 b iy KRS — B s A P
AN, HAl = #8T DL DR % 7 B 0 %% sk 3 v
R 55, Hax A~ ik B8 PR AT 8858 1. SCHR [20] 19 7
ZEAE B SR, AR P B Oy B W AT O B e
UE, P AT DA B it (H 2% 7 G i F R H i 3
Ji& SRR, JF BT BEAE ] P IR B BT Be L XU 358 5
R A AR

Ht Ak By L BT B A B TR RS X
AR R Ho, BB &0 2, E
FH P 80 B Oy B9 HLAG G 3 o BRI EL LA R, B
RA4Fmy L2 ae 1, B AR MIE RGNS T)
MUl 22 A i 4, B DA2E 4 XU A1, Tid o A B
LA 2R EB/NR A F]L BA R ) 80 A M
T AP, Of B il T H P Al fgfsi n] T 24> W H %
AR R, T DL A AU A v

Table 1 Comparison of Centralized Identity, Federated
Identity and Self-Sovereign Identity
F1 HOUEH BEBSHMERENS MBI

FRAE sy BOREE AR
JH P g B R AT R Z b f—
HHAE R E IR BIFRSs  ShrRptE Fp
BT SRR AR x4 ferpr pixie
B AR ] fi H

1.2 "ERITHRE

Intel #¢ F B ¥ 9" J&& (software guard extensions,
SGX)PF AR . AMD N 7£ M1l % (memory encryption) 4%
ARF1 ARM 1 TrustZone £ AR S22 KV & B AL
(9 TEE $ AR . ZEAS SO Ze v, FRATT e 4380 S 38 0T 11y
Intel SGX # A

Intel SGX J& x86 2L #4 (W 9 &, Fui/F H P AR 14
O] 78 44 S & Hi(enclaves) ™™ ) TEE. SGX i# it
ECalls 1 OCalls #F 17 & b i) 8 A F1J HY , Ecalls /& M
Kb AN R T b NS B T A BRI, T OCalls WU AH
S, TRCHIL R AR R 2 B R A i B, IR
ESHGHITRA, ISP R BA MO TERETTRY . Sk [23]
T H B R ACRT A R B TR A i P B L T
L 8 600~14 000 /> J& 111

TEE % % # b T o A X Sk B g s
TC™ fd ] SGX 52 i MapReduce 43 7 =318, 6] I {4
F5AH L B4 A S A ) BeORAE | IE B 1 A e B L T-
Counter™ Z&F SGX i1 T CPU ¥ IR #€ 2% 1 5UHE 42,
PRAE 25 Bl 55 v ) 11530 9% AR 2R e, B 1 IR
55 P AL pT R 2 9 VRN AR 7 B 0 IAGIE 7 ) 1, Town
crier” JEAE 2015 4EH #1211 A9 8% N TEE W& eG4
P OB 1 7 k. SCHk [27] FH SGX B IX B g iy 8 T
NN E Y L L NN 9D a1
5 BB SOy 3R AL AT BT BRI By O 2. 3
ik [28]1 U FH T ARM f¢ Trustzone {4 & FH F* 8038 10 58
PR AL

2 WEAMiR

2.1 ElGamal inz""

GlE— B =B p LG IR, g2 G E
BT, M T —EERNNITRyeG, —EFE— M
—W)x € Z,, 1555 X g* = yili 37 . ElGamal Jill % 53 i
3R

D) AEES. B eZ,, 1T e =y,



2558

AN S %R 2023, 60C(11)

U ElGama JiN& #9284 (s g p), BAEH A x.

2) Jngg. X TE Bom, WALk € Z, it5Hc = ¢,
cx=mxy’, Flcfle i 8% SCh e, ¢).

3) X T SR e, o), B AV x, 3T
m=cy/cy.

2.2 Sigma 1" #1 Schnorr 1 ™"

BWRCXXY J&—/~EF NP W) B OC &, R
2 —XF (P, V) ¥ 7 L i — > Sigma TR :

1) PRRUEWIF B, il A —XF (x,y) €R, VI2ER
WEH B, Ay eY;

2) PR —DRIEC, B H KL LV

3) VIEREUR B PR 3% M 7K C I, BEBLAE BL— 1~
PetlifEc, JF Rk % P;

4) TEHWEIR A VAL E /S, PRIt
BEE— A 1 23R (|1 25 V5

5) Vit Bk Ay . AR C RIS B Pk B C
e 7 A 2 J, i 42 52 A 4

Sigma M HA 3 S PEJ:

1) IERGPE. FEA S Ay b, SR S iy Tk B
PB4 A X5 (x, y) € R, B A B0 AEE V EJE I

2) ATEEPE. 450 — A3 Ay, DL VIET v
2R 2216 (C o2, (Cd ) ez, B4
FEAT NHRTT DATH53 X B, (175 (x, y) €R.

3) FRARME. AATE — A &0 BE 1 5 Sim
(FRYERBEHUAS ), X T Brf i A (v, ©) € R, Hr S #k
W% AE 2 6], Sim BEAS % 1 — NPT 432 14315 (0, C, ¢, 2),
IF Bz 218 5k S PRV 2Z 6] 8 23135 43 A AR ).

Schnorr W3 J& Sigma VLAY —FF. G J&2—4~Bir
REREE g WAEIREE, AT g € G, ik — kW]
HHBLEW B HIE RN R = ¢ € GIY B BN AL
x. X B R={(x,h)eZ,xG:g" =h}. {0 & 1JF 7% ,
Schnorr PHS Y A8 H L K

P(x, h=g") V(h=g")
r&Zq
C=g"
C
P ¢ ciZq
z=r+cx
V4
?
g=Ch®

Fig. 1 The interactive flow of Schnorr protocol™"
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Fig.2 The system model of our scheme
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Fig. 3 Flowchart of our scheme
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