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Abstract Blockchain system has been broadly applied and studied in the last few years with query being essential to
facilitate a wide range of blockchain application scenarios such as data provenance in the logistics chain. As
blockchain data continues to grow, the efficiency and verifiability of data query have become hot issues in blockchain
research. The high concurrent blocks of the DAG-based blockchain make it difficult for queries to traverse
sequentially like the traditional chain structure. Breadth-first or depth-first query strategies can be adopted according
to the DAG structure, but this method has the problems of low efficiency and poor verification. We propose an
efficient and verifiable query mechanism, called Lever, for DAG-based blockchains based on the learned index. The
mechanism aims to improve the efficiency and verifiability of blockchain query by introducing learned index
technology with the data distribution characteristic to optimize the indexing process in the blockchain. Learned index
is a novel indexing technology that reduces the storage space and query time of indexes by learning the distribution of
data. In this paper, learned index is applied to the mapping between epoch height and timestamp of the DAG-based
blockchain, greatly improving query speed and efficiency. At the same time, in order to speed up the data filtering of
multiple blocks in an epoch, a Bloom filter is added to the block header, and an aggregated Bloom filter is produced
by miner for each epoch. In addition, to guarantee the authentication (i.e., correctness and completeness) of query

results, the mechanism introduces a sorted Merkle tree to perform proof with the Merkle tree branch by combining the

W 7% H #3: 2023-04-03; & B H #: 2023-06-12

HEWE: BEE S LRI E (2021YFB2700700) ; 1k 4 T A0 & 11 R130 H (2021BEA164); R H AR R # I 4&T0 H (62072197); | A 4H &
SHF &R E (2020B0101090005)
This work was supported by the National Key Research and Development Program of China (2021YFB2700700), the Key Research and
Development Program of Hubei Province (2021BEA164), the National Natural Science Foundation of China (62072197), and the Key Research and
Development Program of Guangdong Province (2020B0101090005).

EIE1EE: ¥ 1T (jiangxiao@hust.edu.cn)


mailto:j_chang@hust.edu.cn
mailto:jiangxiao@hust.edu.cn

2456 AN S %R 2023, 60C(11)

filtering and sorting processes, effectively reducing the size of the verification object (VO), thereby enhancing the
verifiability of blockchain query. Experimental results show that Lever can effectively improve the efficiency and
verifiability of DAG-based blockchain query, and Lever improves query performance by up to 10 times and reduces
VO size overhead by 90% compared with the basic query mechanism of Conflux.

Key words DAG blockchain; verifiable query; learned index; aggregated Bloom filter; sorted Merkle tree
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Fig. 3 Intra-epoch aggregated Bloom filter
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| Tx acdbg |<| Tx bdcfe | < | Tx dfeag | < | Tx eacdf |

’ Sort (Tx eacdf, Tx acdbg, Tx dfeag, Tx bdcfe) ‘

Fig. 4 Intra-block sorted Merkle tree
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fiA: Q= (addr, (1, 1,));

it R=(TxSet, VO).

@D (seg,, seg,) — VBS (t,t,);

@ pre_epoch; — seg,.slope x seg,.intercept (i=1, 2);

(3 for epoch in (pre_epoch, — to pre_epoch, +1) do
if epoch.agg bf (addr) == true then

for blk in epoch.block id do
if blk.timstamp in [t, t,] &&
blk.bf (addr) == true then

if Tx exists then

®@a ©ve

TxSet.append (Tx);
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©) else
© TxSet.append (Tx.prior, Tx.next);
) end if
®@ VO.append (SMT.subtree);
® end if
end for
® end if
end for

@ return R = (TxSet, VO).
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