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Abstract Consensus mechanism is an important part of blockchain technology, but the mainstream consensus
mechanisms, especially proof-of-work consensus mechanisms, suffer from problems such as wasted computing power
and low throughput. Federated learning as a distributed machine learning method, the local training of learning models
and the final calculation of participant contributions require a large amount of computing power. Therefore, we
propose a trusted and fair blockchain framework, called TFchain, supporting adaptive federated learning tasks to
explore how to utilize the wasted arithmetic power in the original consensus mechanism to improve the efficiency of
federated learning. First, we design a new consensus mechanism PoTF (proof of trust and fair) based on blockchain
and federated learning, which sets the nodes of the blockchain as the participants of federated learning and transfers a
large amount of ineffective arithmetic power used in the original consensus mechanism for Hash computation to
federated learning for training of local models and evaluation of participants’ contributions. Second, while improving
the throughput of blockchain transactions, the participants of federated learning are evaluated and incentivized with
reasonable contributions. Finally, an algorithm is designed to prevent nodes from being evil. The experimental results
show that the TFchain proposed in this paper can effectively improve the transaction processing performance of the
blockchain while recycling the arithmetic power, and provide effective positive incentives to the participants who
actively participate in federated learning.
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Fig. 1 Changes in bitcoin’s difficulty values
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27 20 W R B RA PR B RDARSE AP ST, T EL A fE 4
HEA I 2% S 22 Jih LA 2 5 07 B AR 1
3.2 PoTF HiRd WX IREH

POTF J2& A SCHE i —Ffr 427 119 35 56 352 > 1Y
AR, S 1 3 IS 2 ST R DGR, X X BB
)RR B R S A AT T R it

HH [ 4 WA, PoTF A X B S A & 7 7 1T N 45



2510

AN S %R 2023, 60C(11)

1) Fif— X He 5 A5 (Pre_Hash);

2) i (4 DX B B (Height) 5

3) i DX H Y 22 ) BR e /R AR (Merkle_Root) ;

4) Y7 Ik 55 37 45 H Bk (Master Node), 24 A Ik 2%
LS 45 H, 45 WA Epoch i PoTF Y, 24 Epoch
i Ja — A DR HEAT IR 55 15 A5 Ml hk i TE R, TR R
TEAE 1T — 502 AT 55 MR 5519 05

S) AT IR 2 2] (1) A S % (Con_parameter),
/> Epoch [ X 5 0 Hi% & 2RI 05

6) 4T 1 4E 5515 B (Task) ;

7) Ho A AH 1% BB (Additional_Data).

I PoTF H X e A 3 24 55 A 3t 2 B B 2 > v
% 5 J5 556 0 AR H I 25 2 50015 58 1Y X e 22 B
8 J2 75 B B 19 &, ZE AR Epoch Y i 5 — N X e,
JIR 55 5 T AR X HUAR b A A AR YR 2 2D AT 55 b i b
5 B BT A 2 5 5 () BT R BE R Jil 3 O A L.
3.3 PoTF #iRHE %

PoTF M5 1 J& 7 TFchain A5 1 £1] 58 %) il H 8
F 2% AT 55 50 3R A oK 58 JRUAT: 55 I T R i AR B
Z AL 8 08 A A b 4R T DX B BE 0 Bk o, AE SC
Bz FH o, FRATT AT LAAR $15 3R 5 2 2J 7 FH 4548k 1) AN [
WA TFchain HE S #3724~ 5 T PoTF L 10 [X P fik
Gy A, BEAS G R ST BEAT — A I AR A R R 2 )
1155 i TR B R S0k 2 S AT 55 25 5 K, R A7
TE W5 43 K28 By [l 8L, TR O X Bt 0 4 ik i 5 4% 40
R E A G B, BB S KRR T X sk () Rl 9
T AR 43 A 0 AR A 2 AR TR 0, PR o, AR S —
5 R B 4 R O 2R AT O R A S PR N F rh ap
LI B 2 N 1 50 250 7 584

PoTF %k S 1A g 2L JHU 3% 78 76 5] 2 9 TFchain /1Y
SVAHEZL P i TR, BARA 9 12D BR:

51, MRS5S R AL B i ok e ) — A
AR 5, IR AT AR 55 0 &R T K A AR 55 1E R
H1AH 56 9 855 {5 B2 B4R Epoch 1955 14> X B (X B
0) .

552 20, e aE Y SN B 0 iR R 2B I ZRAT 5515 B
KINGSH, NG S B Z BRI GRE, =%
P PR

55320, M AT A M S AR AR b i
FErp, % Pl A O R EE SR UI 2R, SRS K
SRE5 AR 25 e 5515 a5

W4, s SR EINSG G S EOF TR
G ERG R, RS AICRRE LB SEL
RIGTTREZ 5 BB CR A 08 50 STk

55520, MRS AR X KE & BUAE S .
A P o S8R A RS A, Xk
N A FE AT — A XA IG A {E . BT R AR L S 4L
(SR EE NS

060, AN 2~5 L FER—RIINGT, B i
23 B 0N 25 2 B0 AT A N 2, S5 DI 2R 25
IR (AT 25 R 5579 R IR S5 T RO X B A R AT RS
JFRATH R X P, X A i R E AT, B ZREE 4
IR (.

5570, IR S5 TT RURIE 2 575 s TR A o K
Jil i 43 e J7 =X, I & A AR Epoch WY B fa — 4> X .

58, TR T — 402 2 A1 55 1 IR 55 71 o5 (e £
TR BE Je i 2 5 07 R — 584 55 W IR 55 19 A
55— R IR 2% 2 AT 55 B, BEBLIE B — A5 A1 IR

Fig. 4 Block structure of TFchain
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559 a0, AR URIR I 2% AT 55

5509 20, UETIR 55 A AR T — 5 AT 55 AR o
3.4 TFchain BT SEE S

AW — 20X 3.3 159 PoTF Hr IR 45 15 o5 il
T AL RAE S5 AT TR A A A

Pl s s, g5 m B 2 BOMTE 5, H
— EERSEBEMX RN, -0 EsY
J7 0 DTk B R IR S5 AR B AR S5 AT IR
H 1R,

LR E, Bk 1 EB AN 335 DRSSPI R
b S Ty 1 27 2T AT 55 91 3R AR B — T 55, IF
wItR MG BT AL B, 2) U 2k, AE — E IO E] P, FE 0K
Z 5795 SRR MR B, O 4 BRAEAS IS 2R 4 R L
(AR IR AT 4 ) b X S B AT R G i B R 2 )R
REAY [ B3 3k V038 B T 58 DTmR B, SRS A A X .
3) STER T K R . AR B R EI RS S
T3 B STEREE, I HLo3FC 2l , H b R 551 s ST 50%
(R 22 I3l T e B 2% A 719 1 o ik % L 18] 40 T R
BNl 245 I m, I LK BT RO SR 04 3 T iR
OB Y R 55 A

BE LIRS R AT R AR

i 32 5 pool WP IIAT 5515 2,5

Bl 20k RAF IR0 4 Jm i B w, $4 8 o1 ik i

1R 2 il 73 BE R

(fEFwIH k)

D modelMsg < pop(pool) ; /*3f BT 55 */

2 addBlock( header(modelMsg, *++ ), body);
PR IR AR B R/

k)

® for each round r=1,2,-+* do

@ N, — (FERLAE B[] A e 1 1) 2 519 050D 5
® for each round k EN, do

® wh — getMsg(w,, k);

ZNiwl’.

Wy s B BRI A

SN

i=1

if MASE(SV iimetemps ***» S Vi) > A
SV e (N f(w)))s 1#l(5)%/
end if *SV TR S5 R E AT/
end for
addBlock( header(w,, +++) , body(wY, -++) );
PRRAT X, A5 N E] 4 fr s/
@) end for

S

® 6 e 0

(BTHREE)
> osvy
@ R="—; AGeiF eIk, I LKA X Bt/

It
® addBlock(header( Ry, SVY, ), body);
_Ledger += reward x 50%;

/R 5519 mEEE 50% 2 il */
@ for each round n EN do

a8 : :

| |

| |
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Fig. 5 Illustration of parallel task execution of service nodes in PoTF
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sentReward(n, rewardx 50%%R,);

end for /*4% IR 5T R 43 iC 4 il 45 HA 3y 550+

@) sentServerNode(max(R,) ).

/5T R S e P Y e R R S5

T LU, TE2 5B, 2 5%
R A5RS 4 JR) ASE TR 8 52 W) 2% Ak B /)N, HG ok B 1Y
A 2B WA N P, 22 5 IR A TR
AL /N, 2345 1k B — AR TUAR BE A 1A, SRS AR AR
B0 DTk BE R T B A5 5 0 AR R AT 55 i A
A TTHRIE.

BT AT 5500 1A AL 43 A A 1 DX R Xz K] 5
Y X 0, YIRS 23 A A B8 DX B B X R 1~n—1, BT
R B RN 22 Tl 4 TR O & A 4 DX B R X . LAY
X EZER a1 4 .

BREVE 1P B I3 SR G pR BCRT AR AR S5 PR A
PEAT R e, DA 2 g B30k 1 1 P P AR BE. B 1,
DT R 2 A ey 1) 35 38 55 AT DA R R BT B IR 5519 R A
MARIE T MRk 5535 sy s 8281

Bk 2 TEAN 41 T PoTF Y 3% 3 35 5 AT I 45

Hif2. 25 8 PUTII RS L.

A X HUBE AT 5515 B

By s 220 RAF N 2R 09 A ML B B w, 22 R 57 R 90

R il

(fE: 55 w1t fk)

@ modelMsg «— getBlock( ) ; /*3 BUT 55 */

(%)

@) for each round 1 =1,2,-+* do

@ w < getBlock(); I*IREWIIHTE B */

@ B« CK¥iE%E D R0 B KANHER) 5

(B for each round b € B do

® w—w-nV{(w,b);

@  end for

sentMsg(w, serverNode) ;

@ end for

(DTHREE)

10 Ledger += getReward( ).

B3k 2 5L VXN, REESY R 3580 DAT 55
WG Al DA IX B A R w45 B, R E AL 2) A
Mo 2. A6 — & (0 I 8] P, o B 4 D, X143 S RN
M B LR, FEAE AR AT U1 2R, 15 24 AR
R 3) DTk B AR I A SE O ZRJE , AR S Y Ay T
R 5 5T HUAH IV ) 2 iy

Tk 2 TR 1 ORUE, EhNf RS, 5T

SEPEFNER 2, PR I P T A X P Y 5 Y
AR RERR2E T S 55 25 BRI 2= )
rpe RIS, B 2 rh o S T B AL A H AR
AN BAR T A B, T AR T A i > T
2R AL I T]
3.5 TFchain B3 skit & & Zm 4 A

£ PoTF i A7 YRl B2 v, AR5 10 A & i VD3 )
R THE 2, fERE TR ST R SN2 5 T EEA
IS 2% 2] b B ep i STRREE, E R R S 5 A
A HBABERY , Xof A Jey AR R AT BRI, TR R R AR
R4 TR B, (K H T A S 50 A5
8. 3+ HAEFT L7 Epoch W ¢ 5 — A~ X BB, B A4
S B L DT B AT, I HAR I TR B 43 e 2 Dl

AR SCRE A 14 2 Sl 43 BE AL AR« AR IR 2 T A S5
50% 11 22 il ¥ 43 e 25 A fe R i Ik 55 1 A, R
50% 142 Jih 4% B8 LAt 2 5 07 ) ok BE 64T 5 LE 4B 43
Be, I HZ 50 ou ik i e 1 s H B T —
502 2 A1 55 F PoTF WY MR 55 19 Al (AR $E IR 55 19 il T
NS 5 AR MR N 2, B AN 23 0 74 22 2 38 T
— MR S5 T ), BEHSAE T — %8 PoTF il 3k 15
IR IR 55719 A5 50% 11442 .
3.6 TFchain B AR & 15 s 15 R AG U AL i

IR 55 19 A VR T R RN T BB e S 5 B sk
P TTER BT B, B A 2R i m A XA S 4
F R DUBREE ARG U, A AT Be A B 55 1Y RVE .

B OF DT HR B TR DX B AT v 22 R B
SRR AT N, AR SCE T T 3 TR R 55 a8
AR SRS I 0 T e AL, 2 R ORI S
J5) K BRI 55 715 A (TR 43 T AP Y 5 2 ik 2
H—F P SEARTRE) G, Z SR EE
8 IR 5515 B AR ST TG 4 AT A O 2R AT R
55747 S5 T 4G

A ST Y Mz 55 71 AR A T A0 B e AL ) AT LA
AR 1E IR 551 SR, IR — A IR 55 R Tk
HEC 0 T4, H Aty 0 mT DA 2o % e 8 B ok k46
A 55799 i, DR E R B I I R s AT E AR S,
FRAT B $ S T2 2/3 1Y SR A RE AT IR 55 1Y
RV AN SR Ry TR EHT 4 IR 55 1T A RE 8 AR
15 R4 22 0 SR, DT A 8 A 3R 48 R A% 4k 22 1E T
VE. TRIE, 32t 2 7 1 20 T st B R A T 3 IR 551
R G SR i

BT UL R, AR SO TR 3, TR
SRR S ARG ) R B

HiE3. 25 R RN SRS Bt 72
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A TEEE S Omsg;
SR RS A R T SR T 2/3,
Q2R 2 U B 4 i 55
(R 5 5E )
@ sentMsg( Omsg, allNode) ;
($5)
©) Msgcount = 0;
3 while nowTime<endTime B, Msgcount<Nx2/3:
@ if receiveMsg # Null
® Msgcount++;
© endif
(D end while
(R R 51 GRS 5 /N T 273, T oAl
BN B 35 325 1)
if Msgcount > Nx2/3
sentMsg( changeServerNode, allNode) ;
Changecount = 0;
while Changecount < Nx2/3
if receiveMsg # Null
Changecount ++;
end if
end while
(F45 )
sentServerNode(max( Ry soornode) ) -
@ end if
B 3R T — kT B SR A AL R A
IR 55 19 A R B, E A 5 B o
1) KGR BT EE. FA R BRSS9 AR R, &
T oA 5 s R R TR, 51 R S IR 55T A
2) 45 SR BB R, TR —E I RN, TR
A 2/3 17 R TR R R IR 55 L WEACE — 2D
T R[] B A 1) T RO 273, DA R S A 2R
AN RAE S BE 46 IR 55719 5 O A L 3R (9] Nl
3) 1) A5 5 A B G R 55 Y R TR R S A
RAFG S, T A 5 A S R I 55
4) MR 5575 R . I RAT T 2/3 BT TR R
e 1 551 s, DU 2 4 BT R RE i v Y R A DR R IR 55
TR B IR 55
5) Ul i 55 719 k. 58 U 55 719 RO S R LR
Iz 5545 A
i3 B 3R £ AL RE % A ORI 55 1 R A
TE A AT B SR AR SR, 25 HORn i 4 vk AR
2 i BT AR T IR 55 R RE S DRI RE A 19 2% ) A2
SETEFN R IR SR 5 R AN DA g S 46 IR 55

®e 660660

S, A2k, BERE R 1k KB RS R G A A
4 REUSH

41 BRETRMEE

TR 55715 s VR AT SR AT LA A3 S I 2 ) P AR
TURRBE T A VR . X AT A v 22 i S P i S
BVE BT 3 AT .

BERTIR R 27 > o IR 55715 i 4% B Moy SR 7 K
B TR 55 19 R 2 5 AR A o) A MR RLI 25
RO SENRE, P LICE EA7 =XAh o7 U VR .

EEXTIR S5 S LA 2 R EEAT S DTRREE A
Hh VR X B AT A v 220 B S P g SR, R
BT 7 R R 55 75 AR S S T R T 46 3 L i
MR A SR W iy i i, NS ok U, R Rt 1/3 1)
T RUE G Y, A B T R R IE 2 A PR A IE B
PR A Y AT DA i BH R SR AR o 2/3, SR BH
1R 55 15 AAS BE AE, NTIT BUBE A RS0 IE
B TR, A SCHY 2 A P 2 ST 7R 1Y S B AT
S AL LB R R 2 Y.

o e A B T R P e oy N L < e
T 2 38 5 R HROH At 15 it R £ =y RG220k, B
JE AR SC I BB R AR HOUME B I 2% ) & P A E O T
KL, B VR AR X A A BT s 1/3.
42 TLTETAMEE

3 T VR AT R AT L gy R A 4 2 ) AR A
SRR RN 2 FhAT R B 99 A5 AT B8 2 R
5555 757 AR A8 A5 5 S5 T s T RE S BE OB AL, i L
P R R A SR B | T R R e A (A

B o7 7 38 T R A A S AR, BT AU AT AR
Hi Y258 7 800, 5% M SR IR 22 S YN R AR 1 17
Ry, A S Bk 2 TE B IO IL R R S 2 5 2 i ARk
Z 5, N2 5 35 VR Sh L.

h T AEBIA B A A, AT AT LU i oy 2 55
P AL — 7 1 42 Jah S U8l L S b 2 5 R 2 T, 3K
TSI T AN [R) ARV 019 R L9 A 3R R 2 > By U1 2k
N DTHR B B TSR A SC g g R AR, TEA STy
LT, 2 53 R4S 50, WSTEkE 5
ST RURE S B R K, TCVE AR AR AR N 22 el , AT
I ARG SIAL. & 6 mT N, An AR R G b A T AR
VR, IS5 57 S0 IE B HEAT AR MR AL i) SR G 0F HL ik
SRS T L A2 507 I STk AR 5 I 2R
KB AR X IO, (H R — E M BT VR, B VR A
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LU B4 4 T, ST Y TR R 2 Al A R
i, JF AR 151 7 7T AR, BRI A Bk
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Fig. 6 The average contribution of nodes with different

percentage of bad behaviors
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Fig. 7 All contribution of nodes with different percentage
of bad behaviors
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M A AL S — N A CNN B S IR S5 SR FEH 34
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A5 BT A Y S5 B 7E Intel” Core™ 19-10900k CPU
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Table 1 Invalid Hashes’ Percentage and Counts of Hashes
R1 LRARA LLHIFIRGFIRE

FIARAEE (E A UK TEALG A LA/ %
1 21 95.24
2 29 96.55
3 4407 99.98
4 6565 99.98
5 749 278 100.00
6 1255485 100.00
7 90700714 100.00
AEFRI 8] ES
—¥— MNIST —e— MNIST
—+— EMNIST —m— EMNIST
0.8 = ey 100
0.7
‘ {80
0.6
» 03 160 2
= =
=2 04 | )
o | 7
iz 03 140 Bk
0.2t
120
0.1} \

O I I I 1 L 1 L L L 0

0 20 40 60 80 100 120 140 160 180 200
LitelN

Fig. 11 Learning time curve of TFchain
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Fig. 12 Comparison of throughputs
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