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Abstract With the development of network technology, building a trusted new-generation information management
system is necessary. Blockchain technology provides a decentralized, transparent, and tamper-proof distributed base.
On the other hand, with the development of artificial intelligence technology, data islands have been a common issue
in the field of network data computing. The distrust among developers has made it difficult to jointly utilize all parties’
data for collaborative training. Although federated learning provides data privacy protection, there are still hidden
dangers in server-side security. The traditional methods replace the server in the federated learning framework with a
blockchain system to provide a tamperproof global model database. However, this approach does not utilize all
available network connections in the Internet of things scenario and lacks a block structure design for federated
learning tasks. We propose a blockchain-assisted semi-centralized federated learning framework. Starting from the
requirements of the Internet of things scenario, our approach constructs a semi-centralized Internet of things structure
and utilizes all trusted network connections to support federated learning tasks. At the same time, our approach
constructs a tamper-proof model database for untrusted and remote clients through blockchain technology. Compared
with traditional blockchain federated learning frameworks, our approach has a smaller communication overhead and
better universality. The framework includes two major designs. The semi-centralized federated learning framework
reduces the communication overhead brought by aggregation through trusted connections between clients, and stores
client models through blockchain for aggregation on remote or untrusted clients to improve the universality and
performance of local models. The design of blockchain blocks for federated learning tasks can support the needs of
underlying federated learning training. Experiments have shown that this framework has an accuracy improvement at

least 8% compared with traditional federated learning algorithms on multiple datasets, and significantly reduces the
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communication overhead caused by the waiting aggregation process between clients, providing guidance for the
deployment of blockchain federated learning systems in practical scenarios.
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HOE MAEMNBERGRE, T HETEENH —RELEETERAERAT LEER, R R0
TEFPOAER ARTEELG TR A XRE. AN TR AG LI, W% AR BT &
IR PA, BTFAFZ MG REEFHEABESA A EFTRERTHRNG, RIAF T RARET X
oA LRSS B AR ALERSE BA T R AT R BERFIERTHRS AR AR
Pk RGO IRE R T LM A B AR R HIE R, A2 R X A 5 X R AR B % F A TR W %% 1
e TA MR F TES5 Rkt BT AT RMEMBGE P SIBEIF TER, KB
M TERBE, MAETF P CGHERMG T, AR T A TR W SEEZIERLF T £S5, R
BT REBBRARARTRE EBZGE P mZ M MET AT E, A8t 5 R SRR 5 T 4R
RA BB T e BAF O EEM TRAERLEFHRZH, FPORGKAFIERETE P B
8 TAZE AR Y BRATF RM B4, F BT R FME P BERA IR TERAREMEIRT
SR P B ATRA R TAM R F TS50 K st K3k, 2 R4 L HREHEIF T I %0
FR.OEBIEVNITRIERE SAKIEE LANCEGRIRI T T F kA £ 8% o9 e ah 4RI, St K bd Bk

TEPBZRMESEATRGBIETH, ATFI T THRRBERFIZAAREIRET RS,
XA MR R ALG BRI L PR BARS

mEFESES TP39

B 2 0 4 F AR 2 R, 45 P 2 ) A8 L
ARG A ke A AR ALy L AP LR R
TR AR B L B, W FAT R T
BP G A EE R — G R E RS WA T
WY FE R A S BE MRG0 LR St S aE T
R, BRARAE S UME BUAS, X235 & R i TR R IT
R oy EOR B R X, W2 B I BRI
TE 1 By 5% 4 R B A% 0 56 4 07 10 DG B T 3T 22 AR TR
0 245 15 T 40 3 24 R 11 IX et i R0 ) 2 1R By Bt e
1) FEET7 I Z—.

X He 5% (blockchain) £ 48 J& 5 & 3 A R 2% | fin
WHOR | B REG A5E Z R 0B BB A i R G
RE 810 s MV HIE 22 2 T AR 37 854l 19 2 e e, R 6T
{5 AT B 40 45 B i I it fE KR BE R v, B~
5 # AR AT LA R 3022 5, I BB A 28 B 5 B Bk R
FETE— DA WG By B g 0 v, Bl X s £ 4
P, AR E XA A B RS E S
535N A AU W N T R o 8
i WPERIE T A 2 5 3 #a] UL [A] & B F S IE L ) ;
AN AT BL R W R T A8 B A5 RS 23 B A8 e SO BR
X it R G0 MR A4t o5 Ab B B HE A 2k
11\ AR RRFARAP S OBEOR, (B4 KR 45 X e i
W SEATY AR v T 28 0% 4 Wl A BUE A7 A i, IR R 5 H
T e 2T & R B BOHE T 5 S A . S 8Os A7 A A

0L, 7 190 2 B 1 ot T B R 4% P 22 T
(A5 A ) .

Sy — T, BEE N TR R AR kR, TE R E
X E5CHE i FVECHE 22 I 0 W R B AL S, H R —
TF & 35 IF A RE W 4R 3 v o ke B0EE A B O O,
TS5 350 10 2% 4l 3 5 40 i+ 0 1 s A 1R) .
P A N AU 2R N TR Rk, X B T
B RAE ] . 73X Rl R SRR, BRI U Ry i A

B3P 2% > (federated learning, FL) J& 3T JL4F & B
R B XL S BOR, RTUTE 25 rp ot Ak 08 B8 A7
it T, 1k 2 AR B P A ] 2 ) Rk d@ AL AR 2E )
BUUR FE 27 I A AR RS A 2] v, A B A U AR
PAE— A% i, HA0A B C AR s 46, B
AN BN 33X A B A N 2% h R AT B AR el R
% B R 55 4% v 106 A 2 B g N T RE SRk R I
TGS T RE, T8 7R N, AT N A
FIE 108 76 D8 B B50H0 B RA PR I 100 °F A S o FH T
53 FH P 1) P 25 D) 4 A 7R

{ESEPRI ST, AIAE A9 IR 55 40 i A0 X 2R B, AH 6T
A4 2 7 s RPN N v N NI N Q- €
A HE 22 1) DX B BE 2R 40 1F 4 B8 08 R R B IS 2% ~ R4 i
— 75 THT A 7 2, 1A DX e B T 2 = T Ry T e 4%
BT sk p o BN L R LAE T, A T HEIX
B I 2 > HE BRI e I oY, BEAE TR



T 7% A 45 - R DX B T Bl 4 2 s PR 2 > HE 48

2569

IR ] IR I % P B R A RCGE P AR Hh
I PR B2 AR P2 2 Ay e B R A
JEGES T, DL IX Bt R 55 SR AL L X
ek 2 s s SO AL 0 e
b oy — 7, A TE T A A 2 R R 4 R P
i ARG PATIRR .

B J2 SC#k [18-37] FT 34 Ay 3 2 [n] BU7E T8 J2 Bk
PP ) B AT 58 4 B A X R EE R G, T2
IX Yk 22 G AR B A A R 3 2 ) SR 1L 5 A 11 S 4
BRI, A 1 I 2 2 X B Bl 4 48 I o A Y 52
P Bk 0 37 555 o TG AT B 4G B, A OR TR
38 A T4, 76 540 B8 5 3 50 T BR Al T A A i 1
B A B AR X e SO I S R T
B 5E R B X B SE A BT, AN BERE IR BT
IR ARG 7 oK

BT R R, ARG T 2T X sk B i
e AR IR 2 ST HEQL, I SE BRI 5 &, 38 1 1) H
N T ) ) 2% 322 Bz Bl B U 5, O 38 i X BesE R S8
IR IR 2 > B 4 L 58 4 1 43 A AU 25 38, LD
DX Bl B¢ S 2 2] HE 48 1) 38 15 T 45 I 4 g L3875 1k
HE 28 32 24 5 W R BT, H— Jy2f vl A iy IR 2
AR BT, W K R A AT S B % P b I
FFH % P i 22 8] 1) AT {35 328 4 ek 2 56 JIr L sl [ F
IFi) B 388 5 DX R 5 By X AN ) 5 7 P i 1 S 78 17 4R
R A, PR R AS MR v PR R g s 0k X Mt
RGP B X B, B, Rk
DXH L PFAr X B BT, i X B R % SR IS )2 BRI
YRR TR AR SO BTG 4 47

1) 48 T 3 T DX il Bl Y 2 s AR B 2 )
ZRHE, RE 08 75 P N 3 56N 4 43 B a0 4Rt R A
MU DI 25 R 5%, 38 @ T N T30 BB AT 45 1 1 o R
WIZRROR, Ry PR 4 ) Bk it 798 &

2) Xt AL AR HEAT T A AN SR R A,
ST WK 3 S 4 T S NS B L S0 4 T Y 43 A
I, I LR BT T B AR S Bk, R R
R PR BRCRN B 3R e Uk AT A IR R T, B R v R
DIV ES

3) B XTHRIR 25 2T AE 55 1 X ek IX Bk AT T 4544
BT, ARG AT O R T 2 X e | AR A - L 6t
() A DX B FUASE Y 7 43 X 7 18 T 43 DX B, Ay B S 2
TS5 HE 4t T X Bt R G SRR, T ARG E

4) 38 L SCEGUE I T AT SR HE AR AE 2 B AR A
P A Gl 2 2 k4 & T &2 8% a5, Ik

W 88 B e 1 LA TE R A LU, T R T IR AR

1 #HxIE

A BTG X HRE R G0 R 2 2] 3R AL i AH
X TAE.
1.1 REBES

& el 2% ] WA 5 A AR 255 FedAve™ 81k
A B A 20 R rp e A R R R R,
I TR 55 2% i (4 A5 780 3R 6 5 VR A 3 R A [R) 50080 43 A
(4 %% 1 it Z (B HE AT 2 80058 1, () 3 2o £ fen A4S 1 3]
G YRR Y /0 3 A T4 B2 5 US4k . FedProx™ 44
I7E FedAvg BUE Al b, A4 2% sRECH I A T 3 Ui
Tt ( proximal term ) 3 W % B 34 5% H Y 2R Gt 53 A4 1 7]
1. MOON™™ 532 T J2& ) FH 4 Jr A5 780 v X4 i O 1
R I R AIE D 35 S AR s I 25, 38 3 A 45 2% ok B0 b i
AN B2 2] R g 2 A REAE SR AE 2 8] Y X5, LA
U A 3 — 25 8 8 B R 2 2 BRI R . FedDyn'™! JA
P % pR B S T, 3 A K pR B W i —
A — By 2% 8§ J I o, feff LB b AT DAGIE B A Ml 4
2K RO R4 SR 0 % sRBOIC SO & v] LG — 11,
TRAE T R G HAE 10 & B A 2.

AR 22 DX Pl B 27 2] SR AR S B T AL G ik 27
ST HRRE I, 2 BORE JRA 1 IR 55 R 4 X e, B Bt
BG5S 5 X N E 8 A5 R0% L & A AR O I
11T Ak, SCHk [35] 2R H T 2 A0 Y X e 36 2
SIHERL, I3 60 545 Bl 4 RS Y, R 2 10 57 B OIS )2
TR TR AR MR DL AR M 25 s rpo Ak, TR
R U /> 38 {5 FE B R 5 3 1 250K Biscotti™ AT
RTE T O A X BRI R 27 2 HE QR b i) 22 A B R
HARE G AL A T Multi-Krum, VRF, PoF, Shamir
b2 T S 22 5 B FA A5 A R 2 B9 HOR . Sk [22]
FEAL B8 X BB R 2 ) vh il o A2C B33 0 45719 A
AR Y25 250, SCHK [27] A1 Fed Twin®™ 2640 32 FH T
5T GAN 257 B B AL, o ok b 4 B T IX
Mt 16 350 2% 7 HE S A G 3 Rt R B0 IRy ) R L £
AR SCHE [28] W22 H 22 47 R FAR B T % 7 iy
A&/ RN ER %Y R DS CI RS T DO -l o ey
T A v F2e A v AT T B 0E. BECL™ #E w01k
X BB 27 ST HE 2R 5] AT Top K Y557 1 45 Bl
i, ANHESE A 5 1 T M BB A9 $E T SAGINTY
FE 25 R b HR AR vh R X B 56 5 Ak 2 > R4k T AE
55 VA8 [A) B, Xof 223 K b 4 AA) %) 0 FIM L Ak 1] 80 3 A 7 2



2570

AN S %R 2023, 60C(11)

B AL, IF AL T L T A B A o B B AL

(BB AL GBS 24 2] v B0 Y — K ) A H TR
S TN s Gt A b AR X 2 Fg R, B
P GE T e A R, WL A P i AR
By AR | oA BRSBTS 4 SRy A A
TCWEAE A % P A B W e R, A5 R A
FHEFIA B PEREAR.
1.2 MELEFAES

NP GE T S R 1 Tl R I AR AT O A% 1) TR R
A PEACER S 2 2 LR T — KRB 5E 7 ). A PR BRI
2 ) TR RV E P v b 4E 3P [RIASE A DA 45 2540 4
AR AR R, FEAE A RE L
R A 3 M

arRAE RBEAEA T2 RZE, ARG
PEAL)Z, LLEi 2 AP fL 2R . FedBN™ 55 FedAvg 26
1, R 2Kt ¥k 4k IH — )2 (batch normalization) ¥ 7£ 4%
Mo, N2 5 RA, LUK B RFAE fR £ 1] . FedPer™
WU S o R Y T KA g 1) 4 J J2 AR 28 i 1)
)2, IF BXF 2 Jm R T R A, XA LIS 3 i
YI 25 o 1 . FedRep™ M| J2: 7E FedPer (19 H Y F1 5 1%
)G 1, i — 2050 B 1 A H I 25 B B ) S8R A
HPE, S8 TR A R R A A TR 2R
B R AR T AR FedBABU™ s ffi FHl T 24l FedPer
il FedRep (01 28 W 25 9] 43 75 =X, JF BAE I ZRrp H R
G2 RZE, (H)EY FedPer Fll FedRep M F 5 2 AN [R] i
&, FedBABU TE I 2B B T A s IR PEAR R, T2
FEUN R G5 A5 23 %5 AP AG 2 SR 17 30M .

A PEAL N 2538 18 i FH 42 Jmy 155 2 R A b A U (5 8,
i B A MO 5, 0T A B4R R e E R AR
MBS AT U 2R, 3 28 DL R 3 0 % ok B S R B A
N . FedPHP™ (1) 56 1 (578 T R A5 1 4 Jry 52 4 7
A G A B R I H SR —JE [ b SRS R Y
BT, TR HAE A R AR A I 2 i BL A L K —
AR A M A A D, A T R AR R TR A Ml A
YN 2. Ditto"™ T 5 7 (1 S 6B 27 2J B0k 1 2 - 1k
S EPE, R T4 — 0Tk RE 48 Ar ok RARX 2
A HEME, I Ho iz R i 25 081X 2 448 b5 . APPLE™
S AE LR A OGP 2R G A SRl L, 3 P b R A T
4 JRy A1 % pREICRN A b 451 2% bR ERCZ ] 9 B A o 9 1k
BE 0% 7 - S B33 — A A 80 A Y A B . APFLE $2 4
TIREREMME, B L~ R dm A%
A A RS ACE . AR AT T A H LR R A
RS Rz A e T i Bl X G AR #5147 T R4,
XAME A B e A 8% TR G AR M B T S 400/ 4 =)

TR S 55 L A5 30 4 T 4 (R A A

M ST BRI AN o RS 0 g e s A,
T2 ELHEYE 3 25 A~ % 7 I 1) A58 280 5 38 B4~ PR AL H
(1. FedFomo'™ Xif 4 — /1~ F1 vty AR 4k 47 1 2 119 iR 55
Ui G AL, AN % v 2 AR 4R HC Al i 5% v A AL 4R AR
R BLEE A, SR R AR AH SO MR A R R A AR G
(149 I 55 s A5 RS, 3K by s A v TR AL B SRk g
FIAS Hiy A5 78 550 5. Fed AMP™” ] % FH T 26/l FedFomo
o7, -2 T e A EE S O T i B
WE.

o A A AL N 2R 0 R B fE T BAR EATTHE
BB AT 55 I RS A > 1 045 1> % 7 i 78 A b B0 4R
b AR R AR A 3, H I A 22, THI N R S T K
I8 T AT RECH) W HC T 2 03] 5 i S AR AR Y ) e A T
BT 447 X G2 g A8 T, I 2% v R A i 1) AR A ik A
K, T BOE A 8 R BE 52 T 5O A A T A AR R
BOMETE S bRz 5 b AT B i 4T
13 REBKFE

YIER ) K 2t SR I B 2 2] IR AR AR R G 4
PR [R]ET, BT A [ 33 & 1 58 68 7 RN I 4% 32 B2 1 Ol
AN TR], 25 5 B B YU SR KON TR] A% SR Bk S 2
>R FHFIE B A 1 5 2K, %7 b Z (R AH B 45 Rf 23 R
e KB 38 {5 FF A, e R Ok e 0 e B R Y O 02
R 4. FedAsync™ $12 T 5 25 BE R 2 o) B0 40, 14 Golpk
i S BRI 2% AR RIS TR D 3G, i FedAsync
D) 2 7 B — 1> A b ASE AR A% 381 Iz 55 44 i B 48 2 BP0
4 SH AR TR R 1 i 4 R A R A T 2R AU {5 T

W A7 53 SCHik 22 3802 X B f Ak 5 20 6 2
2] BAFL™" W\ HH 0 J2 1 SR A T e A AU, 2 0m
TR WCSIOPE T (A MERR R 5 5 — 5 1 BAFL Xf
AN SR B HEAT 7 IE N PR R AR o — 20 T
YRR SCHK [19] FERUSCHER [18], A B 5 1k 2% >
fi % 3 Ve £5. BLADE-FL™ | F 7 25 v .04k (9 2%,
SITEM 8 AT ) REBRAE, B E IR RSO, (HA T T
BT B 43 B 0152 30 E B HE 5 v 0 i Sl

{H 2 S 2P BRI 2 20 1 ) 7 T JHG o A f g A5 Y
2 0Bl R TR TR S A AN R I S R P R R 2 il IR
A Ry A AL B 7 P i A AR A AR
14 XHRGEBFAZES

O DX B B 2 2 HE B8 (4 F 5 A i JLAR R e
g el A LR L, SCHk [18] R R 2 R
I A 2] SR AL S v S, W BRI A3C BT
KPR R, P T BAE RS AR A IX
Bl i SR AL P BT AR = T X R R S ROR.



T 7% A 45 - R DX B T Bl 4 2 s PR 2 > HE 48

2571

SCHiK [33] X} Proof of Work # 17 T # i I () 1k, B
1T X R B S 2% ) SR B B AR ] A G DX e
A et AR R AR R BE AR AR T A A AR A, d T IX
Ak il B R

FEZE 2 AL AN X He g5 44 83T |, BFLC™ ff
TR Ol X R R 2 ST HESE, I TR B
23 HIL AN X B 45 1 Sk i B 45T AU A it RN RBE LR K
BytoChain™ 25 H} 1 41 % 2% > Il 25 R G 1) IX ik
TE, JFE PEHL AR BT T 45 IS 2 o) b i el 7 =X,
Je 2B A A B4 1 T 48 5 07 1. FGFL®Y 7E X
e 25 51 2 RT3 00 % 5 o w] A 2 R4 T R B, 7
BREARY IR A 4 B fige 1) I35 09 2 1 o T R A o SR B
B, L 2 4% P o 48 bR 09 45 6 48 T R e sk
FRCR.

TER i HLH _E, FedTwin™ 78 JFUA 1Y o0 A6 X Bk
B IC R 2 ) HE ZR M Rl b, R R AT AR R W 4%
(generative adversarial network, GAN) #£17 T [R AL (R,
[F) Fof AR 48 2% A AR B 1) RACR A2 AR T R B L. 53— T
TG T 42 R A A W R AL, B 1k PR 55 45 i
SHEA N LRI L. PF-PoFLY MAT 45 J2 1 Xof X B 4 ik
17 7T, fE X HEE o A T AR 55 BRI, 3@ 3 T K AT
55 45 Z AR SHL, SR )5 3 3 550k (validator) X | 4%
(A BTV 43, I RTIG PP o BT iR AL I, 38
BT B AL T 25 43 B RA T B8 SCHR [26] N B T
DX P 3R 27 2] HE ZR X Z2 A5 Transformer 4155 19 1
SRR, RIS AT SR L A 22 53 AL B R

T DX B B S 2~ HE A 14 AH G T AR 8 ASOC T
I I 27 2] B IX P A B 1) P Ak A ek . A K E
SUBCTE T X HURE 2 90 RIS 2 >J B4 1 B W) 131 |
X B BE R g8 B3 b SRR 7 2] A T AR I 2k, DA
I 2 2] B iR T b A BRI X Mg 7 B RO ] B
R AP T I B 2R G S A A R AR S8R AT T
Pedte, DA g 3 PACHE 22 i I 2R 808, I BE I35 1 AN [+]
NIz T 5.

2 RGgER

AT E LA PRI S e H KfER S,
I H X B A 5 | NI 2 2]
2.1 EARIEZ

IS 27 o7 1R A% 00 HE 2 2 K L i 2% ) Bt % )
Bl ik, BVE P o b, JF TR 2 7 v A b 6 50 AT
Ik, A% 5o b AL BRI 2% ) ZR A4 005 IR 55 45 -2 7 A
AL, 1(a) firas, % 7 i £ 58 76 A Bos 4 E )1 2k

2 H A B R B 28 H 142 0 2 IR A 45 A M B AR
e R 55 25 v L A5 138 F T K8 o0 A b B 4 1 42 )R
AT 2 v O A I TR 27 20 S84 T 4 5% T % 5 11 ik
55 PR PR i R Al o A QK P I R,
L 1(b) i 7, % 7 ity (G 70 3¢ 76 A B0 4 Ui 2545
FI A A i AS TR SRR AR 0 ) B H A P e A
IR R A7 3 5 A5 BB — 50 A AR i ASE TR T i G S
B B D)2 2 v Ak 1 B3 2 20 2R, BBl 1(e) B,
X Pl AL 7E IR 55 - P BT ) SR B R T &
5% P22 I 0, 7 2P0 LSRR i SRR 5T A
IR 55 5 X6F AN 0] {75 B2 B S A8 02 14 2% P i 22 T 0 AT A
RS, A JR AL B R LR — 4 A B AE T8, X
RE fiff e 25 7 i 22 18] 18 5040 I 05 [ A

DX B 14 % 00 B A 2 — A D AR X BB R
g5 IR B0BCE 1, WiE 10d) Brs . SR 5080 1
F A S B 0 DA L, B A B PR 2 — S
1™ ) B8 R R — A DX e ) s . 1 IX e 0 B30
AT LLURARTE R B, Blnse 5 ic sk A L1000 4
s ) B T SR T 32 DX e e ) A A D5 T R — A X Bk
(18 A i (L UL H 224 15 IX B 5 22 15 1) T A X B e i 2 7
— i, J A — A AT B A e A A I X BB R 4
R BT SR T LR B — AN R AT o] 48 Bl
FLAGFI W) 45 v Z2 BT A R B A R AR Ak, X il A X
ek BA @ e A MR m] SE e, DOk B0k 5 R A B
W45 1 K 2010 5 B BUE A REBE IR A R4

FEIE 1(a)~(d) 1 B ak b, A2 T oAby X
ek e R4 ST HE S, IR 1(e) FiT 7R . 1% 2 ST HE 4R 776
T AR IR A 2D I SR, (PR BT 2 S A
14 IR 55 o it 5 40 B T — A~ X B BE R G5, (L RE SN
A oAb B W AUR AT SR R IX s A T RE
G [ i 55 2 AR AL, B T3 RS AR s A, I 671 57 R
B AR T & A R,

AR T bR ach, JLH BT 5G/6G H AR
APIER I 3 50 F, % 7 i 22 1) 2 AH 68 1Y, BT AA
Ji - — A2l gy A R 2R AR S — T T, AT
15 B8 R ) 45 408 SR 1) 2 R, S J2 T A 3 2 4 2 mT )
f, 2 R S 4 R R N A A 6 7 5 X 0 7 3% Y
Z AN T EORUTT AN il S B0 A5 A0 RO A% B AR X R
Y R, AR SCHE T 2 At Ak A X B B B R 2 3 A
20 1CF) FER . 8 25 oo AR 2R A i 0 Ak SR 45
B, U o0 AR SR B2 T v O A SR 1 £ B 2%
ok 2D DX e i 14 T 5 5 R R0 AR 2R A 1Y R A
3 RIS S e, AR R P i A R, L A e R A
3 1)



2572

AN S %R 2023, 60C(11)

TR 3 [
I
{ﬁﬁ%o]‘gﬁﬁl}{%F%NJ

(a) FO LIPS 3] B

DX BB A 2

(0) IR 2 2T B

X Pk R4

{ s g

X Pt 24t 2R

A =z

Ao |7

X k0 X He1

IR X Yot 7 5

ém i%m%|

P
' XHe1 : "
: : & i
N-1

A

IR )

E(W%H
| [X B H s 22

g [’é#)”ﬁ?uo] [%;Fﬁn”ﬁl]

é( ﬁ@&)é

EvabiiNEoat. I
1 2

[@P%N@

(d) XBgE RS540

(&) T K YRR LI 21 Bk

(f) 2T DXHBE ) 2 LRI 2 2] A

Fig. 1 Federated learning structures, blockchain structures, and blockchain-based federated learning frameworks

BT BRI XA

(X bR 4% BX 35 2 5] [6) &1 ok ik
1 G5 X BB B TR 27 > HE 40 35 A 30575 14 40 B
T i R, M — 118 DX ) TR 45 4 o 1) 4 Jm A
RULE i TR G il B e T IX B b b AT, HEEA R
B 44 DS RNGR R T, KbES TR
LR A0 B A K P Co, C, oo, Cym IR IR IE
P A M AR R G, 017, e, 007 2) IR (D) R, &4
& P iz FH AR b B4 56 Do, Dy, -+, Dy- X 45 AR M B
PR AT Y A5 B 50 AR HO AR A0, 81, -+, By

67" =6/ —aVL(©6,7'|D)). @D)
3) 4% 7 ks HOHT O AR AR D B AR X B 4) X
Yok il i X ()X B AR AR R HEIT R A8 T
— R JRHERRG IE AER PRSP REER
YR Bl — 5 B o & R AR 8L, Horp N R &
F it Co b A b 504 4 D RE AR B, w) R 55 o v Coxl
IVENE S e

2.2

(2

N-1
w=§ w6
i=0

Ho e w AR A ACE R IE4 % 5 i b B kREA B
PeE Ry, = (3) s,
3

Ha) B X PRI 2 I HE SR

T Ak 2 e A Y IX BB I 25 ST RE AL,y T
R A B IEATE X ek R G AT, TR A AR
P TR A, ER FRCH RS W B a3
RS . A5 i A 2B R A b TG, SR A R R
P Gty AT {5 405 % P I AR Cloe 45 = R 75 f R
T IX e 2 G b A7 A B TR A 0 S 0 R T S
frh UL X BRI HE R TR, & & PR IR 4
IR T R (4).

0 =w/0" + Z w]féjt"+ Z wig. (4)
Cecrs Cuecre
23 FERERR

T 7 A B RS, AR SR SR BT AT
FHFRBMBEG MR 1.

3 BT XEREERHE A LB SIHESR

AT VRN G A SO BT B0 3 T DX B Sl B Y
e A IR 2 o) HE SR R B BB AR SR T
e Al B DX B B IR IR 2 S ME R, il i kA Y
R RCAONS A R PR AR Y DR BE TS AL, S —
SEHLT AT AF AL IS A o) AR R BT
B2 B, 0 S AR BRI 2 >0 98 23 R IX B i 2 4 3
PEAT T B A i



Nt A e T DXCHREE R B A9 2 PO LB 2 T HE SR 2573
Table 1 The Used Notations and Their Descriptions in Our Paper
®1 AXEAHSKERIA
(iR=s 5k 5 5k 145 ek
N & G 5 AN T RRINGRREIR
D; Ci 7R s s g Ni DA KL a ARH ) R
0! ERE ANy ] 6/ St Oy A g 6/ i PO LR I A Hu B
L(6/1Di) O.4ED; LI K w ke, MR AR cpee il AR IE A (57 P13t iy
7/ CAESE RSN T al CAES 5 AT s T it CAES A M1 T

Mﬁ&%‘éiﬂ[ FARE S ’[ EAEK e ’ [ e ]

[Iilj%’l“f#ﬂc% IS

[liﬂ%ﬂﬁiﬂ%ﬁ] i

Fig. 2 Our proposed blockchain-assisted semi-centralized federated learning framework
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Fig. 3 The training procedure of the semi-centralized federated learning framework
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Fig. 4 The design of the block structures in the blockchain system
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Fig. 6 Structure of the neural network model used in the

experiment
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Table 2 Results of Our Framework and Other Federated Learning Frameworks Under FMNIST-DIR

2 AXIEERSEMEIFEIMELRTE FMNIST-DIR THER

AL P it AUC SRV ZRI )/ BT K L fil/%
FedAvg 0.799 5+0.002 4 0.966 6+0.024 5 1.388 7+0.060 0 35.64+3.77
FedAvg + loss 0.805 1+0.005 4 0.969 9+0.021 2 1.740 6+0.079 5 30.93+3.22
FedProx 0.799 3+0.002 2 0.966 6+0.024 6 1.598 9+0.0752 36.27 £3.39
FedBN 0.799 4+0.002 3 0.966 6+0.024 5 1.616 3£0.039 5 33.21£1.74
FedPer 0.973 5+0.000 1 0.996 7+0.005 7 1.458 4+0.086 4 26.43+1.84
FedRep 0.974 3+0.000 5 0.997 4+0.006 1 2.2325+0.102 6 38.73+4.17
FedBABU 0.768 5+0.007 0 0.995 0+0.009 0 1.4313+0.0733 35.48+3.38
APFL 0.972 0+0.000 2 0.997 6+0.007 7 3.6855+0.162 1 29.11+1.21
FedPHP 0.0919+0.018 5 0.5072+0.2313 3.922 1+0.346 2 36.44+1.55
Ditto 0.971 4+0.000 5 0.998 6+0.0103 3.5450+0.2870 30.81+1.29
FedFomo 0.971 9+0.000 4 0.997 1+0.017 9 2.0139+0.278 8 38.14+1.94
FedAMP 0.972 0+0.000 6 0.997 1+£0.011 4 1.682 6+0.054 6 29.34+2.52
APPLE 0.963 8+0.000 6 0.990 7+0.020 6 30.172 1£13.138 5 36.25+4.49
FedAsync 0.8352+0.0372 0.948 2+0.187 0 1.426 0£0.074 9 100.00+0.00
Ours 0.890 1+0.009 2 0.976 0+£0.1303 1.839 6+0.021 3 100.00+0.00
Ours — delay 0.874 9+0.007 0 0.9714+0.129 1 1.646 0+0.051 7 100.00+0.00
Ours — delay —loss 0.659 5+0.077 2 0.8994+0.2153 1.476 6£0.041 7 100.00+0.00

Table 3 Results of Our Framework and Other Federated Learning Frameworks Under CIFAR10-DIR

3 AXIERESHMEFESIMESRE CIFARI0-DIR THER

SLAELR IR % it AUC SERYI LR ]/ BT L%
FedAvg 0.430 1+0.002 1 0.856 1+0.054 9 1.2659+0.047 4 38.9142.24
FedAvg + loss 0.459 5+0.007 6 0.861 0+0.056 3 1.130 5+0.067 2 40.96+5.34
FedProx 0.430 2+0.002 0 0.856 2+0.054 9 1.466 1+0.064 5 38.3943.94
FedBN 0.4302+0.002 0 0.856 3+0.054 8 1.228 1£0.055 1 35.13+£2.84
FedPer 0.892 5+0.002 0 0.983 3+£0.020 5 1.136 0+£0.029 5 40.44+3.78
FedRep 0.899 7+0.001 9 0.984 6+0.019 5 1.797 7+0.086 3 36.00+3.34
FedBABU 0.8757+0.001 4 0.983 8+0.020 9 1.193 3+0.037 5 40.64+4.58
APFL 0.888 4+0.001 9 0.983 7+0.023 0 2.846 3+0.086 9 46.31£3.31
FedPHP 0.107 5£0.012 4 0.507 9£0.199 1 3.4474+0.1919 37.39+£2.10
Ditto 0.885 7+0.001 2 0.987 8+0.020 9 2.7539+0.170 7 38.90+1.99
FedFomo 0.881 8+0.001 0 0.982 4+0.023 6 1.467 5+0.186 9 46.03+3.48
FedAMP 0.8879+0.002 0 0.9834+0.023 0 1.276 0+0.072 9 37.194£3.04
APPLE 0.880 7+0.108 1 0.9803+0.024 1 25.164 6£5.6199 38.39+1.33
FedAsync 0.466 8+0.133 8 0.8354+0.2422 1.5402+0.070 4 100.00+0.00
Ours 0.766 0+0.008 7 0.9453+0.1356 1.273 240.027 0 100.00+0.00
Ours — delay 0.758 1£0.013 9 0.932 8+0.154 9 1.222440.0755 100.00+0.00
Ours — delay —loss 0.488 6+0.070 8 0.812 0+0.2309 1.417 140.032 5 100.00+0.00
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Table 4 Results of Our Framework and Other Federated Learning Frameworks Under CIFAR10-DIR Without Straggler
R4 AERSHEMEKFFSIERE LA RHEFM LR CIFAR10-DIR THZER

(A7 S A % Mt AUC YN[/ BT LU/ %
FedAvg 0.430 1+0.002 1 0.856 1+0.054 8 0.614 6+0.0313 49.09+3.27
FedAvg + loss 0.459 9+0.007 9 0.861 0+0.056 3 0.890 5+£0.064 0 47.46£7.65
FedProx 0.4302+0.002 1 0.856 2+0.054 8 0.635 8+0.0340 50.02+5.27
FedBN 0.426 8+0.002 0 0.853 1+0.056 1 0.603 3+0.035 5 47.07+4.87
FedPer 0.892 6:+0.002 0 0.983 3+0.020 5 0.588 1£0.033 1 47.00£3.10
FedRep 0.900 0+£0.002 0 0.9850+0.019 1 0.661 6+0.075 4 45.42+2.78
FedBABU 0.882 0+0.001 5 0.983 0+0.021 5 0.591 1+0.051 4 47.98+5.39
APFL 0.891 3+0.001 9 0.984 5+0.021 4 1.176 4+£0.045 4 51.42+3.74
FedPHP 0.093 7+0.000 0 0.494 0+0.218 2 1.500 1£0.117 5 49.82+3.76
Ditto 0.886 8+0.001 3 0.9879+0.019 7 1.2254+0.1079 49.81+4.40
FedFomo 0.881 7+0.001 3 0.982 4+0.023 7 0.688 5+0.079 6 50.95+4.06
FedAMP 0.888 0+£0.002 1 0.983 4+0.023 2 0.615 7+0.028 6 49.27+£3.35
APPLE 0.880 6+0.108 0 0.980 3+0.024 0 5.4571£3.2784 51.05+1.32
FedAsync 0.486 0+0.113 3 0.869 8+0.205 5 1.0339+£0.016 6 100.00 +0.00
Ours 0.764 5+0.004 1 0.9454+0.1103 0.920 8+0.025 6 100.00+0.00
Ours — delay 0.763 4+£0.007 3 0.9376+0.142 3 0.908 4+0.032 4 100.00+0.00
Ours — delay — loss 0.491 5+0.068 6 0.769 8+0.259 5 0.853 0+0.009 5 100.00+0.00
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Table S Results of Our Framework and Other Federated Learning Frameworks Under CIFAR10-PAT

RS AXIERESHMELFTZESIMEZRTE CIFARI0-PAT THER

AL MHRAER R ML AUC SN LA )/ B TR L%
FedAvg 0.476 8+0.006 1 0.861 2+0.002 6 1.476 8+0.087 1 46.85+6.29
FedAvg + loss 0.477 6+0.006 2 0.847 5+0.003 2 1.496 9+0.063 3 49.41£6.30
FedProx 0.475 7+0.005 7 0.861 0+0.002 6 1.838 3+0.068 8 48.47+8.44
FedBN 0.475 7+0.005 6 0.861 1£0.002 6 1.564 8+0.079 6 49.13+£5.27
FedPer 0.890 2+0.002 1 0.985 2+0.000 4 1.613 8+0.129 8 49.99+6.19
FedRep 0.899 1+0.001 1 0.986 3+0.000 4 2.6912+0.1777 52.31+5.64
FedBABU 0.459 2+0.005 1 0.848 6+0.003 4 1.555 6+0.056 1 51.59+4.13
APFL 0.880 0+0.000 5 0.990 4+0.000 1 4.3322+0.256 2 55.91+4.95
FedPHP 0.093 4+0.000 0 0.489 9+0.000 0 4.934240.164 1 57.63+4.52
Ditto 0.476 60.005 9 0.861 3+0.002 6 3.8891+0.134 3 59.30+4.16
FedFomo 0.897 3+0.001 0 0.990 7+0.000 3 2.6377+0.1473 54.42+4.84
FedAMP 0.8804+0.000 5 0.990 4+0.000 1 1.669 9+0.079 0 45.50+6.23
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SRAELL TR 2 i AUC SEYN R )/ AT L 1/9%
APPLE 0.851 0+£0.003 0 0.978 7+0.000 5 6.159 6+0.138 1 65.08+2.53
FedAsync 0.458 8+0.006 2 0.878 1+0.042 3 1.507 1+£0.031 7 100.00+0.00
Ours 0.584 8+0.075 5 0.927 1+0.051 3 1.553 6+0.054 4 100.00+0.00
Ours — delay 0.553 3+0.068 4 0.924 6+0.070 2 1.488 6+0.029 7 100.00+0.00
Ours — delay — loss 0.276 1£0.031 4 0.775 2+0.040 9 1.452 6+0.037 3 100.00+0.00
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