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Abstract Deep learning models are vulnerable to backdoor attacks and behave normally when processing clean data,
but they will exhibit malicious behavior when processing toxic samples with trigger patterns. However, most backdoor
attacks currently produce backdoor images that are easily perceived by the human eye, resulting in insufficient
stealthiness of backdoor attacks. Therefore, a multi-objective optimized covert image backdoor attack method based
on perceptual similarity is proposed. Firstly, the visual difference between the backdoor image and the original image
is reduced using a perceptual similarity loss function. Secondly, a multi-objective optimization method is used to solve
the problem of inter-task conflict on the poisoning model, thus ensuring stable performance of the model after
poisoning. Finally, a two-stage training method is adopted to automate the generation of trigger patterns and improve
the training efficiency. The final experimental results show that it is difficult for human eye to distinguish the
generated backdoor image from the original image without any degradation in clean accuracy. Meanwhile, the
backdoor attack is successfully performed on the target classification model, and the attack success rate reaches 100%
for all experimental datasets under the all-to-one attack strategy. Compared with other steganographic backdoor attack
methods, our method has better stealthiness.
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Fig. 1 Visualization of original images and generated backdoor images in WaNet and LIRA
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Fig. 4 Model training process
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Oy — S w5, W DL KAL) R R LA TR
Grdn f BRI R, T ASCK T@ B R E
J PR, 3k A A A5 i i AE 2 RE 05 AR 4 T A R 1Y
ANTET 7= A AR A, J5 T AR AR A5 XE ARSI, A T 32—
A B 5 T B 0 Bl B, B A M & B AR
B R N [ B4k, IR TH ) T30 1 R0

BR 1B FBMAR UM 9 22 H B O 10 Bk B 15
Ja 13 7k

B BARE S, BB ARk, B BE 2 AR
W m, 53285 (2% 2 2y, Ja T TERE e T
2 2]y, HERSE KD by

i R KB S M0, JE RS A
L BUNE 2o

O wItH 1k o 1 o;

BB 1 kx/

@ i0; /* i Fmm YT AR A

3 repeat

@ S HPHREUREA (x, p);

® o i =, Vo, [BL(foo, (T4, (X)), n(¥))+
OL(x, Ty, (0))];

© Wi« Wi =, Vo, [@L(f,,(x),y)+
(I =) L(fo, (T, (), n()];

@ ie—itl;

until i=k;

© end repeat;

10 0" « oy

/BB 2 YN k)

@ie0, wf —w;

@@ repeat

@ NS HIRIEEAR (x, y);

whyy & wf = ValaL(fu (0).9)+

(1 =) L(f (T (X)), n(Y)];

B i—itl;

until i=m;

@ end repeat;

W ok,

TERT B 1, B X B S5 o TS TR AE iU
BRI ZHL 0 HEATHI R AL, SR, 4% BEAE BR AR &k, NI
ZRERAE S TP BEALIIAE — DR (x, y). AR h B2
2 A BB TR A B AR 4 B AR R eR BLL(S, (T, (1),
ny). Ja T EHR 5 XF R D b AR 0 8% i R Lix,
T, () THR B B, B0 o BIME. AR I b 3 0 25 s
FET B LKL (f, (0.y) . B KA
A B AR AR 2B K L, (T, (0),n() 55 1 5
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BB, BB o BME. R T LR, BB 5
k RAEIA B 8 B SR BB 2, BB B 1
B 09 BT o AR 9 wf, RS I B B 5 )R 4,
e FRAE AR REL m, MG 42 S hBEMLAIAE — 4
A (x, y). W4 v B 3 2 AR AE T B A B Bk
L(fr).y). ag o A #8008 4 1 4 2 4
KL (for (To (), ) %5 BERE, 5T o (9.
ST ER A TR, B SE R m YA B B i Bk 6L
.

3 XWHSH

31 LWHEE
3.1 FdEsk

AR SCHERE 4 AT 12 T 0 B AR HEA T RS T3
i BF5E : MNIST™, CIFAR-10"", GTSRB"™" Fll CelebA"*".
i T CelebA K4 4 b 1 5k BB 40 D@k, AiE &
FAEZ 5y 25 B, FRATTR A Salem 45 A i g2 44L,
Ve T BT 3 A M, 3 e el | Tk v AN B
%, RIE R EAd ARk, a8 2.
3.12 il

TR USRI 4 26 A, FRAT 4% R SCRR [12] 19
AT CIFAR-10 11 GTSRB %445 45 % JH Pre-activation
Resnet-18( i 5 & PreActRes18) 1% & ; Xf T+ CelebA %%
i B R ResNet18 #5745 Xf F MNIST 44 4l 4 & H]
CNN #28, BARIENHLanFR 1 s,

Table 1 Datasets and Classifiers Used in Our Experiments

R 1 AW PERNBIREIR 52535

Hmde XN I RAKRAN G IR
MNIST BT 10 28x28x1 60 000 CNN
CIFAR-10 —BX%R 10 32x32x3 50000  PreActResl8
GTSRB  ZCilibpii 43 32x32x3 39252 PreActResl8
CelebA  K#BEME 8 64x64x3 202599 ResNet18
313 H# &

X T S, FRATPREA SCHR A9 7 2 WaNet!™
1 LIRA™ i 77 i #EAT Lo %5, WaNet SR T J5 46 ]
PRSI O B T A HL i 37 8 A2 WS TR, 2R LY
J& T EMG AR L T2 4 5 k30 A 88, Bodi i %4
B A T S A0 0 LIRA SR IR I e e Mg 75 1 0
KT8y, WA T & 8.
314 HuliikE

1t Pytorch ¥/ 558 N >R MU 5 X i 2H WaNet #1 LIRA
AR Y M B, (8 R BE AL BE B R % (stochastic

gradient descent, SGD) VIl 2k I’ 4% . 1 o {8 FH 52 B 8 5
FE N 25 A 53 2R A5 R 1T B AR BLAR 60 A4~ T 11
SRE B 27 2 R 8 0.01, 1 G 171 MR A Rl s 6t 43
RERVEATHOAE, B 100 ASYNZRJE I 5 2% > 45k 1/10,
Y2k 500 A i 191 EL 38 R 25 0 8. Xk T HE B S
IR 4 A B9 4R 1 B BRil 3R B0 0.05, ST AH {81
PEI I AGECA 10 R PR 45 Bl Ve . 38 5 e i 3 808K
T AR AR 4 A O/, J5 T 380 s 5 1)
3.1.5  PEREWEM R AR

ARSCR A R DR ) HE il
(attack success rate, ASR) > ¥ £ 4 3 J7 % PMOA 1)
Yot e, T AR R Y T R
# (clean accuracy, CA) P EAS LA G 1 B BE 5 Xt 432
Y J A PR B R A A R, IR X 2 MM dE AR
FEZR S A AL

T Bk PMOA J5 vk (4 B, A SCHEH 1 3
o A% BT it PEAN F8 A R PE AN JE T T EMR AAR EEE,
i 27 > A K8 He A oL (learned perceptual image
patch similarity, LPIPS) . U4 {f {5 M2 [t (peak signal-to-
noise ratio, PSNR) I 45 4 # 1) 4 (structural similarity,
SSIM). [l itk T $FAli PMOA J7 2 76 S B A 7= 21 855 o
B BRRE PR 350, 5 B8 WaNet 547 T AN TR A 525G
32 WEMERETEM
32.1 £t 1 (all-to-one ) ity

T2 PR EE R T all-to-one I i % B R 3 Fp
JE 1T I AR 4 AN TRV BCHe 88 b i ¥ o 1 58 R0
Yot S A2 Gl 2 e 3 AR B Y GRAEA o AR
B 5 T B, A SCn Yot Al DL Rl B 1) AR R op A
AJE T HE. PMOA 7E 4 A3 48 (19 Bk il 2 R 24 ik
BT 100%. 75T @ E R T £ B A, 5 WaNet A
LIRA # [t, T-HHER R I A TR

Table 2 The Results in all-to-one Backdoor Attacks
£ 2 all-to-one FIIXHER

WaNet LIRA PMOA
G/ S T ik T uik i uik

AR O R ROIR R R
MNIST 0.99 0.99 0.99 1.00 0.99 1.00
CIFAR-10 0.94 0.99 0.94 1.00 0.94 1.00
GTSRB 0.98 0.98 0.98 1.00 0.98 1.00
CelebA 0.78 0.99 0.78 1.00 0.78 1.00

322 X% (all-to-all) ¥if;
F3ITERIERER T all-to-all W F1& B F 05
4. T all-to-all T 13 B 5 T ARZE 4 Bl %)
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Table 3 The Results in all-to-all Backdoor Attacks
£ 3 all-to-all [F| T HLER

WaNet LIRA PMOA
B s mk TR &k e Soh
MR RODE R ROE  MEE IR

MNIST 0.99 0.95 0.99 0.99 0.99 0.99

CIFAR-10 0.94 0.93 0.94 0.94 0.94 0.94
GTSRB 0.99 0.98 0.99 0.99 0.99 0.99
CelebA 0.78 0.78 0.77 0.77 0.78 0.78

FHERRZE B —Fm A%, A L all-to-all % & F A9 5 113
ifi #H tb T all-to-one 2 55 /il (R #E . {H & PMOA £ B A
WU B A LR, TR R A R . ok
GTSRB ¥4 4 (1 B0k 2% 2 0.99, 75 T WaNet J7
21 0.98; CelebA £ 4 1y 1 1 5 26 A 0 i 1))
504 0.78 F10.78, ¥ F LIRA 11 0.77.
33 REEHARE

B s FE 6 J&7R T 5 1T RGO in iy i 7 K/,
Mo ] LB B Y, PMOA A8 e LIRA JCig & 7E all-to-
one i /& all-to-all T o 5 W H A= 114 Ji 4fy M 7 4 ol =5

Pl /b, IR P Y 1/20 AR S i A A5 S AR L I 1] B
16 ELAG T A 1 B

F AR S BN T IR T TEMRAE 3 B BUG T 3P4
& bR 7 T AT L2 SR 0T LUE Y, JE e WA e 4R
W b 4 o Ty %, PMOA (1) LPIPS {E #B 2 % T LIRA, H.
43 T 0, AW ZE AL HE L PMOA Az i 9 5 171 S
5 I e T 5 X531 B FL AN, R LT T 43 . i L
PMOA [ PSNR 5 SSIM A ¥ 5 T LIRA, i}i ] PMOA
A L G B A R L X — SR T
PMOA J7 3542 BU Ji 1 PG ELA W s 1 Bt
34 AIKREXHRHYRE

M\ GTSRB %45 £ v Fifi AL 128 B ¥ R, I 46 L
XIS TSR, e 2908 U N AT Y 100 i il
MR EH 8 24 N 2 5 HIE, DLIX 43 WP 2 [R5 2
Ji b AR, OB S 2 4 ik & XA S 1T RS N A
A 25 RN 6 i, 145 R R W] PMOA X £ 5 % 7
AT ERK I TR RE T, S B AR ME 43 P 1 R
55X JE T TS, DL E T U b R i
By B B2 3 T REAILSE . SX F— 20 R B T PMOA J7 ik

PMOA

o m m

Ja I TEG

Fig. 5 Comparisons of backdoor images and noise under the all-to-one setting

€5 all-to-one B /& '] FEIGURINE A 3T HL

LIRA

74 t 74 |
EXD%E%)::.-?E"JI/ZO _

PMOA

>

Fig. 6 Comparison of backdoor images and noise under the all-to-all setting
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Table 4 Comparison of Image Evaluation Metrics in all-to-
one Backdoor Attacks
% 4 all-to-one J71 1B P EGITEMISIRITLL

LIRA PMOA

LPIPS PSNR SSIM LPIPS PSNR SSIM

MNIST  0.000039 51.63235 0.97538 0.000026 53.26935 0.986 17
CIFAR-10 0.000 160 52.11451 0.99846 0.000003 62.72048 0.999 83
GTSRB  0.000 123 4578700 0.98801 0.000079 45.92223 0.996 94
CelebA  0.003069 40.16751 0.96331 0.000057 48.776 86 0.994 51

Table 5 Comparison of Image Evaluation Metrics in all-to-
all Backdoor Attacks
x5 all-to-all /5T E BTN HEFRAT EL

LIRA PMOA

LPIPS PSNR  SSIM  LPIPS PSNR  SSIM

MNIST 0.022333 42.97615 0.98039 0.000787 42.99255 0.98349
CIFAR-10 0.002317 25.56396 0.97199 0.001610 25.63616 0.982 85
GTSRB  0.045199 30.03988 0.97278 0.000384 33.16750 0.976 61
CelebA  0.000737 46.09607 0.99690 0.000007 59.67444 0.999 73

Table 6 Manual Inspection Experiment for Accuracy

Ro6 ATHELRAERE

N /% N7 W% /%
4 40 E 46
B 52 F 50
c 48 G 54
D 44 H 4

iﬁiﬁ’ﬁléﬂ@% VAR r R B, 0 b o 4%
UL IR B, S T 26 T BN AR LR IS 171 B ik O ik
4 B Tk

4 & #®

\
|
-l

30 L S8 i 1) 2 it PR AR e e 1) AL, SR
BN 5 2 BARRAL T %, IR T e 1T IR B S
J i RIS 2 18] 9 22 S, ACHRME LA 53 8. [) i £ 455 I
TR o R HE T R R B, e R AL R 1T R 2
RTIES

T SEBXBNTT I, RBUT — R B4 RO 1 it
G, Al ORI A R 451 5% e ORI 1T Sl e A
i, FNEETFI]I%'ﬁXTfJ?il“@f%‘iTﬁﬁ“kE’J%
S LUK, SR 22 AR AR 7 3 Akt 1 A 5 T A 1
LE%IEHYEP%E’J@ AL, T Afy O T 8 7R P B AN 32 B
Wi e I, FR AT R T B B B I 207 i, B e i
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T, E%Eﬁfﬁ%ﬂﬁﬂE‘J%’céﬁ%ﬂ@ﬁ%ﬁﬁrﬂﬂ
ARG 2 (H. KRR, TAIE T i — BT X
b 75 ik A S R A SRy BR A, Bﬁcxﬂfﬁﬁt%‘%ﬁ 1 fif ke
Tr &, DAL AN W7 H BLAY 2 PR
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