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A Method of Microservice Performance Anomaly Detection Based on Deep Learning
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Abstract Microservice architecture is increasingly favored by cloud applications due to its good scalability and
maintainability. Meanwhile, the complex interactions among microservices make it more difficult to detect
performance anomalies in the system. Existing methods cannot adequately establish the complex relationship among
microservices cross different call paths and their corresponding response time, resulting in low accuracy of anomaly
detection and inaccurate root cause positioning. In this paper, we propose a Transformer based microservice
performance anomaly detection and root cause positioning method TTEDA (Transformer trace explore data analysis),
which constructs a call chain with microservice call sequence and its response time series, then captures the call
relationship among microservices via self-attention mechanism, and the correlation between the response time of
microservice and its call path is established through an encoder-decoder architecture, thus the normal response time
distribution of microservice across different call chains is obtained. Based on the learned normal pattern, TTEDA can
achieve accurate call chain anomaly detection and pinpoint the anomalies at the microservice level. Further, TTEDA
uses the relationships among microservices and the propagation of anomalies to perform reverse topological sorting on
abnormal microservices, achieving accurate and fast root cause localization. The effectiveness of TTEDA is evaluated
on the dataset of the open source benchmark microservice system Train-Ticket and Alops Challenge dataset.
Compared with similar methods AEVB, Multi-LSTM, and TraceAnomaly, TTEDA has an average precision
improvement of 48.6%, 30.2%, and 3.5%, and an average recall improvement of 34.7%, 11.1%, and 4.1%. Compared
with the root localization algorithms MonitorRank and TraceAnomaly, the accuracy of root localization is improved
by 35.4% and 6.1%.
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Fig. 1 Relationship between the microservices’ call trains and its response time distribution
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Fig. 5 Constructing call sequence vectors and path vectors
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Fig. 7 Locating the root cause by detecting anomalous microservices
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Table 2 Partial Fault Injection Information
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k8s 28 &R /0 i #%
k8s 78 /0 i3I

k8s 2 i K HIE IR

k8s Z¥ 45 FZ8 IR
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IR AR 55 F o) SO BSF ) S L AL, 5 BE T AR 3 AN RIS
S b A BB, EERUIR 5 . 25 4% AL AP ).
e, W P& T RGO A KT
£ B 214 782 5 IR B B, Ml o — 34
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Table 3 Experimental Environment Configuration
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Table 5 Test Dataset Information
x5 MREER

MR Trace 5 S Trace $UE S LB
Test-A 14287 2902 0.203
Test-B 13 040 2743 0.210
Test-C 20999 3213 0.153
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IR A S U8 B, A 20 45 TOVE A 38 A5 B dn
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Fig. 8 Detection effect of Model-1 and Model-2
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W 25 B 9 BroR . ZE IR 55 . 4545 DL JL APL X 3
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AN, A SCHE Alops %4 5 Fll Train-Ticket 04 42
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Table 6 Anomaly Detection Effect of Different Methods

F 6 AEAENRERNHR P
Alops Train-Ticket
itk
Kih® AIE Fl-Score Wil HEE Fl-Score
AEVB 45.6 61.4 52.3 39.5 57.3 46.7

Multi-LSTM 61.7 91.2 73.6 60.2 74.7 66.6
TraceAnomaly 90.2 95.8 92.9 83.4 88.2 85.7

TTEDA (A3) 959 985 97.2 865  89.6 88.0
T BARE A RAE.

TS 302N E S 35N A A TER MR
SRS T 347 AN EA A LA A 4.1 N ES .
RS S T LU th, AR SCH5 i TTEDA 1
FlE LA T At 0 5 2 AR 3k 13 I A SO R B
718 Ay JSOGE 1 sk B 55 18 I 90 R0 B A ) R R A R,
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%A% 22 8] 1 S 15 56 28 AT LA 80 b 2 =) 3 R 55 il g
R TR] % T 5 0 A B, AT 28 v S G D00 1 il . S 5
SEJLI0AIE T AR SCHT 4R BT (A Rk TR 7 45
TR IR F 8, w7 L, A7 TTEDA
TEHE S B 4T RE 1 ) Bk G T 45 2 T A2 1)
Table 7 Training and Testing Overheads of Different

Methods on Alops Dataset
xR 71 REFELE Alops HHEE ERYIISRFNNIK FF 55

Pk YL ] /min WA /s
AEVB 5250 2097
Multi-LSTM 36 1972
TraceAnomaly 268 183
TTEDA(A L) 112 948

T B R
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A S U P S R Y L .

Table 8 Comparison of Root Cause Location Effects of

Different Methods
* 8 AREIFFEREEMBRT L %o
Tk A@1 A@?2 A@3
SBFL 62.0 63.5 68.6
MonitorRank 65.7 67.6 72.8
TraceAnomaly 91.8 N/A N/A
TTEDA(R0) 97.4 N/A N/A
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s NN O.
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PR 0] 5 HSTV K @ (AR R, RIAE ) 2 1) B — 4k L fiff
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