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Abstract Key performance indicator (KPI) anomaly detection is a fundamental technology for artificial intelligence
for IT operations (AIOps) of Internet-based services. To improve the efficiency and accuracy of KPI anomaly
detection, machine learning-based KPI anomaly detection has become a hotspot in both academia and industry
recently. Through synthetically analyzing prior arts in this field, we first provide a technical framework of KPI
anomaly detection for Internet-based services. Then, from the perspective of mining KPI’s dependency patterns in
different domains (including time domain, metric domain and entity domain), we explore the motivation for model
selection of KPI anomaly detection on three KPI types (including univariate KPI, multivariate KPIs and matrix-variate
KPIs). Furthermore, guided by the detection performance objectives, we elaborate on KPI anomaly detection
techniques from two perspectives: accuracy-centric anomaly detection techniques which focus on how to improve the
accuracy of KPI anomaly detection models and multi-objective balancing-centric anomaly detection techniques which
focus on how to balance theoretical performance with actual application objectives. Finally, we sort out five
challenges on machine learning-based KPI anomaly detection, including KPI monitoring and KPI pre-processing,
generality of the model, interpretability of the model, alarm management of anomalies, and limitations of KPI
anomaly detection; and we also point out the corresponding potential research directions.
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Table 1 Summary of KPI Data Types
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Table 2 Datasets for KPI Anomaly Detection on Internet-
Based Services
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Table 3 Interpretability Metrics of KPI Anomaly Detection
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Fig. 4 Technical framework of KPI anomaly detection
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W iz 5532 47 B8 v 4% A J2 U T BT R WA
P, 405 (U AE KPTBOHE . 5156 M0 IR 55 KPT Wi 458 1k &
FEEMEAE g 3 A2 FEAE BT T M R AT AR
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KPI) F 7 PR fE W 45 (G 8 H: KPL e oW il 45 KPD)
P KP4 P i Jy 5 UL 3% 4 7R o 4% J2 Ik KPT I
U A 28 B2 8] FH B A 9% U W 4% T 24 45 Zabbix
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Table 4 KPI Monitoring System
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;ﬁ; Wk H kPl
SER BT TR . H CPU AU, MBI, %
VEU BLEA BT A RS

SEE T FIPEAGS
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117145 46 2 BT (gated recurrent unit, GRU) ¥ 4% & &
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R KPT AR A5 L, IF4 J5L 4R KPT ¥ 4 5% Ak hy B
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IRy 5 4, HEU N 2 A #f B 1) 25 46 S B 7% 5 KPLL 4%
9 25 A [) S e g R RS R I S AR AR R
RE#.

P 5 X5 T FEHLAR A AR B KPT AR 5L
MFEHRRE ), BB TR RN A2 0 A8 ) . 3% 6 L4
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Table 5 Comparison of Mining Ability for KPI’s
Dependency Patterns
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Table 6 Motivation for Model Selection of KPI Anomaly Detection
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Table 10 Multi-Objective Balancing-Centric KPI Anomaly
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