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Semi-Supervised Learning-Based Method for Unknown Anomaly Detection
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Abstract Anomaly detection aims to identify data that deviates from expected behavior patterns. Despite the
potential of semi-supervised anomaly detection methods in enhancing detection accuracy by utilizing a limited amount
of labeled data as prior knowledge, the labeled anomalies (i.e., seen anomalies) acquired are unlikely to cover all types
of anomalies. In real-world scenarios, novel types of anomalies (i.e., unseen anomalies) often emerge, which may
exhibit distinct characteristics from the known anomalies, thereby rendering them challenging to detect using existing
semi-supervised anomaly detection methods. To address this issue, we propose a semi-supervised unknown anomaly
detection (SSUAD) method, aimed at simultaneously identifying both known and unseen anomalies. This method
utilizes a closed-set classifier for the classification of known anomalies and normal instances, and an unknown
anomaly detector for the detection of unseen anomalies. Moreover, considering the extreme imbalance between
anomalies and normal instances in the anomaly detection scenario, we design an effective data augmentation strategy
to increase the number of anomaly samples. Experiments are conducted on UNSW-NB15 and KDDCUP99 datasets,
as well as a real-world dataset SQB. The results reveal that, compared with existing anomaly detection methods,
SSUAD exhibits significant improvement in the anomaly detection performance metrics AUC-ROC and AUC-PR,
thereby verifying the effectiveness and reasonableness of the proposed method.
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ICSRALHE 183 ZEARPAE, B P ULAY i R A4 B R
W Bk S B E, BT R S R L 4 A
S\ WS, T I R H RN B AR 19 0.6%.

S i P B Y Bs R g HE Bank 1 R,

Table 1 Dataset Statistics
Fx1 HIEESITER

ST S )3 REA K S B %
UNSW-NBI5 196 107 687 21.5
KDDCUP99 34 77255 5
SQB 183 319133 0.6

R TR R K, S AR AR BE LT T L
Ji, %R 8 1 2 R I ZRAE A4 . L UNSW-NBI15
BB R 9], AR SCise e BROIA Y B S R S AL Y S B
3, BRI DN T TR AL S BE AL 3 A S
FF53 1) D3 72 1 S 2 v BE AL At 100 A4 S REAR
VE R /b BEA ARIC 0 55 XTI b R prid
Bl 5, 3 N 7 A S Kb AL O R A
IEFEWZAEA R A, AR & A C 58 R
S B AR AR OB 4 IR R B FE L, B
Tl AR AR IC B 4R b S AR AS 5 RSB Y 5%.
3.2 EMIELR

AR SCOR 2 B e S R0 S8 b R )z SR Y
PEAL T8 AR, RBP4 0S5 0 VR e M i 26 0% 1 R (AUC-
ROC) FUHE 1 £ - A [l 5 il 4% F 9 18 FL (AUC-PR) e 3
A SO L MR RE. A2 X 2 N8 bR, BUE B R AR
TR f M R . H T AUC-ROC J2 5% L B 1 5 AR
PH P 238 T 2 9 ARE 4, L2 38 23 X 455 78 11 4 B R R
S T AR WA £ T AUC-PR ) 5 i s 30 S5 6 6z 3000
() S s 3 5, TR R B & 10T S 28 10 0 RS 1 R A
] 4R AT R A
33 XLeiER

TR WY AR SR AL Y AT R0CvE AL B M, SSUAD
P45 40 T 55 R A AR Y BT X b SR 5
S L 2 Y T W B SR R T O Tk UK ST AR AR
(isolation forest, iForest) LA F fi% 5t ik (19 22 s B 55 05 46
W75 % ADOA!", DevNet!"”, FEAWAD!®, PreNet'”. T
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THT Ko 33X B A A0 5 7 187 B A A 47

1) iForest™, J& — />3 48 BB 1) JC Wi B S
i 75, 308 Ao b g IS AR O T BRI ST A AR BT 1Y
A R SR AR T S N O O R B o A R e L
P v TR A 1) A S R A

2) ADOA™. 11 2 B Bt 25 B8 - Se X A i i 5+
FEAREAT B, ) B 6 A b 2 A AR 2R A7 2o i 3 BB s
(E 55 AT 58 IE 8 205 AR5 IR — S AL oy 25 2%
AR — 25 A5

3) DevNet"?! J&— il 56 5 B 90 265 1) 2 W 19
B, G5 A /D RbRIC I 5 A R I e, 1 ki 3
Ui 5 5 3 AU

4)FEAWAD . il i [ 4 % 5 4 5 A B0 U547 20
i, JE45 6 Bt o . FH Bk 22 1) B RN A 1R 22 3 4>
L, S S G 0 88 A A SR Bl s

5) PreNet!"!. 3 iof 3 - it %F 3¢ 2 W A4 7 45l )3
W 2 S 2 > S B 2 20 2 A R AL SR B 0 I 25 52
P S I IS8
34 XKBSH

AN 3R FHBENLES B R [% (stochastic gradient descent,
SGD) J5 i Ak T A TR B 2 S AR, %t 2 A TTF B
4 UNSW-NB15 Fl KDDCUP99, %% > 45 4 0.001,
2 3 2R AR B B O 303 T H S KA 4 SQB, 2
> FRVE S 0.000 1, 2% ) #5 E AR B E S 50, 251
T Ao B B A 15 X5 T %040 42 UNSW-NB15 Fll SQB,
B O SR BN 3, AR R p B E
0.09; XJ T #4442 KDDCUP99, $t 3 45 1E HE % p,, P &
K 0.3.8 T A i b AN [] B AR AR, AR SO B0 H iR A T
B E AL BRAE, IR FH I A% 181 22 5 s X 5 78 1) 2 %K
PEAT VAR, AR AR AT S IR BEHLAZ AT 5L 56, JF 4R
AT IR RE 09 B (E. R R BOHE 4 R 1 A B 17
SR EWN R 2 FiR.

Table 2 Parameters Setting of Different Datasets
®2 TRHEENSHILE

A/ c" Epochg, Pm
UNSW-NBI15 3 10 0.09
KDDCUP99 2 10 0.3
SQB 3 15 0.09

SSUAD 7E A~ [m] %5 9 8 5 A9 52 BLAR A8 W3¢ 3. H
WE, En, E,, C, D/ F/R gl ds . M5 10 S Al 1H 4%
FEAE ] A T4 . IR A0 25 8% L R R R I A%
FC(Win, Wou, 0) 78 B Wi, M A TT . Wou T i
HH A 28 0 A BTG PRECR o Y 4 i B 2 T2 i 4 N 4%

35 IWER
3.5.1 BiAIMERE

F 4 JB/R T SSUAD #5571 1 H: by X Eb AR 780 7 45 4
££ | AUC-ROC Fll AUC-PR 45 5. )55 4 Hraf L)
A th SSUAD #E RUAH#Z T HAth 7 WA A 3 2 TG AR 1B
A T A B BT B Hh, X L G B S RS T
#: (iForest), SSUAD 7E UNSW-NB15, KDDCUPY9,
SQB X 3 1 ¥¥E 4 b AUC-ROC F8 45 23 S48 55 1T
258 AL L9 AR 3.7 AN A Sr L AE AUC-PR

Table 3 Framework Setup for Different Datasets
*3 FEHEETHIEREE

i UNSW-NBI5 KDDCUP99 SQB
FC(196,64,ReLu) F(C(34,17,ReLu) FC(183,64,ReLu)
£ FC(64,64,ReLu) FC(17,17,ReLu) FC(64,64,ReLu)
E, F(C(64,196,Tanh) FC(17,34,Tanh) FC(64,183,Tanh)
E, FC(64,196,Tanh) F(C(17,34,Tanh) F(C(64,183,Tanh)
FC(64,64,ReLu) FC(17,17,ReLu) FC(64,64,ReLu)
C BatchNorm1d(64) BatchNorm1d(17) BatchNorm1d(64)
FC(64,4,Softmax) FC(17,3,Softmax) FC(64,4,Softmax)
FC(64,64,ReLu) FC(17,17,ReLu) FC(64,64,ReLu)
D BatchNorm1d(64) BatchNorm1d(17) BatchNorm1d(64)

FC(64,8,Softmax)

FC(17,6,Softmax)

FC(64,8,Softmax)

Table 4 Comparative Results of Anomaly Detection

F4 RERNNLER

YEITE TR AUC-ROC/% AUC-PR/%

iForest 68.9 322

ADOA 73.5 28.8

DevNet 90.6 80.1

UNSW-NBI15

FEAWAD 89.2 75.0

PreNet 84.6 74.9

SSUAD(A30) 94.7 86.3

iForest 96.6 71.8

ADOA 87.8 19.7

DevNet 94.4 75.8

KDDCUP99

FEAWAD 92.4 73.7

PreNet 95.1 79.2

SSUAD(#A ) 98.5 87.7

iForest 92.1 7.6

ADOA 92.7 113

DevNet 91.9 35.7

SQB

FEAWAD 91.3 25.8

PreNet 91.6 39.2

SSUAD(4<30) 95.8 42.1

T BASRR R ILER.
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FEbR Lo le e T 540 NAST R 159 AN E AL 345
AN A3 53X 3R W T W R R D O ik B 2 X AR g
Bl v R, T A A0 MBS B TR S ALY
Y5, e e de Uk, S BOL N RE 1 T . i 4b,
JC W B S5 8 R I 9% ao RO T S R A A IR
XA 2 BB T A R B SR SR T
B S8 K )79 (ADOA, DevNet, FEAWAD, PreNet)
AHH, SSUAD 7E 3 484l % i AUC-ROC F8#5 147
SRR T 41~212 A5 R 34~107 DAL 30~
4.5 A 43 5. 7E AUC-PR #8454 B4 & T 6.2~57.5
ANHE 3R 8.5~68 1A 43 AL 2.9~30.8 A 43 mi. H
o' ADOA, DevNet, FEAWAD H AEiH % & %1 5 %, IF
VAT 25 B X AN 55 A A, PreNet 4K 38 &3 i X
KR KA S H, LIS AE 2% > PR 524 b IF A g
AR B b 378 412 8 1E 5 RIS 0 R L 3R 4 9 SE B 25 SRIE
BT SSUAD A HEA 30 1 A FH A i B8 52 86 R
I7i) S5 A2 210 B 031, I BB 8 Ak R [] S5 5 L 461
(B 45, R T B e P R e 03 7

35 BN T AR SCHRE HY I BOHE 38 5 O vk AR G )
B4 184 55 7 vk AE B 4E UNSW-NBIS _E ) AUC-ROC
Fl AUC-PR ({25 5. N2 5 Hhn] LG H A SCHRE £y 38
ST AR T M Oy R AR 2 TS bR LR ARAS T
AR T, BAR b, SMOTE i it 75 /b B IS R AR 22 1]
A R B A BLRE AR, {HE AR B A R AR IR R R
JE A 3 S AY B 4 585 Borderline-SMOTE™” J& 75
SMOTE A& il b ok i i) aod SR A 5 vk, 1% 05 ¥R AU T34
Bt B BB AR A BUHT B R . Kmeans-SMOTE™ g
X REA HEAT R HRAE, SR 5 ML 7 25 B 1 K/ 43 il
XoF A [) 5 FO RE AS R £ 6 . Mixup 38 1 Fifi L3t 25 5
H 2 ARG REA A REAE DL BB B DI ZRREAR . A2 A
KOs AT RE ST bR B 19 ox A JE L, BRI RE S AR
Ly

Table 5 Comparative Results of Data Augmentation

Methods
x5 BIREGRAENILER
G/ RS AUC-ROC/% AUC-PR/%

SMOTE 90.2 81.5
Borderline-SMOTE 92.6 82.0
Kmeans-SMOTE 93.8 84.6
Mixup 93.1 82.8
SSUAD (43 ) 94.7 86.3

TE: RAB(HFR RILER.

5 PR RO R 7 vk T R R T AR OB B R
AR g, AHL K BE 7 10 O B N R R R AR Y M AT

T8 A AR T, AR BT R A 2k R R
N 25 AT: 55 405 [m) 45 B 2. T AR SC A4 0B 38 iy ik R
ST AR R R (I A BB S = R s 7
B s, B T AR Y R T B ek, N O I
SERCHE Sy A . A, SMOTE 2 Ho AR K 5 325 vl g £ 7%
Az BB R B 43 A B 10 A BURE AR, 3 AT B 3k
BT (1 2o o 400 i A MR 7 T R AR ) R AT i R
07 4 AT LA 00 A 2 R AR Y W e D 2o B 4
A AT R
352 JHBbsLE

TR AR AR v 2% S A R, AT R
[Fi] f1) 55 750 HE 4275 UNSW-NB15 3 4 b 3E4T I fil 52
By, SeU B HOR B 3.4 7. S R AR HE 4 N .

1) SSUAD(without vime) . 7 18 FH H W B 5 > HE
WAl ORAT 55 AL R A AR

2) SSUAD( without augmentation) . 3% 45 {81 FJ £ #&
W, PR (bR 0 S R I 2 A

3) SSUAD(without detector). ¥ A fif JI] A& J1 5 #
G0 45, 6 455 ) 53 JEL 6 I 14 458 2 R AR AR S R bR
OB B TP A R AR A R Y AR TN 28 B AT 4 28,
A TR AR SO A,

4) SSUAD(without soft loss) . & 43 fifi F 4% — £tk
5% R B, AR ) A SR AY

5) SSUAD(without fixmatch loss). 1% /& ffi J i 2
PRI 4L FixMatch, H 4% [A] A< SO AL

6) SSUAD I AR 3¢ fp X Y

SR EE AN 6 FTR.

Table 6 Our Ablation Study
R 6 ARLHRILW

iz AUC-ROC/% AUC-PR/%
SSUAD ( without vime ) 92.1 81.5
SSUAD ( without augmentation ) 92.7 82.3
SSUAD ( without detector ) 91.8 79.8
SSUAD ( without soft loss ) 93.2 82.7
SSUAD ( without fixmatch loss ) 94.1 83.6
SSUAD (A3 ) 94.7 86.4

VE: SRR T A

SSUAD( without detector) it £ 701 5 # 5 AS 4 Hefth
RS, R 1 B R I 28 Y B R AR LR 8 T e
R I B REAS . A R 01 S ARG T g, A58 23 KA
T A AREA Sy 2R 45 EN 2 1], Bl i s ki A ]
AE 78 A AF G AR T & AR 2, 35X 25 5 BUBE AL R
25 51 By 1R 4. SSUAD(without vime) () 45 3 48 41 bt &
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A WB BB RUIR, AT i A MR s ST RE AR,
A BB T BB AL AN . 7 43 R R 2 1) A b i 5080 SR 7R
FAAE T V8 TE S5 RN OC FR, DT T ¥ Al 2K B — 2
HE L AFEPR A ORI R B X EE T A
WEBE 2% o] R 8 15 Bl A AU 2% o) W4T A REAE R . S
B HAC P 14 5 53X — 0 43 B, SSUAD( without augmenta-
tion) Y Pk BE 23 T B, HRCHE 19 5 AN AN 22 1 25 I A OF- i
4 T0] 0L, 3 R % Sy 55 7 it A1 T o = s R0 22 A Ak 19 5K
i W0 A . A B 1 R 0 AR R AT RE A AR UF iz Ak
fit f1. 1Lk, SSUAD(without soft loss) Hi T it = 4k — 2
PRI pR R, S BOBEARY B P 3R 30 AT e s A8 Ak
i F B, SSUAD(without fixmatch loss) | JG % 78 43
IR bR 10 Ba i 4 4 0 Y TE AR B AT I 2. SR,
ZH WA R PR YN G0 fe 4 SSUAD, X i — ik B
TR — BB R RN FixMatch #5125 2R B RE 0% 2 T
ARG I 1) 25 6 PR RE.

6 LI 45 R R B, SSUAD Hh 1% 45 45 He Xif 45
AU ) PE B $E AR A 1 T AR .
3.53  HURIES BT

AT S0 X6 A5 A A A s h R A T A Bl Y
FEAE B po A TR AT 5256, L30T 2 5000 455 AU 1Y
SR S K p 9 UG X [R]85 2 [0,1], £E UNSW-
NB15 84 4 A7 5050, A SE 9 is 17 5 K, Hugs
RIFE. 25 R E 2 s,

95.0

©
e
Wi

AUC-ROC/%
o
&
=)

92.5

0 01 02 03 04 05 06 07 08 09 1.0
Pnm

Fig.2 Sensitivity analysis of hyperparameter py,
K2 BEE pn BT

M 2 AT LA 2 po BRI, EIRE A HE 2/
R B RS BARIR, JX P RE AL 15 2 A 45 | HEAL 1) 5 Al
T FIRR AL (i) 52 T 4% B9 45 T I B R B PR,
N B AT 2 T 4 O A B R il R B AT 55
FEIX A BU T, A7 n] (8 23 75 5 ] B IR R I R 7R i
16 ) PR X, DA T 5 SRR BE AT 55 09 i DR OCR AN BILAEL. 55

— 7T, TR po BN, IR AWM A B IR 1 RRAE 3D,
XA IR 3 AN B 2% 1] LU A B 0 b A DR T AT 55 AR
M7, X AT BE 235 oK o5 — > Il i, RRE A 45 21 (1 R AF o]
REANE = & BN B R R M5 B . R AE T, A
AT DL Bl K 56 H 10 RR AIE R it D TR AT 55, AN 2L
it 22 2 3] PCHR 43 B I 0 A5 S, b 3R O T Y RRAE,
X ] 8 23 5 B0 S 19 B0 B R AEAE X R A, XS 22
(S W N IR B

g5 LTI, X FHIRRRAE 09 LBl p, Y 2R 55, 5 22
16 2 AN T 22 ) -3 — O T, RS A R £
FROE BRGS0 IR, DB HE G A 2 ) A e L TR
A5 B BEMFHIERIE. 55— iH, ORNBEA i 2 1R
TE A FE 1 ol 3R, DA B (o 45 T 180 AT 45 A8 45 2 T TR U
S A R TR (1 2 ) SOR AR . R UL, S8R A 35 1Y pa fE
B FOCHE B, NIZAR A B A A 55 RUECHE 4R 19
FK RIE A E . /E UNSW-NBI5 286 p, A Uik T
P € [0, 1190 [, 38 28 28 Bk i 7 X T i
R pofE.

I A, A ST 2 (3) 08 S A R Apag 2217 AH
LI, Apmgerc 2552 FH T 15 2 000 AR (L 0 5 0 4 ) 457
I 2 A E AT 55 2 0] AT, S50 g 1 BT DX
6] % % M [0.1,10], 76 UNSW-NBI15 $ ¥ 5 |- gk 17 52
5. g5 G0 &l 3 frR.

95.0

94.8

94.6

AUC-ROC/%

94.4

942+

Fig. 3 Sensitivity analysis of hyperparameter A,k

3 ﬂj’gﬁlmask ﬁi@‘@%*ﬁ

MIEL 3 AT LA A0 2R A /DB K, BV B2
SR —MMEFS S B —MMES MR TR,
7T 5 M) 858 A 5 5 114 P T i 0 0 . 7 =2 BT
IR (1 RV BE S5, A R K 252 398 0 A W) 5 5 BB
T 3ok B PG AR A 1] 5 T 2200 T B AL 158 2 1 A
354 BHEEMEST

FEAR SO 58 1 3 5 v, A il S5 8 B0 1 A2 Bl X
R 5 1 0 3 R S B Y bR SRR AR
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e, 5 EOW AR PR R B RE R R E. N T
6 AR TR A R () B0 ) 00 S W BE AR I R g R Y
ek, A5 #6477 LLN S2 5. 3l i X UNSW-NB15 £
P 5 0 bR I0 S W FEAS HE AT R Ak, B IE R AR A
IO 20 38 2 60, R34 2 100, Lo ATE 0 A A [F] 4L
AR IE R REAS NG B0 5 A AR A AR R R e
T LRy

4 7R T BT A 5 A AR 8 7E R [R]85 & b i
FEMEA TS AUC-PR Y455, v LIW I B BIBR T iForest
H1 ADOA, JH: At 5 5 Ao I 452 7 1 B 45 Bl % A i 5
FEA R W3 i b,k R W 2 AR 0 =R A
AT DL A TR () R A B ) (B E E R,
AR 2 55 SO, SSUAD BEAIFE AUC-
PR P fE I A9 26 B0 1 28 5y T HC Al S o A T RS AR L 3k
BRI Sh SSUAD 3 i 70300 445 A5 37 5 /1 G o7 A9 R A0E B T
A TIEE AR S AR Z M2 50, JF B A
R ) BSCHRE 1 o SR R OR R R T A i e 1 A AR,
BRI SRR AL T 2 M (E 1 B, DA R R
A b g i T AR B SR R BE

—»— iForest —& ADOA —— DevNet
—~ FEAWAD PreNet o SSUAD(A L)
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Fig. 4 Robustness experiment of anomaly count
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FE AR bR IC BI85 4R v, S0 05 L i AR TE R
— LG R T IR AT SSUAD 78 13 X6 K [A] 75
YR R FEVE, A SO SSUAD 5 > W 7B JE 28 6 7 1
177 X5 HeSE 5, 76 AN [A) 35 4L 22 N ) AUC-PR 45 1
FlS s, INIEL S A LU Y, S8 A A6 A (] L 491 1) S
15 Yy, {H )& SSUAD Hi 24 T HoAth JL R B AL B 5
V5 YL R Ak 5L T}, SSUAD 390 HY B 47 i & e k5 T
FEA B C  0, AR A R ETEARRIC
IR B b U0 A 0 S, 5 8005 G 38 i i+ e
AR %
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Fig. 5 Robustness experiment of contamination rate
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