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Abstract Deception defense, as the most promising technology in proactive defense, aids defenders in facing highly
covert and unknown threats, turning passivity into proactivity, and breaking the inherent imbalance between offense
and defense. In the face of potential threat scenarios, how to effectively use deception defense technology to help
defenders anticipate threats, perceive threats, and entrap threats, is a key issue that currently need to be addressed.
Game theory and attack graph models provide strong support in formulating active defense strategies and analyzing
potential risks. We summarize and review the recent work of both in the realm of deception defense. With the rapid
development of large language model technology and its increasingly close integration with the field of cybersecurity,
we review traditional deception defense technology and propose a large language model-based intelligent external
network HoneyPoint generation technique. Experimental analysis validates the effectiveness of external network
HoneyPoint in capturing network threats, showing improvements over traditional Web honeypots in aspects like
simulation, stability, and flexibility. To enhance the collaborative cooperation between HoneyPoints and improve the
capabilities for threatening exploration and perception, the concept of Honey-Landscape is introduced. We provide an
outlook on how to utilize HoneyPoint and Honey-Landscape technologies to construct an integrated active defense
mechanism that includes threat prediction, threat perception, and threat entrapment.
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Fig. 1 Keywords of deception defense-related literature
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Fig. 2 Introduction of deception defense related technologies
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Table2 Comparison of Common Attack Threats and Defense Adversarial Models
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Fig. 4 Schematic diagram of offensive and defensive techniques in multi-stage network attacks
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role_play prompt =

mon

task_prompt=f" " "

You are an accomplished frontend engineer, deftly translating client reguirements\
into visually compelling, highly functional, and user-friendly HTML pages.\
Your solutions should always be innovative and efficient, without requiring \
additional input from the use. Leverage your strengths as an accomplished \r

frontend engineer to deliver elegant, user-friendly HTML pages that meet client specifications.

Your task is to create a page with a" {page func}" feature, mirroring the visual elements and content theme \
of a page titled" {title}". The goal is to ensure continuity, making users feel they ' re within the same website.

You can achieve this by following these steps:

1. Analyze the image information of the page and consider how these images can be used on the imitative page.

2. Analyze the color information of the page and determine the colors to be used on the imitative page.

3. Based on the analysis results, write code that meets the reqUirements.

nonn

system_prompt =role play prompt+task prompt

Fig. 10 HoneyPoint decoy Web pages generated by prompts code snippet
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