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Abstract Transformer has been widely used in many fields such as natural language processing and computer vision,
and has outstanding performance. The users’ data will be leaked to the Transformer model provider during inference.
With the increasing public attention on data privacy, the above data leakage problem has triggered researchers’ study
on secure Transformer inference. Implementing secure Transformer inference with secure multi-party computation
(MPC) is today’s hot topic. Due to the widely existence of non-linear functions in Transformer, it is hard to use MPC
to implement secure Transformer inference, which leads to huge computation and communication cost. We focus on
Softmax attention, bottleneck in secure Transformer inference, and propose two kinds of MPC-friendly attention
mechanism, Softmax freeDiv Attention and 2Quad freeDiv Attention. By replacing the Softmax attention in
Transformer with the MPC-friendly attention mechanism proposed, combining with the replacement of activation
function GeLU and knowledge distillation, we propose an MPC-friendly Transformer convert framework, which can
convert Transformer model to an MPC-friendly one, so as to improve the performance of secure Transformer
inference later. Based on the proposed MPC-friendly Transformer convert framework , we perform secure Bert-Base
inference on SST-2 in the LAN setting, using privacy computing protocols provided by secure processing unit (SPU).
The result shows that the secure inference achieves 2.26 times speedup while maintaining the accuracy with non-
approximation model.

Key words  secure inference; Transformer; secure multi-party computation (MPC); secure processing unit (SPU);

knowledge distillation
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L = (MSE(attS,att")+ MS E(rep®,rep")),  (8)

d;eD
N 1 & A2
MSEXY,Y)=—- Y.-Y),
.9 nz;( )

Horfrates, ate™ 53 5 3R 7 2 A AR R AT ARE Y 19 1 7
JIHEIE, rep®, rep" 73 i) 7 7 A AR R 0N A L 7
Transformer 2 J5 [ B CIR 515 B,

552 00, S R ARG 2 ) BT AT RUAE B J 1) T
J2 B TR AR A 2 0 ek R v i) 2 A B R A A AR Y
iy A [A)RE — 2N G B8 01 20 05X 2 SRR TR T
DU JZE % . 2R PR Ry~ A 158 Togits it AL
B logits i 1 =2 8] (1) 352 SR 2%, an=(9) .

L, = CE(logit" /t,logit5 /1), 9

Hr logit™ Fl logit® 5y 5| 32 7% 2 A %0 R R0 Ui 452 78 1)
logits [6] 5, CE 7n 38 U4 2%, ¢ 2 T . 7E A SCiY
SER R, BE =1 B A B R ZE IR AR

4 MPC RIFRIREEFERAR

A SCERXT Transformer 155 %Y H1 (1Y) Softmax {4 3 71
HLA ARG PR GeLU % i MPC Al 19 oA EUCER 4 J7
28, %] Softmax {1 & Jy AL e B, A SCER T 2 Fb
B A9 = 1 ML Softmax freeDiv Attention F1 2Quad
freeDiv Attention, H: ¥ 2Quad freeDiv Attention 7£ i1
SRS G Il N S S = O RE =W R IK
Scaling Attention, H H /N 23 3 2 Scaling Attention 1 17
TE IV A 2 R BT o8 () L. X6 38T PRVBI GeLU 546
I, A SO A SCRK [21] R A 2 Fh 7 28
41 FEANHNEBR

XoF T B BL A A, DA SR R 5 v AL 4
#4 Softmax £ i5 2 1Y 45 £ pR £ 4 O ReLU 11
2ReLU Attention, 4 & % oR £ 2 o4 7 J5 oK 81
2Quad Attention., K & 4™ 73 2 7 AL ) B b R B SR
Y Scaling Attention %5, H: /[ ReLU (%) = max(%,0).

IR AL MER R AR EA ALY, W 2ReLU
Attention | Ft F JF i i) Softmax Attention A~ £ 5 34 ifE
iy 38 K R B, (B 23 f8 3 55 8% 3 B K. Scaling
Attention i AN

Hrhn i AR E. 5XX(OM, X104
% Softmax A9 TH3A L, BIIGIHE R AL, (B4 2 280
B B A 238 O R R AR

MPCViT™ 1 45 T Softmax 7 & /1 AL 89 3 4
R, B AE | JEGPE L SRR 1. 138 2ReLU
Attention, 2Quad Attention A9 3= B AR 2 2 1 0L
il v 00 i 5 eR B0 e Sy B Sy T B Y At o B
h#E BT MPC £ R A9 Transformer % 4 # B v 18
SR AR BOR BOR L R oy Be 2 W, R
2 3oy B 2 W AORAA, 75 W 2 0% A LR LRI
B AR L UM, K 48 E R RO 4 ReLU 57 bR
B LT LR R+ SRR A 1 IR, KK
P T Z MR RCE. P i ReLU FPE- 7 R
25158 OR UE 598 P A A f R A g v R A
B 43 A X TA) 0 R ), e S P R R — TR LT
A IR AN T AR R SR AT 1L

A% T 2 0 B R 4 12 K 5 ek HA0 ey
MPC A 4f %) ReLU B°F-J5 bR 4L, HE % 7E 1% /£ Softmax
T HLR AT 2 A BT A R R K b is B
M3 e THR R H R T R 5 3 M, R
— T DL BT A TR SR A X — A B ik
fifi FH MPC # AR B 75 $04T n BB %5 (8 2 18] A B 5.
TAE MPC H BRI 1 TH 5 R 85 3 K F ik, DR U3
Je vt BT A WOR AR B, R e O, SRR 1
WBRIES n IR FTE B T8 . 450 FH — A5 EOok I L4y
BECRP 4% 20 TR SRR, 8 1 2 1 ML A 55 3 A e ik
CORFNA LR CORAGE LT 17, IBA T LLAE LR IE
HERR 2 I AT B T R BR B EGS 5, sl TE 8, R kS
T T Que] 36 34 3 DL ) R 5.

TE 2 £ T AL rh o3 BRI LR B, A SO
Sefd F PRI 2511 Transformer A5 %1 % 5085 4 #E 4T 2 1K
e FR, B B ok A 3 AR S R AT K B R 1Y A
BE Y AT I0 5%, A 3% 28 80805 7T LLBLA A5 3 — 4
KTHEAFINKE R B, e EMA x ERT,
AR SCHR G B T7 S A A A S o3 B AL R R,
xR AT S .

BLA Sk 1, 7 S F B 25 1) Transformer 45
X GLUE 4l 45 v 945 1 4% i A BEAT HE B, 45
B 4R v AN [ 9 i A 914K B2 RN Softmax 11 32 )
BLHI 3 BESE ) DG FR, QL 5 iz, B AL A 04 i A
7 51 K B 45T Softmax bR B A 7K & W 4E B, B Ry
Softmax PR & H 435 5K R A Y I5TES, A A A 2R s X i



PRIV e

—Fp I F 42 4 2 VT B U Transformer %2 4 #E B 7 58 1225

) Softmax {12 7 J1 AL o () o BRI (H.

(&1 5 22 W] 43 BE S4B O AN Bl 2 i A7 9104 B 9 3
T2 3G L AR SO 2 PR fromumax (8) = ak? X H:
A, Hod a=0.992 393 766 677 209 6, h=0.333 253 864
762922 13 | (LG 25 R AN E 6 TR,

3.5F o o :" i

30F o® .

7y BESE

251 ol

20 I ™)

15 s s s s s s s
10 20 30 40 50 60 70
PN 21N

Fig. 5 Scattergram of the mean of denominator in Softmax

attention mechanism
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Table1 Secure Computational Latency of Different
Attention Mechanisms

F1 FARBEFENNHNLREITHEER

TER AL FER /s TR
Softmax Attention 0.236 1
2ReLU Attention 0.159 1.48
2Quad Attention 0.157 1.50
Scaling Attention 0.060 3.93
Softmax freeDiv Attention ( <3 ) 0.153 1.54
2Quad freeDiv Attention ( Z<3C ) 0.064 3.69
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X} F ReLU I Quad iX 2 F i#% 1% b8 £ %F GeLU )
e, BAR Quad HELF ReLU 20T 1 IRILEGE R, 7E1T
LR INE AL, AR T R B ST T 2 A )
BL ] ) e, {F H Quad XT GeLU #f 17 % # A1 Lk F
ReLU £ S EOMERG R R IM 22, 55 5 9 ol v — & i
Fr B ARS8 5 U .

W R AT, FEVE B ML R O T, AR Sk
¥ i H Softmax freeDiv Attention 5, # 2Quad freeDiv
Attention 3% 2 7 £ S L, 75 X BTG PR GeLU 1Y
B Iy, 2E B ReLU 53 Quad SR k178 k.
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Table 2 Performance of Different Function Replacement

Schemes Compared with the Benchmark

*2 AEAERPEBRFRELE FEEFTRNOERT
bey=wal il BOm R BRI %
GeLU 1 91.5
fi
Softmax ReLU 136 92.0
Attention
Quad 1.42 92.0
GeLU 1.18 91.7
2ReLU
. ReLU 1.75 91.5
Attention
Quad 1.78 90.9
GeLU 1.2 91.6
2Quad
. ReLU 1.79 91.5
Attention
Quad 1.84 91.8
GeLU 1.38 50.9
i
Sea 11'1g ReLU 2.17 50.9
Attention
Quad 2.26 50.9
GeLU 1.17 91.7

Softmax freeDiv

Attention ( A ) ReLU 1.59 91.7
Quad 1.63 92.1
GeLU 1.37 91.6

2Quad freeDiv
Attention ( AS3CH7%) ReLU 216 L7
Quad 2.26 91.8

Table 3 Performance of the Converted Model Compared
with the Original Model
*3 FHMENERSFEERRERERT L

% T HER2R/%
JAgEAY 1 91.5
AR I MPC A2 R 226 91.8

53 AEMESHIBEMIL

AT I AN [8) 7 5 ) L 46 07 285 GeLU %
e 5 BAEA T 55 T I HEBfR R AR R, LR
A SCHR B9 MPC A2 4 1) Transformer ¥% e HE 22 (19 72
Aok 5 £ B #5578 L At A BERT-Base-Cased, fifi FH 19 %%
i %4 GLUE, %t % GLUE 4l 4 i 3 284 55 & ik
B—AHARAT 55« AT 55 SST-2. MIIHEAT 55 STS-B.
B AT 55 RTE, F 1 (0 A7 510 B2 6 40 128,

FETE R I B4 0 1T, A SRR PE$E T Softmax
Attention, 2Quad Attention, Softmax freeDiv Attention,
2Quad freeDiv Attention 3X 4 8 ¥ Jr % . 7E 101G PR
GeLU WY& J7 I, A SCI R e 4% 1 Quad A # J7
% B RS R ISR 4 s, Hoh SST-2 Ml RTE £ 55
PEAG 38 b5 b B K, STS-B 1T 45 P4 45 45 4 Pearson
AH 5% R ELAN Spearman A & £ B A Y E (5 SCHRIFR N

R ZRED.

Table 4 Performance of Different Function Replacement

Schemes in Different Tasks

F 4 AEERPERFREARESHHRI
ZERHITY i)
SIS 1155 RENEGEAY BTN
1% /%
SST-2 91.5
Softmax Attention STS-B 28.7
+GeLU i :
RTE 63.2
SST-2 91.3 91.6
Softmax freeDiv Attention STS-B 84.0 29.0
+GeLU (A3CHE) i ’ ’
RTE 55.6 61.4
SST-2 50.9 92.0
ft Attenti
Softmax Atention STS-B 42 89.2
+Quad
RTE 52.7 65.3
SST-2 50.9 91.5
Softmax freeDiv Attention STS-B 42 $8.0
+Quad (A3CT5k) i ' '
RTE 52.7 47.3
SST-2 50.9 91.8
2Quad Attention
STS-B =57 84.5
+Quad
RTE 52.7 59.2
SST-2 49.2 91.5
2Quad freeDiv Attention STS.B 29 $1.0
+Quad (AICIE) ) : :
RTE 52.0 54.9

WM& 4] LA 1, 55 {H (Softmax Attention +
GeLU)#H [t., 25 S 1 B freeDiv Attention v Jfl TS
[T 55 b 3596 BT i A e R L. X T B ) 1 55 SST-
2, freeDiv Attention 2 £ ik #| T 91.6%( F T} 0.1 > 71
A3 OB AE B K 5 X T A AL AR 5 STS-B, freeDiv
Attention [ A & R E LK F] T 89.0%( LTt 0.3 4
B4 ) X T B AT 45 RTE, freeDiv Attention £ %
BENT 61.4%(F B 1.8 41 43 ) I HER 2, A
SCHE LAY freeDiv Attention £ AN [E{E 45 F B —E R
AT,

54 HELSEIS

FIRZE I L A2 MPC 2 47 () Transformer % 4 HE
LR S R A3, AR SO B R T R R 2R R e AR
Xof Tl 4 J B AR A AR s i, RS R A2 4 PR

Hi3E 4 R W], X F SST2 4155, AR T 2 &=
Z 0] LU 42.4 A1 4 sUR MERR 25 X T STS-B AL
5, FRZEE T R 2 2 0] IR R 90.2 A~ E 43 45 A AH
KEBG X T RTEAR 55, FR I B2 2 ol U

= 12.6 AN A 3 s R HER R R, AR ZE 1R AR AT DL



1228

HENTR SR E 2024, 61(5)

AT R o e A5 I R ) T R
A SCHE Y MPC A& 4 1) Transformer %% f6i fE 42
X} A A AT 45 (1) Transformer #5551 1F 47 %% e fir 75 5[],
B[R ZR 08 A0 TR i it B 1), 25 5 3k 5 PR
Table 5 Time Consuming of MPC-friendly Transformer

Convert Framework for Different Tasks

*= 5 MPC KIFH Transformer 35 4E 22§t 34 R EE & iH

FERTRT ]

155 BdRER/N) FEH/min
SST-2 (67 000) 338
STS-B (57 000) 200

RTE (25 000) 46

5.5 5 MPCFormer BT Lt

AT 245 5 AR SO A [] — 22 4 4 SAE 42 (o BR
e 1R 76 1 — 2 4> ik B ) () MPCFormer 7 %
YR L4 SR, 32 X LA SO 42 3 i MPC A 4F 1Y R
HORs i 7 %8 5 MPCFormer HP 45 4 116 2% B0 5 4 ) R
B Tr AR A — B R 4 | W —AE 55 b %) o A 26 RN A
B F I A L 25 SR AN 6 iR, BT A SCHY oR 0%
e 7 %8 S Transformer 22 4> 4 78 3 B 42 7 1 A1
F MPCFormer.

Table 6 Performance Comparison Between Our Work and
Reference [21]
6 AXTIESITHL [21] KytEpettl
PIES WER/%  H BRI

TG Softmax Attention+GeLU 91.5 (+0.0) 1
2Quad Attention+Quad”" 91.8 (+0.3) 1.78
2Quad freeDiv Attention+Quad (43CTAE)  91.8 (+0.3) 2.26

I SN ETHY E A

6 45 it

\
|
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ASCHEH T 2 F o] F Transformer (1) 7 2 1 #L
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J UF Y Transformer %% i HE 22, 7T DL 90 I 25 1)
Transformer 15 B %% 1k, iy MPC /% %f 1)) Transformer #
RUFH T2 A HE 3, 78 DR E VE 0 38 A8 52 52 i 1 (] B 42
e A IACR. B AR SCHY MPC A 4 Transformer
I 5 HE B — > T 2R B9 BERT-Base-Cased 5 #l %
16 MPC A U iR R 2 )5, #F GLUE %54l 42 5t X
SST-2 1 55 AT #E (R R A B E B R R BEAR MY HT 42 T, 482
R HERE B 2.26 5. FEASSCER A 2 Ff freeDiv Attention

a1 R VR e B IR ENi N G NP S i
oA )2 B {E, {H % B XT T Transformer 4 AN [7]
2, BB 2 S R I LE T AR TR Sk, HE AL
il v i o BE S E A AN 6] 53 A, R — 25 R 2 o H
ARl o), 76— S BN B AL 55 Bl Re s A
I RIRICR .

TEESTIRA R 3 4h ik o MR T 7 R X
HHABRBR EERRTAAZRE R IES b
EE RS R RS S S

2 % X #

[1] Hoffmann J, Borgeaud S, Mensch A, et al. An empirical analysis of
compute-optimal large language model training[J]. Advances in
Neural Information Processing Systems, 2022, 35: 30016—-30030

[2] Chan S, Santoro A, Lampinen A, et al. Data distributional properties
drive emergent in-context learning in transformers[J]. Advances in
Neural Information Processing Systems, 2022, 35: 18878—18891

[3] Liu Ze, Lin Yutong, Cao Yue, et al. Swin transformer: Hierarchical
vision transformer using shifted windows [C]//Proc of the IEEE/CVF
Int Conf on Computer Vision. Piscataway, NJ: IEEE , 2021:
10012—-10022

[4] Liu Ze, Hu Han, Lin Yutong, et al. Swin transformer v2: Scaling up
capacity and resolution[C]//Proc of the IEEE/CVF Conf on Computer
Vision and Pattern Recognition. Piscataway, NJ: IEEE, 2022:
12009-12019

[5] Jawalkar N, Gupta K, Basu A, et al. Orca: FSS-based secure training
with GPUs[J]. Cryptology ePrint Archive, 2023

[6] Hao Meng, Li Hongwei, Chen Hanxiao, et al. Iron: Private inference
on transformers[J]. Advances in Neural Information Processing
Systems, 2022, 35: 15718-15731

[7] Chen Tianyu, Bao Hangbo, Huang Shaohan, et al. THE-X: Privacy-
preserving transformer inference with homomorphic

encryption[C]//Findings of the Association for Computational
Linguistics: ACL 2022. Stroudsburg, PA: ACL, 2022: 3510-3520
[8] Zheng Mengxin, Lou Qian, Lei Jiang. Primer: Fast private transformer
inference on encrypted data[J]. arXiv preprint, arXiv: 2303.13679,
2023
[9] Gupta K, Jawalkar N, Mukherjee A, et al. Sigma: Secure gpt inference
with function secret sharing [J]. Cryptology ePrint Archive, 2023
[10] Juvekar C, Vaikuntanathan V, Chandrakasan A. GAZELLE: A low
latency framework for secure neural network inference[CJ]//Proc of
the 27th USENIX Conf on Security Symp. Berkeley, CA: USENIX
Association, 2018: 1651-1669
[11] Jiang Xiaogian, Kim M, Lauter K, et al. Secure outsourced matrix
computation and application to neural networks[C]//Proc of the 2018
ACM SIGSAC Conf on Computer and Communications Security.
New York: Association for Computing Machinery, 2018: 1209-1222
[12] Mohassel P, Zhang Y. SecureML: A system for scalable privacy-
preserving machine learning[C]//Proc of 2017 IEEE Symp on
Security and Privacy (SP). Piscataway, NJ: IEEE, 2017: 19-38
[13] Huang Zhicong, Lu Wenjie, Hong Cheng, et al. Cheetah: Lean and



PRIV e

—Fp I F 42 4 2 VT B U Transformer %2 4 #E B 7 58

1229

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

fast secure two-party deep neural network inference[CJ//Proc of the
31st USENIX Security Symp (USENIX Security 22). Berkeley, CA:
USENIX Association, 2022: 809826

Wang Ning, Xiao Xiaohui, Yang Yin, et al. Collecting and analyzing
multidimensional data with local differential privacy [C]//Proc of the
2019 IEEE 35th Int Conf on Data Engineering (ICDE). Piscataway,
NJ: IEEE, 2019: 638—649

Truong J B, Gallagher W, Guo Tian, et al. Memory-efficient deep
learning inference in trusted execution environments[C]//Proc of the
2021 IEEE Int Conf on Cloud Engineering (IC2E). Piscataway, NJ:
IEEE, 2021: 161-167

Akavia A, Leibovich M, Resheff Y S, et al. Privacy-preserving
decision trees training and prediction[J]. ACM Transactions on
Privacy and Security, 2022, 25(3): 1-30

Park S, Byun J, Lee J. Privacy-preserving fair learning of support
vector machine with homomorphic encryption[C]//Proc of the ACM
Web Conf 2022. New York: ACM, 2022: 3572—3583

Mohassel P, Rindal P. ABY3: A mixed protocol framework for
machine learning[CJ//Proc of the 2018 ACM SIGSAC Conf on
Computer and Communications Security. New York: ACM, 2018:
35-52

Rathee D, Rathee M, Kumar N, et al. Cryptflow2: Practical 2-party
secure inference[C]//Proc of the 2020 ACM SIGSAC Conf on
Computer and Communications Security. New York: ACM, 2020:
325-342

Hou Xiaoyang, Liu Jian, Li Jingyu, et al. Ciphergpt: Secure two-party
gpt inference[J]. Cryptology ePrint Archive, 2023

Li Dacheng, Shao Rulin, Wang Hongyi, et al. MPCFormer: Fast,
performant and private transformer inference with MPC[J]. arXiv
preprint, arXiv: 2211.01452, 2022

Zeng Wenxuan, Li Meng, Xiong Wenjie, et al. MPCVIiT: Searching
for MPC-friendly vision transformer with heterogeneous attention [J].
arXiv preprint, arXiv: 2211.13955, 2022

Mishra P, Lehmkuhl R, Srinivasan A, et al. Delphi: A cryptographic
inference system for neural networks[C]//Proc of the 29th USENIX
Conf on Security Symp. Berkeley, CA: USENIX Association, 2020:
2505-2522

Wang Xiaolong, Girshick R, Gupta A, et al. Non-local neural
networks [C]//Proc of the IEEE Conf on Computer Vision and Pattern
Recognition. Piscataway, NJ: IEEE, 2018: 7794—7803

Wang Sinong, Li B Z, Khabsa M, et al. Linformer: Self-attention with
linear complexity [J]. arXiv preprint, arXiv: 2006.04768, 2020

Rathee D, Rathee M, Goli R K K, et al. Sirnn: A math library for
secure RNN inference[C]//Proc of 2021 IEEE Symp on Security and
Privacy (SP). Piscataway, NJ: IEEE, 2021: 1003—1020

Dong Ye, Lu Wenjie, Zheng Yancheng, et al. Puma: Secure inference
of LLaMA-7B in five minutes[J]. arXiv preprint, arXiv: 2307.12533,
2023

Akimoto Y, Fukuchi K, Akimoto Y, et al. Privformer: Privacy-
preserving transformer with MPC[C]//Proc of 2023 IEEE 8th
European Symp on Security and Privacy (EuroS&P). Piscataway, NJ:
IEEE, 2023: 392410

Wagh S, Tople S, Benhamouda F, et al. Falcon: Honest-majority
maliciously secure framework for private deep learning[J]. arXiv
preprint, arXiv: 2004.02229, 2020

[30]

[31]

[32]

Chou E, Beal J, Levy D, et al. Faster Cryptonets: Leveraging sparsity

for real-world encrypted inference[J]. arXiv preprint, arXiv:

1811.09953,2018

Hinton G, Vinyals O, Dean J. Distilling the knowledge in a neural
network[J]. arXiv preprint , arXiv: 1503.02531, 2015

Ma Junming, Zheng Yancheng, Feng Jun, et al. SecretFlow-SPU: A
performant and user-friendly framework for privacy-preserving
machine learning [C]//Proc of 2023 USENIX Annual Technical Conf
(USENIX ATC 23). Berkeley, CA: USENIX Associatioin, 2023: 17-33

Liu Weixin, born in 2001. Master candidate. His
main research interests include privacy-preserving
machine learning, cryptography.

X 4% Rk, 2001 4F AR AR L BFSE A BT S Or
0] 9 B AL PRAFALAS 2 > | ey,

Guan Yewei, born in 1999. PhD candidate. His
main research interests include secure multi-party
computation and privacy-preserving machine
learning.

BEHETS, 1999 4F A T 0F T A EEMR
AT ELZHITE . BRI

Huo Jiarong, born in 2002. Undergraduate. His

main  research  interest includes  applied
cryptography.
B, 2002 4F A AR A EFEBTIE 51 N

IO FH 4 i .

Ding Yuanchao, born in 1999. Master candidate.

His main research interests include privacy-

preserving machine learning and cryptography.
TITHEA, 1999 A4 B LTS A EAT ST Tr
] S AR L g 27 ) | B

Guo Hua, born in 1980. PhD, associate professor.
Member of CCF. Her main research interests
include privacy-preserving machine learning and
cryptography.

3B 4, 1980 4F A M, BI##Z. CCF & 6t
TR TT 10 AR RAPHL AR 2 > | i

Li Bo, born in 1981. PhD, associate professor.
Member of CCF. His main research interests
include privacy-preserving machine learning and
network security.

Z= #1981 A A, Bl #E. CCF & 5. £
TS 0N R AR P BLAR 22 3T | 45 4



	1 相关工作
	1.1 Transformer安全推理
	1.2 MPC友好的函数替换方法

	2 预备知识
	2.1 Transformer
	2.2 知识蒸馏
	2.3 Transformer安全推理框架

	3 MPC友好的Transformer转换框架
	3.1 概　述
	3.2 函数替换
	3.3 知识蒸馏

	4 MPC友好的函数替换方案
	4.1 注意力机制的替换
	4.2 激活函数GeLU的替换

	5 实验与结果
	5.1 实验设置
	5.2 不同替换方案的效果测试
	5.3 不同任务的效果测试
	5.4 消融实验
	5.5 与MPCFormer的对比

	6 结　　论
	参考文献

