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Abstract With the development of data assetization in enterprises, consortium blockchains have become the core
infrastructure for data transactions within enterprise alliances. Constructing a decentralized, tamper-proof, and access-
controlled data trading market using consortium blockchains can enhance the credibility of data transactions and
reduce the risk of data leakage. However, with the increase in enterprise alliances, how to promote the circulation of
data elements across different enterprise alliances and resist security threats such as data privacy leaks, data fraud, and
payment repudiation have become an urgent problem in the field of data circulation. To address this, we propose a
privacy-preserving data element transaction audit scheme for cross-consortium-blockchains. This scheme uses
consortium blockchains for data attestation and employs smart contracts on a relay chain for data verification and
payment management. By combining Pedersen commitments and Shamir’s secret sharing techniques, we construct a
zero-knowledge proof mechanism to prevent data fraud without disclosing data elements. Additionally, a bilinear
mapping-based data element integrity audit mechanism is introduced, allowing for the verification of data element
receipts without revealing data privacy, effectively solving the problem of payment repudiation. Through theoretical
analysis and experimental evaluation, the proposed scheme’s effectiveness and reliability are verified. The
experimental results in a local simulation environment demonstrate that the proposed scheme is feasible and efficient.
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