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Abstract Lightweight mobile devices with limited resources often alleviate their computational and storage burdens
by outsourcing large-scale data to cloud storage servers. However, this cloud storage model is susceptible to the
possibility of selfish cloud servers discarding data to conserve storage resources. Therefore, there is a need for
effective integrity verification of cloud-stored data to ensure its correct and intact storage. Existing cloud storage
integrity verification mechanisms lack a reliable approach to perform real-time, multiple verifications of data under
the premise of data privacy protection. We propose an integrity verification mechanism based on a trusted execution
environment. It generates trustworthy proofs in isolated areas to ensure that the cloud server remains unaware of the
data and the entire proof generation process, thereby compelling honest assurance of data integrity throughout the
process. To further enhance the security of the proposed solution, we introduce blockchain smart contracts to provide
trustworthy storage and verification of proofs. Additionally, we address the issue of resource scarcity on the client side
by proposing an efficient verification mechanism based on cuckoo filters. Experimental results demonstrate that this
method can achieve high execution efficiency and practicality while ensuring the integrity verification of private data.
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(dysEncy(data)) 4Hashe,= Enc.(hash)

S'O-tcc
Bl
S

CS
(' ,hashl,) l Tree T
IAS —

13
e @gﬁ
1.Verify(z')=True BC

2.Putstate(key = d,;, value=hash!)

Fig. 2 Illustration of data verification process

2 HdRuEd R R

B UE AR AR, B L M, B2 = g5 7 (AT
15 PUAT R85 19 S0 S ML) e T 92 7 ) 380 5F B 1) B
2525 (] i AR RS RS, (L R 1S 21 58 HE MR A I i A T
g

4) X P55 (BC) . X s A > 43 A 28U A, Sy ml
15 AT PR BE 77 A 1 508 o6 % T A 3 4 SR AR AL 2 s
AR AR AT AR, R B 25 T I SR A9 8 B 5 29 19 7T G
Ve, iz g AT B SR . AR, DA sk
B XU IR TER 2 5 21 %y .

A AT R SRR AR AT R 2
A, 7 AT 3 T A TAE.

T, BB G 2 AT AF BT PR 8 0y R T
enclave 5 29 25 AR gk ok Chy 1 3 g 7, FeAl
INRHTERBS BRI LB 2 532250 M).
DO 5 CSTER it & 2 L AT iE MR A7 K. [F i), DO
FEA Hb ™= A F2 25 B msk.

RJE, HEABIAERE B B, Gn & 1 PR, B 5B, DO
55 enclave #F 17 28 F2 DI, I 00 B Hh 2505 %6 81 ssk. SR
J& , DO I msk Xt S04 A7 s, I H sskxt msk it 47
e, SR e —IF &k 4y CS. CS WX 2 T K 45 i 2% 3k
RIS AT B8 WA BAT B0 5% R ssk X mskitE A7
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fifp 25, DS80S 5K 1 s P X 50 B0 08 7T 7 45 AT
SRR SR AT AR SRAT 30 58 X % K R AT 0 A, OF
it 1T ssk 0F Wy Ay 235 R 0 AT #0025 DL 3EAT O T {5 3k
PR X S5 5™ 4 — A Al E IR, 5% &
Wy Ay — [) i H Ok, 2R B AT L) Bk B Intel 55 =07 IR
% 1AS b iEA7 Bk, LIEW]TH S A 1E B 1k W] {5 AT
PR 45 2R 5 TR W — I Bl k1 B IX B R AT A7 IE.
DO 7] LA b 3 O 64 0 Ay, I ssk 34T il
WL AT BN WSO Ay, I AFREAE B C AR A A B g
ar b, DA S5 22 00 B uk A .

IR Ji 2 U S R PR IR 1Y B BL, S AE A Y BLRY
Ui AR A AR, A0 B R LB 1Y e A (R R R
S A — B, T AT W7 BRI 2 15 34 5¢ 4 b A7 0 7 2 i
Ui 2 B i, DO 8 4 2200 9 BOdiE id ) K 45 =, CS
T £ 0T IV B4 B % SO 2tk SGX i, I F H msk it
Ty, PRAT [R) R B e A 000 285 484, O 0k ok,
1 A 9 SC ) A A 326 3 X HR A IE. T P EAS
RN B SIS JEAT R, AR B ORI E R S
L PEAS TP REAT KR, AR A A AR [R) B A (R AT )
TIE B 56 0E 3 e, T D) 2 s R B0 8 R ) 28 R
2 Vit (A A 0 B S, G 2 2 e BRIV A 1) 38 X%
S AT AL PR
3.3 HIEFMmMBER

AR 3 A B AR B AL AT, LA
AW BT A% i 04 2 8, LA SRR n fige 85 1) A B FRATT
MRAEA A B 25 M @4 T A A IE 2 4> B Be iy
SRR G AR A B B U B 2 s ) A 0 4% ARG 5
TERAT, BRATTNS o3 0l AT 1808 . 1 S A A Y B
S VR T B AT A5 AT PR 05 B0 e 1k 56k
P B BB AT R B2 A A R 5 T T ] msk N % B 5K
I8 85 St gan VA I T 55 B 2 06 B A s sk TN 1 %85 SC
Clyngic. i1 EFY R X HOHIE 80008 A5 J5 1 s A (%8 3 s VA
KX SGX TEA HAT 7 A= 1 IE B omee . 0 AT il HE AT S22
% SO 3 S T R AL DR 7 B 5 5K [ I R A (B
SCH] LABS 1k 25 i 55 o5 A4 300 o A (W S, DT 52 3 1
SCHT U AR AN R B e A (L T AN £ B 5080 1 S, W Bl
o B e Pk A AT

Bk L Al 5 BT B0 558 B0 o2 B 06 ik - A7 % B
Bk,

B« B SOOI Ctauias Clse» W6 A BRIECRO) 3

it SO A {H g, T A SAAT 3R 8 T 5 IE
B e

D Store(ctyaa, s> hashiy);

@  msk « Dec(ssk,ctyy);
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®  data «— Dec(msk, ctig);

@  if hash,; = h(data) then;

® hashgy, < h(datallhashi;);

©® Clyash — Enc(ssk,hashg,,);

@ sealKey « SGX.EGETKEY(); /*enclave 3k
e A

seal,,y «— SGX.SEAL(sealKey, msk); /*F| F
SGX 1 BEHL K msk FEfE K

©) e — SGX.genAttestation(cty,,); /*enclave
P AT 48 FLR AR %) TE A PR TE P A/

10 output Ctuash, Tees

@ else

®@ return failure

@ endif

return failure.

5, Bk S 0 i A B S et AT R
153 B 3C Y msk, T msk %t 5035 88 SC ety 8 %45 5
B SCHUE data. T )G, TF UG TS data 9 W #AH hash, FF:
FH sskXHZ IS A (B AT 08, 15 BN AT BV ctpan. BB
Hb, BRI T SGX 1Y £ 2% (sealing) ML, 4 HTn
R W B S msk B AETE AT FEHLA M, {UF %
enclave /4 ] DL fif 5, 33X #F MB0EE S 1 PR IR AT E %8
1) A% i, B ok T8 A R B BB B AT . A
enclave 23 7 A4 X Be AT B AT AR IE W oo, DAORIE ST
(9 1B P IZUE B AT A ] T AT AR AR, 1 TAS
B9 o Y IE 47 P

>4 i ) 15 B R IR W A5 (B %% S ctpann T 5 T 2 T
A Mtk 8 PR B SO A (B A7 A A b ) A 28 5 ek g s v
it A 4 23 UB A AT DA f Ak s o ) 28 0 1% 4%, an %
A . RAMLAE, F R, HEER T EH
T WA R B 1, PRI B o R 46 A ST R AE
Ui O 8 A b B TSR, T AR A e R R 2 — b
o R A RS S5 4, AT DR Ay A S (1 A
B2 5 76 I 000 A b A7 77, I L AT LA s 0 ik 20> 25 (] )
FH. B 2 R 1 i M0 5 25 TE 476 B B i) Bk A
FATHY F T SCHR [16] X 17 4% 5 5k 8 4% 09 55 it
HE g f 55 5 47 A AE A 25 48 L3 SCHR R 5 53 2%
A4 S A I HOR, o 1 Y B s B —E
YRR A TV o R A R = B N VS T ¢
I8 4 A L T AR SCRE 8 8 A BB A5 AL BAK
P B0 A 3R A S B 15 T A2 2% SCHiK [16).

Bi%k 2. i 55 e o6 HE M 0 UE A7 B B R

B 2 BSOS A Clasns

v s AR S R AT IR 1E b
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@ Insert(ctag,, $sk);
hash = Dec (ssk,ctyum)
f = fingerprint (hash) ;
i, = h(hash);
L= ®h(f);
if bucket[i;] or bucket [i,]has an empty
entry then/* 7 %5 ) 5% H */
add f to that bucket; /%Sl 3] bucket*/
return done;
end if
i = randomly pick i, or i;

forn=0,n < MaxNumKicks,n + +do

®@OEBEO®Y ©0OevE

randomly select an entry e from bucket[i] ;
%M bucker[i] P HEHLIERE— 5 H e/
swap f and the fingerprint stored in entry e;
P fRIZEH e FP ATl Y35 20t
i=i®h(f);
if bucket[i] has an empty entry then
PAZERZEY
add f to bucket[i];
return done;
end if

end for

®

® ®

®@® 6 6

@ return failure.

O S UE B B, Bk 3 R AT AE BT A
56 REPE B R SAVE SRR B A FOR T, BYE 3
T TR PAT AR ], #2 5 CHE v A O 0 %
By o, (BTSSR AR AE 2 TN G, S E B By
mskANFRAE R SE A, 5 R SGX Ay B AL,
I 2 1) sk oS B B SCHEAT AR R, R
AT5 8K 52 FH 23 8 55 41 sskohd W A (B 3647 A %%, (B il T4
WTEAE, ssk A, P oty 00 E AL A F
XARAE T H A CS JC 1 38 3 AR AT Clpon 19 {EL I 223 560 UE
PR T RE. PR, R T S0 B R R B AR A
TR i A (R R [R), DA Ok PR AIE 52 B 1, K T 2= i - 3]
(R AT 435 IR B R A5 B AN 8] 1) ey A 1B %% 50, PRIt
TG TAT IS 1 B S A7

BiE 3. a]fF AT BR 55 B 2 R R 50 IE - 46 Tk By
Bk,

B« B SOOI Ctauian Clnse > W6 A BRIECRO) 3

i - 8 SO A (Bt > AT AR SRAT 3R 55 31 IR
W o e

@ Verifictiua hashiy);

@  sealKey «— SGX.EGETKEY(); /*enclave KL

BB
msk — SGX.UNS EAL(sealKey, seal,,);
data <« Dec(msk,ctyu,);
if hash;; = h(data) then;
hashgy,, < h(datallhash;;);
Clyasn — Enc(ssk, hashg,,l|lhashi;);
Oe — SGX.genAttestation(cty,g,); /*SGX =

Az Xof BRAT 45 SR AR A 1Y) TE A P TR B

output Ctyun, Oee’s
end if
else return failure
end if

@ return failure.

T A A T SO A A ctyann 78 Y1 DU A 45
U A5 B0 TE A 3 i, HC A D B R 3 5 ) i
(B2 75 7E 3o U8 A5 H BE DA F 3, DA A T i e
S 7 2 PR Y A0 e A (B, DA AR Y e R
BEARIIE.

BIE 4. i 0 KA 58 A 5 - IR B B AR 2k

B 2 BSOS A Clasns

s RIS 2 A SR b

@ Lookup(ctis,);

) hash = Dec(ssk, cty);

@ f = fingerprint (hash)

® iy = h(hash);

@ i =i ®h(f);

® if bucket[i,] or bucket[i,] has f then

© return true;

@ end if

® return false.

I b, S T kS SGX 2 R I Y IR) i, FRATT R K
AR, K I Bt AT W 0 il — AN, IR
U2t SGX AT 5¢ B PR A 30 b B, DA T 3kt A 1
B v A e LA
3.4 HY®iIt

S AT PAT BRI AT DA™ A AT 5T Rl Y 9 I
B2 A, B AR AR N 0 TE A P IR, 2 p S BEAL
il B DR AIE R SR, FEAS SCRY 3 5 h W S AT 4
iy MG i A A2 Sy, AR DR IE 32 B 52 5 1 1E i
I U S R A AT BR B J0 ik 42 1l 19 Bk, AR S
WA IAT XCHEE, F T 90 SR AT AR AT 2R
SR AT SR, LSRR AR R A, PRk O 1 25 00 52
Sy W IE W PR 028 S HAAOR UG, FRATT A DX BB 52
FF B RE G 29 00 T g FR 1, K AT A5 AT PR BT 2 A1 Y

©®Oe e

® e e e

Iy Ay
i (L
Pagi
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LAUEWIAERE b HEAT B SR, DA W7 % AT A5 44
TTABEPATEE R IE# e, ZE IR 7 &b, SGX IE
AT 0 UE B R 28 24 ) B 20 AR b 33, SGX
T EAR A BT B %8 SGX AT, 4
3 gy F1— S E B 0. (3T enclave 1855 1 ety
12544 ). Bk 2 K e & 35 4 Intel IATE AR 55 TAS, HH
IAS gﬁiﬂio-teea #2@” =(b,0 e, T1as)5 /ﬁ\:EF' be {0:1}%‘%
IR A oo B RLIE B IRAESE S, orias S TAS X b Fll 0 1Y
B IR n i S X R B e B 24, BN ety
ERPEIE. B T all g — A% 4, Bies A AT
BEAE B R, R PRI R TAS SRR . %
T4 1) SE B AE B 3 1) “uploadHash” PRELH, 24 56 4E i3
B EREIS , B AR S ety AT AAIE.

Contract Wrapper

1: On input (“create”, participant):
mapping(uint=> string) public hashStorage;
mapping(address => uint) public deposit;
Set deposit[participant] := 0.

2: On input (“deposit”,$deposit):
Assert msg.sender = DO or CS;
deposit [msg.sender] :+= $deposit.

3: On input (“uploadHash”, ctrash, dia,t = (b, Otee, 01A)):
Assert msg.sender = CS;
Assert the signature 7;
Set hashStorageld,,] := cty,,.

Fig.3 Smart contract wrapper
K3 AR AR

WAk, H T DX HeE B AT R 22 5% 8 M, AT LAR
72 A A TR AT i s 58 B (R A5 S AR 4 T B Bk
Hed, BT BAE G 4 AT DA i 4. — B
X e TE 2 W, D) AT LA Gk P SO s L AT AR, A
T A5 FR AT B T 28 0l 22 U & Ak, R R AE A
T SEIRAE E 3 B9 “ deposit” BB

BN 22, DCHUBEAE S (5 AR 4, #OH T A7 5
PRAFUE . 50Uk S AR, T4 B ] {5 $AT BR
BARUEA TS5 R i — 2D e k.

4 RERBMZEMEST

TEARTT R, B e BRSO R LR, ad
2577 L B B Al A4 2 A B R B9 45 A A1 B R v 7
. 33, 4 7 R B AR R B A bR, LLCH:
T . fe ), 4 7 S8 0 22 S PEIE .

41 ZREHER

1)CS. fBist CS & e i 71, 23 38 <7 2 )y AT
1 — R AR, AN 23 8 IR R dls s B AR Y
AT EHJE ALY, A B EUE TC B MR B 4 58

e, LRI KR 5 00 B . JHARCE U, B 2 st
Hi A7 it FH P B R0 3R A A At o oK DL S A TR SR, R 2
2 R M RS B B id, (AT RE B A T —
AN B BE, AF R 50 B PR A 56 i i A2 SGX Hp
DA B3 2 A 5. e A, =i 2 AT Y, S0 P
BB T A 24, DA PR O S

2) i () 15 . % e 2 i A 14 A BRI B3 )
AR RE T, A 1 AL, FRATIN Ay s 0 52 48 J2 Ik
Sy, EATR H OO RS A C i EUE T 15 3
B 0 8 AR AEABUE ], AR B Y = A IR 55
RGF AR, R ENIRBEA R84 X
T3 58 Fin e B B AT A 55 ) s DL AT A 0 AR B9

3)SGX. fiist SGX b Hi%e ax h WU % 4 iy, Wik
H IR E AR SGX 1Y B 3 5 5 SGX 3¢ .
)% i B B4y T SGX il {5 28 B & 22 a1, #E
AR ] YA A b, R SGX A B ikl
LN ABE RN EVURATER, I LA RE1T A
AN HRAE R G 2R HERR R ) 2 B Wy A2 45
) SGX 15 & b, Tk # AT LAUAT: 2 Ml o o U A2 RNV 2
T PAT . s 0T LB B R IO 2 R, A R B
At NI B, I thiEk A SGX ML HIH R . AR
4 v (8 B A% i T A T 4% Hi )2 & 4> (transport layer
security, TLS) P18 45 22 4= 38 15 P 3k R A8 H 18] A 15
iy, 38 3K SGX A AR IAUE 5 7 A i TLS 7% #2445
£, 1] LUK 285 IAGIE Y TLS 3 5 J6 4% 45 5 #) SGX 1
enclave, M # & & 2.

4) X B (R X H B R 2 & A R(E A5 15 8
1, B R IE R AT R B T EE T fn 2 mT (R 9% BR
). B b RS AN REREEL . BT TR B AY, A 2 TR
BAP ARG BN B R RATA S B X st 2w
Xt

5)A A S vk A . FATTE T A G 0 1V ] A A
B R A DAy A B PR | R e A i), DL R
A i 00 B3 FAE A R4 00 5 R, AR R A A S
UE AR AR A B R AETE & T, AR A 7E o IR A
rP R 25 5 R S R A I 2 R o8 A X N, BV A A
LBV ), 2 WA, A5 R R R
S5 SR N e B )
42 =B

AR ST AR L BCHE 56 B VR IR IR 7 58 B TR 2 LA
T B AL R e e M 4 H AR

EX 1. BAAE. J7 S R B AL, 4 HLACY a2k
TE 1 5 B SC I (chosen plaintext attack, CPA) 22 4= 1
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T X AR AT DL Oy ST 558 HL Y 22 35 2K () %o
T A, A A BELEPRSCHRAT 3 18] D285 S b 25 B0A 5GBS
R S B N T i N N 0 e R -2 2 )
W TR e, BRI RE R

b=bvc =c:

(ssk,(mo,my) , st) — A%z (11) ;

(msk (mg,m}) , st) — A% (1) ;

{b,c} —{S «0,1};

CT; « 8&,.Enc(ssk*,m;);

CT; « 8&,.Enc (msk*,m;);
TEX 2. 588k J7 R R S REE,  HA IR
i — A A — 2 X AR T LS 7 BRI E AL
B 2 T U (R T A, A BT LA 200 0 M R 5 i
MR UE. O ELAR M U, A T EE L 3 NI
1 58 H MR S0 1) AT AR POAT B0 5 28 1A AT 45
Clasns LA B FHAMATUE W] 0 7E TAS E I BL S5 2) TAS KL
5 2B BRI o s TE RS RE G 29 1 B ER 3 3) i 5
J TE S 0 B4 A A7 5 U A BRSSO X 3 Wi
0 R 38 2ok 1), A B A% 150 W] 5 e M 0 I R Y X T
BRZHA, TILARIE N

(Pk, Pkiss T e data, outp, o) — A" (11) :
(ngx.Verify (pk, O sex, €ncl, outp) = 1) A
Pr (Z.Verify (kaAS,O'IAS,a'ng,b) = 1) A
C¥F .Lookup (outp) = TrueA
outp # Fyox.Resume (data)
43 Z=EMIEH

AT G XS 4.2 75 4 B 2 > 2 A BT Y 5E
WEWY, B 74 7 R & 2 P L2 3 i T I & R
22k Bl S 2 DM E B, AR g
AF B TIE B

B 1. AL RS AL AE Fop 09 BT A R FR T
51 SEJE IND-CPA %421y, IR 407 Wi e E XL 1R
() B AL

E B AR AFTE — AR 2 T ) (PPT) 1 %
F A S WL f J7 25 9 IND-CPA % 41, AR 4 3% 11T
DALt — SRS B, HLBE 08 Wil X ik n %85 55 1: S&
() IND-CPA % 4=k,

DABT B 1. 8T 4 Ll 2 D& sskdsif) fil
msk 5], B A KR IX 2 A28, LR B AL
PR E C I C A R4S IR [0 45 A.

2)PEAR. BUH ] 4 AR B2 A B A R Y oo 21
(mo,my) Fl (my,m) I K% G BRI C. C APk %
CT, MCT:, Ko {b,c} € (0,1} H.CT; M CT: 53 5 2 m,
Um0 X B % 4 1k SE% SC. SR G C % S CT ) Al
CT.Rik% B.

1
Pr ~5 < negl(d).

<negl(d).

3) 259 B B 2. 4 4k SR AR A B BE 1R RE R AT
Arif].

4)FEM . BK 5 SCCT R CT % 15 4 A F- 15 3] iy
b e B %y b Fil e A Ry H

5) B2

T AT AT AR RS B it SEHY IND-CPA %
MR RERRY 2 FhE O

DU H 4 W% T SE, i IND-CPA 2 4k, st &
Ut A REAE TE LR R b A Bk, HC 30 ek A 3 e 34l
U1 i e, TG AT Prib = b1 = 5 +e.

QU A W% T SEHY IND-CPA %41k, Wk 2
Ui A REETE I iR Uie otk i 3R Bk, AR PR AR % p 34 R
W, 2y e IR LTI Pric =cl =3 +e,

TEX 2 FifE 0T, B W% T SEIY IND-CPA % 4>
. i £

B 2. 58 B R Fpo &A1Y, HOIEFRINIE
PSR A0, AR AE R PR B W d T RA
TE A 0] B 3 Pk (EU-CMA) H A A 5 5 D8 2% 2 % 4
(14, B8 7 805 2 S 2 R I e e

IR FEE X 2 RMAE THFATERD
(3 AR, FAT 243X 3 TUAG 56 40 8 o8 B A R % 1ot
SEREPERE. N AT/ B0 X 2 L2 H i 3 AR
Ftig:

DX R 1, SGX &4t 1T —Fh g8 uE AL, PR IE
T enclave £ 65 M AT 45 SR 0T DL SGX IAIE. ik 4
T Foox Y Zpe, DT A 15 45 152 19 enclave X A5
encl 3% AT L5 R ourp 9538 1 SGX B IE, AP 4 X
IR T Foon 2 22

2) X 2, SGX ARV AETE — A Mk % 2 3 = B
[ (PPT) 1 & F- A RE #% 0k it Bt 42 11 7 2 (1) EU-CMA
b, AFRATAT LA — A BILES B, HL A0S 0k
i 55 44 340 D1 EU-CMA 22 41k

AP B 1T A4 K24 Sig(m)# iy
AR B m KL AR, B B m 1% b
PR CIHFNPRIR#F C bR 4 o, FFHE iR [1]
ST A

4Pk . B BEVLAE R — 5 A5 Bome, RJG M H8 45 A
AR — NS o, o Bm AR E 4. K5, B
¥ Cme o) IR PR C VERMAR, 58 T B AL

EEXTIRAT 3, B F A A LUE A 25 2 0 g R A A
WG AE, B — A oup (F HAE 2L JERS P A7 7E. IE 4
A LAY 2 FlA 00 BT A4 3% T IE B B4 ourp fii H:
WAL I ; BT A BA BRALIEH Y outp B 1L B IE.
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@ BT 47T VLR AL TE 58 0 outp, X AT 8R40 2
AT BE, —Fh & outp FIEHA ) data %533 SGX 1B 15
Nk 255, (Al F 4 TR 2NEH Y data H Fo
S A, RIZAE A AFAE. R, A BUASIE. 26
2 PR outp NN IEWH Y data 2233 SGX 11445 F1E#)
(1) outp, (H T Fop B LAY, BIIZAE LA 1T

@ outp AN 2= 1E W) data, 1B 4533 SGX 1515 5
() i B 25 SR ourp T3 SR VT LLGE o B0, X B R E outp
J& HA data 233 SGX THRE R EE R, BY, FH P Al Y
BAE id 2 wig, TTECT A 50T 55— id 9 ul, W IE
BE. &3 SGX A AT (Y 1E 1 45 A W] A AT L) ok
1F R AR B E, B Bt T 1Y id R B A
(W A (E, T A Bk o, e id 58U —— 40
I H 1 T SGX 2> B iF iy i A B9 808 5 id B9 %)
NEREFR, HIET 4 Joikil i SGX M5, 15 A #)3t

G55 outp. I, G UANFETE. R T A S UE 4%
A, NIECT 4 Jo i 5 1R 1 outp il 3 1
UE SRS UE. R, I DL ARIE.

25 b, SEREEARE. iE .
5 SCIGTEfh

51 SLIRINEE

h T VEAR O R T AT R S A, FRAT S T
HEM— DR RS, SRR SR T Intel”
Core™ i7-7700 CPU @ 3.60GHz (%) fIit 55 & AT A 40 1%
iR 55 #R B & T 16 GB WAF . 4 MW FT 8 A~ 48
¥, I 3 HF SGX 1247 T Linux Ubuntu 20.04 #: {E
Z 4. T AT Intel SGX SDK (ARAS 2.21.100.1), fif
H CHmFRE S 34T 7 SGX B T & Bl & 5
J5 #1955 — £ B4 Intel® Core™ i7-7700 CPU @
3.60 GHz i1 5 #L I [A] #4247 F Linux Ubuntu 20.04
BAE R G O S K B 2% 551k 128bit % 41
(1) AES-GCM Jil % 55 1k, W3 A 5315 O SHA-256 B30 12
{# | Ethereum F11 Fabric Hyperledger v2.4.6 £ 7 JiK JZ
%, 3143 918 I Solidity 1 Golang 15 5 4T T & BB &
97 & KRS 577 F CS SR AEFH 28 TCP B it AT
BAE, [ FH C++3FEFH %€ socket SZEL.
52 HESHEXLE

FEATT A SOy 52 5 Hof T S8 AT . 3R
AT b 32 it A 1T 2 A0 7 A7 A AN 60 2 A4S B B b 1 35
SRR L R R KD, R B S AR SIA
s 2 B BUX IR bR 2 1o 5 A A Sk vk a4
(DR P AR S 48 5 At FE Y B n 3% 3 TR

HE T AN TR B9 7 S8BT S L AT o A L R )
A A TE, BAV AR FFEEATT R AT — A ] L
LU A4 RN BEAT LU, TR I s 41 T SR AR I A [] 1Y
AT H FIAT B B, e LRI BASOT7 S BT 4R /Y
4 IS R BE Sy B epr . T LR B, 7 307 58 A S ) A 2=
0 F) 7-fif RS E 2 A B BE P B3 58 52 % B 1 55 000
RN LR B 2 HBOEC. i T T A4y 50
B A, FLART AT A 4R 00 )R] 52 2% R B S RO ] 2
AT O (1), X R AN Kds U 49 K, A 4 5
U A B4 47 R A £ R4 P 5 64 N (] 2 1 A2 B9 1A
LR AR T HA 9 77 58, A 307 SR AE B A% HBUOR
A OL T, A AR B AR5

Table3 Computation Complexity Comparison of Data
Integrity Check Schemes
R3 HETEEREARITEESREI L

ity ] =
%
FhapB: BIERTE: PN AT e
ESWIES o() o) o) o()
k[ 5% O(logm) O (logm) o) o)
SCHik [2] 0 (m) 0 (m) o) O(n)
SCiik [3]1 R O(m) O(m) o) o(l)
SCHR [4] TR O(m) O(m) o(l) o(l)

53 Z= Bt iE) FF 5

=V A5 A A S AT IR B APAT A SOl B b Af
A ANGSIE 2 A~ B B A Al A5 UE B = AR R X e 2
15 T VIR AL B B A0 8 72 DA UE 33 A2 VBN 15 A SGX
Je TR AR, T T B R A A S A B R I 2
R RATTAEE 4 FELS thah T AS R B i T ax sk
2o BRI SF- 4 I B) 4. FR AT B SR B R
1 KB, % J&A [R]85 2% B AU D0 R = AT i if
V] FF45 . B 5, i 00 R0 2 A0 34 4 3 R AT ) B ) 4R
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structures at the client side in the storage phase

B 7 AEAHRET Bl 2 Rl A [RIBE St AL B It E] T 59 L

rea iR ]
35000 — e
30000 |
2 25000+
E
B 20000
=
= 15000 |
10 000 -
5000 |
0 A1 .
100 1000 5000 10 000

Hidli & /KB
Fig. 8 Time overhead comparison of two different data

structures at the client side in the verification phase

8 URIERT Bedm O 2 Bl R K 44 H A I TR T 6 L



BHUKSE T 6] R G A Y A 3 SO e R AR T R

2479

BOHE 250 SR 5 AR S5 R B 2% B0 2 b 45 4 43 i
23 (). AR A S o B A — P A 2 I B S5 4, T
RES V0 B Al 25 5 | T & S 8055 25 R T4, 3 s [i]
FEESZAR /N, DRI TR AT 220 W 33 8 43 4 A1 114 25 i) I
BONEGEREE, ATIAGA D uE a7 2 A
P2 A7 it B3 2% 256 bit (19 8504, 33X > 25 [ F 85 4 L T A
RSB ON) £ 15 S PNTEA

| &3 ALY ]
300 000 —
250 000
)
%g 200 000
K=
= 150000
H
100 000
50 000
- K
100 1 000 5000 10 000
HlE 52
Fig. 9 Memory overhead comparison of two different data
structures
B9 2 FASIRI B 45 Ha 1) 2 TR FF RS % LY
55 #& EFFEH

X HBE AR FHJE S T AR AT A5 AT 3R B8 77 AR 1
UE WL, O 32 f 15 A1 i, B2 20 AT 9 5 AT 96 3iF A 4
SR, DX B4 5K A e i 258 AT 2 2345 e P e I 9.
I, IATEIA T 2 2R [F 1H X B4k Ethereum Fl Fabric
HAE R T B2 DX S 2, DL R AG DX B 5
R )P RS2 L X 2 b X B 1 S 4R BB A 24, AT
ATDASEERH P B LS AN AT &, Do 2 & =X
SRR P R FRATTAEIX 2 A X e b #5995
BT3RS Y, IR SO RAEEX
Yedie B ITES. T LUK BT — M4 gas Y48
TEHLHI RIS Be & L9 04T T A6 28 19 53 g, DN 45
S RLAE By B, R 3 Sk i 4 B AT DLt b ) T
BRE A AT B EE LR TR IRATTE A M
T LUK Y RLE, A X K Z AU AT AT s 2k, I8
ETHRE RS Y, e LY E M YT (2024 4 5 H
28 H) B4 16 Gwei fE 22 5y 3. & 4 JE L T %A
REA LY H P BATRE O, FTLLE 2, B T AIE S 240
gas HFERL =, A& L0928 5 T b T — 3R
gas 1HFEFR .

Fie G S W] TR, FoAT IR AR 45 T BOA T B
(¥ Fabric #A5E, JF#0F T HRATHI B 20, /% 5 h R
T AT 2 8 AT S5 . W LU #, Fabric
(1 P AT 1] [H] LY Ethereum ZERR £, X2 H T 2 KX

Table 4 gas Cost and Transaction Fees of Different On-

Chain Operations

R4 TEEHIRIER gas HREMZSHH

e gas JHFE 25 3R/ETH
ContractCreation 715 945 0.01145512
Deposit 26769 0.000428 31
UploadHash 241511 0.003 864 17

Table S Time Overhead of Different On-Chain Operations
on Etheruem and Fabric

% 5 A[E9E_LIR1E Ethereum 0 Fabric BB E1FF5Y

PElE Ethereum #Ef}/s Fabric #&H}/s
ContractCreation 10.7 22
Deposit 7.6 2.1
UploadHash 11.4 2.6
Pt o7 6 10 BOA DCHe i ] 3 B0y, B A8 5 plolless

BB I BRI, 585 A 5 HOE 6k, N % [a)
5 IXCHEE IR R F & B HE B B AR G AT RUAR 95 P
PR 5 2K B AR I A DX R R R R, L e 9 A ik R
o FY) DX B LA iR — 20 i i AR
5.6 SETRTM

3 S 6 AR A R T BB AL AR A B dls, JF HL
WE B AR AR 1 KB, O T 3 s 8008 1 2 RE 1, 3R
{1k F MINIST %idfe £ AT 5250, 1% 4008 5 41 O T
Bl S IR i A, H b P EE A A5 10 000
B A BN, B R/ 7657 KB, o Ai143 4 383
% 20 KB 1 192 %% 40 KB {14 B4 AT 52 565 Y 2ol
AL F 60 000 P HEA KR, BdE R/ 45 938 KB,
B4k 383 4% 120 KB A1 192 5% 240 KB (144415 10475
5. 3 6 s T MNIST $df 45 A i o) JF 85 5 00, 7l
BG4 S ad U A A4 A A R AR AR A 2 40 A
A ) 1 B i /NS R, AT A BT BRI S0 A T I
1) 2 52 B B 408 /N S e DR Ok, A T ) S R

Table 6 Time Overhead of Each Stage of Storage and Data

Integrity Verification of MNIST Dataset
% 6 3 MNIST i EH#TEEMEE T BHIRIES B

3t 0] a g1 B
ARIFI Y B ] MK 4 e % e
H /s 20KB/% 40KB/%  120KB/%& 240 KB/%
FEGE Y BE TEE $dT
iy 1278036 1760142 3729707 5396273
IIERTYBE TEE $4U4T
o 830041 1312147 3281712 4948268
TEAHRY BB 1 74
ol 1207 1109 1152 1064
% ‘1]£§/\ ”L‘ﬁ‘
LB EEXJIE K 920 1002 993 1029




2480

AN S %R 2024, 61(10)

B o3 12 S HEAT = AR, BB SR, T
AT PR BE AT B (8] 23 BE A, (R T A 0 I B &
FEORT U /L. B2 B S BN, AT A AT PR BRA T B )
SR, R B 0 B S A G 1S .

SCHR [4] 7 S A7t B B R T 53 B VR 95 K B
BRI T AR LR B UE B B R ) ik
K E B4R 0 H2R ] BECC. BA S &4 S H/E. A
A7t RN IE B B 9 1158 32 Bk H T A7 6 B RN 56 0F
By B AT A5 ST I8 o i o F SR AR, i T T AR AT B
B AR 0 SR, FRATTR T T AR R st 18] 42 2% B ARG
AES il %% 5 ¥k 1 SHA256 M5 4. [# %E 1 KB Y 54 K
ANIE 2 AT FEHEAT IR )R A X e, An g 7 B R, ]
PLR AR SCT7 28 B a5

Table 7 Time Overhead of Different Schemes in the
Storage and Data Integrity Verification Phases

R 7 AR RETFEBE TR M R A8 B T 44

Wi Tt Bt /ms IUER Bt /ms
SCik [4] 15.065 0.320
ES'YIES 0.719 0.271
6 i

AR SCHR T — T S B I 56 A A T [6] 52 PR i 1)
B KO SN ELAT % 2 R A BN S B 56 AL A
i i 51 ATE AT BB, 16 Ff Uk B [ FA A7 4 1) i
T, PRIE T 8Os RE A8 78 R {5 PhAT 30 85 b B s b
A S8 BEAPE R B UE B, AT PRI 25 77 % A 55 v L fE S
S HLAF Al BOHE, TG IR EAT AR AN, B ST X R
R A A A S ug AR, 2390 D A AT PR A IR
WY i A3 P15 A DA L% 418 i i 00 58 45 F) S0 TR A0 %6

AR TAR LS 3 A D5 & e, AT dk kb
FE G T MR Al A5 B 8 0 R dlE o2 BRI U7 R,
FCTR]RE BE 6 76 B AL PR 97 RO AT AR T, SCHF 22 U RIS 58
TR HU, 2x ik — 2D R 5 DX HLBE B P RE ) R, =5 i %
R DX B B AT Sk 9 s ) i 4 3R . Fi e, 23 5 I AUl
R 22 Ik, S O R 2 00 fif 74 8AH B 14 3 B A
frf it

TEETTBKAE B 3ok 5t 7 K09 SE I Aw ik L3R
B XZZ A HRBET T EERFEET T HH5 XL,
FRoRAFe B AMAE I FE N R A%
S5

(1l

2]

[3]

[4]

[5]

[6]

7]

[8]

[9l

[10]

[11]

[12]

[13]

2 £ x Wt

Li Jiaxing, Wu Jigang, Jiang Guiyuan, et al. Blockchain-based public
auditing for big data in cloud storage[J/OL]. Information Processing
& Management, 2020[2024-07-16]. https://doi.org/10.1016/j.ipm.
2020.102382

Garg N, Nehra A, Baza M, et al. Secure and efficient data integrity
verification scheme for cloud data storage[C]//Proc of the 20th IEEE
Consumer Communications & Networking Conf. Piscataway, NI:
IEEE, 2023: 1-6

Fan Yongkai, Lin Xiaodong, Tan Gang, et al. One secure data
integrity verification scheme for cloud storage[J]. Future Generation
Computer Systems, 2019, 96: 376385

Zhao Quanyu, Chen Siyi, Liu Zheli, et al. Blockchain-based privacy-
preserving remote data integrity checking scheme for IoT information
systems[J]. Information Processing & Management, 2020, 57(6):
102355
Babitha M, Babu K. Secure cloud storage using aes
encryption[C]//Proc of the Int Conf on Automatic Control and
Dynamic Optimization Techniques. Piscataway, NJ: IEEE, 2016:
859-864

Seth B, Dalal S, Le D, et al. Secure cloud data storage system using
hybrid Paillier-Blowfish algorithm[J/OL]. Computers, Materials &
Continua, 2021[2024-07-16].  hitps://doi.org/10.32604/cmc.2021.
014466

Sarkar M, Kumar S. Ensuring data storage security in cloud computing
based on hybrid encryption schemes[C]//Proc of the 4th Int Conf on
Parallel Distributed and Grid Computing. Piscataway, NJ: IEEE, 2016:
320-325

Morales-Sandoval M, Cabello M, Marin-Castro H, et al. Attribute-
based encryption approach for storage, sharing and retrieval of
encrypted data in the cloud[J]. IEEE Access, 2020(8): 170101—
170116

Yu Yong, Au M, Ateniese G, et al. Identity-based remote data
integrity checking with perfect data privacy preserving for cloud
storage[J]. IEEE Transactions on Information Forensics and Security,
2016, 12(4): 767-778

Ping Yuan, Zhan Yu, Lu Ke, et al. Public data integrity verification
scheme for secure cloud storage[J]. Information, 2020, 11(9): 409.
https://doi.org/10.3390/info11090409

Zhu Hongliang, Yuan Ying, Chen Yuling, et al. A secure and efficient
data integrity verification scheme for cloud-loT based on short
signature [J]. IEEE Access, 2019(7): 90036—90044

Garg N, Bawa S, Kumar N. An efficient data integrity auditing
protocol for cloud computing[J]. Future Generation Computer

Systems, 2020(109): 306-316

Fan Yongkai, Lin Xiaodong, Liang Wei, et al. A secure privacy


https://doi.org/https://doi.org/10.1016/j.ipm.2020.102382
https://doi.org/https://doi.org/10.1016/j.ipm.2020.102382
https://doi.org/10.1016/j.future.2019.01.054
https://doi.org/10.1016/j.future.2019.01.054
https://doi.org/https://doi.org/10.32604/cmc.2021.014466
https://doi.org/https://doi.org/10.32604/cmc.2021.014466
https://doi.org/https://doi.org/10.3390/info11090409

UK AR T I B Ak R A B A 3 R B e R e Ty

2481

[14]

[15]

[16]

preserving deduplication scheme for cloud computing[J]. Future
Generation Computer Systems, 2019(101): 127-135

Kurnikov A, Paverd A, Mannan M, et al. Keys in the clouds:
Auditable multi-device access to cryptographic credentials[C]//Proc
of the 13th Int Conf on Availability, Reliability and Security. New
York: ACM, 2018: 1-10

Wang Huifeng, Li Zhanhuai, Zhang Xiao, et cl. A self-adaptive audit
method of data integrity in the cloud storage [J]. Journal of Computer
Research and Development, 2017, 54(1): 172—183 (in Chinese)

(F 20, 280K, TRIGE, 8. 277 fifi o ROl 78 86 1 B L o O
0] TS AR, 2017, 54(1): 172-183)

Fan Bin, Andersen D, Kaminsky M, et al. Cuckoo filter: Practically
better than Bloom[C]//Proc of the 10th ACM Int on Conf on
emerging Networking Experiments and Technologies. New York:

ACM, 2014: 75-88

Han Bing, born in 2000. Master. Her main
research interests include trusted execution
environment and data security.

ok, 2000 4R A AL EEATSE T 1A S A]
fEPATIREE | B4 4.

Wang Hao, born in 1996. PhD. His main research
interests include blockchain and  privacy-
preserving.

E R 1996 4L L RN N IX
Ptk AR,

Fang Min, born in 1996. PhD. Her main research
interests include blockchain data management, tru-
sted hardware, and privacy-preserving computing.
T8, 1996 AR AL . RS ) X
POt R A B AR RE AR B AL IR T

Zhang Yongchao, born in 1994. PhD. His main
research interests include network traffic measure-
ment, graph stream analysis, and network security.

oKk, 1994 4R 4 1 . FFATSE )5 A N R
LT QL - N S BT T L 2 - o

Zhou Lu, born in 1990. PhD, professor. Her main
research interests include blockchain, cryptographic
and security solutions for the Internet of things.
B Bk, 1990 AL T L, Hag. LTI R
o X HLEE | T 2 R IR T 22 A A e O R

Ge Chunpeng, born in 1987. PhD, professor. His
main research interests include information secur-
ity and privacy-preserving for cloud computing,
blockchain, and security and privacy of Al
systems.

BEEMS, 1987 4EA4. Wi, #UR. EER I
F P B E AR RY . X Pt
AL RER G AR FA.


https://doi.org/10.7544/issn1000-1239.2017.20150900
https://doi.org/10.7544/issn1000-1239.2017.20150900
https://doi.org/10.7544/issn1000-1239.2017.20150900

	1 相关工作
	2 背景知识
	2.1 可信执行环境
	2.2 哈希函数
	2.3 布谷鸟过滤器
	2.4 区块链和智能合约

	3 数据完整性验证方案
	3.1 参数设置
	3.2 系统架构
	3.3 数据和加解密流
	3.4 合约设计

	4 安全模型和安全性分析
	4.1 安全模型
	4.2 安全目标
	4.3 安全性证明

	5 实验评估
	5.1 实验环境
	5.2 计算复杂度对比
	5.3 云侧时间开销
	5.4 端侧开销
	5.5 链上开销
	5.6 总体方案评估

	6 结　　论
	参考文献

