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Abstract The evolution of large language models (LLMs) and Model Context Protocol (MCP) has facilitated the
development of various MCP servers and tools that extend LLM capabilities, allowing LLMs to interact with external
services and content. However, these servers also introduce new security threats. Specifically, they are granted
privileges to automate tasks such as email processing and cloud infrastructure management. Due to the inherent
instability of LLM outputs and their susceptibility to manipulation, attackers can exploit LLMs to illicitly invoke these
tools, causing severe damage. Therefore, the analysis and control of privileges for LLM servers are of paramount
importance. This research designs an automated analysis framework to analyze MCP servers and their associated
tools. Through static analysis, the framework identifies the privileged APIs called by these tools and their invocation
methods. It then categorizes these privileges based on their sensitivity and corresponding behaviors to investigate the
current state of privilege usage. We collect 1 609 MCP servers and conduct a detailed analysis of 200, revealing that
each server requests an average of 40.74 privileged APIs. Furthermore, a significant 52% of these privilege validations
rely on API Tokens and passwords, which fail to adhere to the principle of least privilege. This study calls for
developers to implement stricter privilege controls for MCP servers and actively explore more secure authorization
mechanisms.

Key words large language model; Model Context Protocol; LLM tools; privilege analysis; static analysis
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Fig. 1 Illustration of interaction with the MCP
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Fig. 2 Flow chart of the empirical study
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Fig.3 Line-of-code distribution across MCP servers
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Fig. 6 Authorization method distribution across MCP servers

Kl 6 MCP IR G547 20041

DAL, B, B 42.5% ) MCP Ik 55 #5 1%
A AT W AR AR SEAAT Ry, AR A B3 )2
T BN o ELAROR UG, MCP IRz 55 i B4 3 Bl 15 31 10
JEH AP ORI A C AT 15T, B AR RO LA R
— MCP Jlt 45 #% i T HLAsf, Hov 200 i =X 4 e
W P R o R, P R AT R s A AR T 3
Tt B 52 B, 5 31 7 TR) 8 ) MCP IR 55 44 B AT 8 A
K AP HATALFRAT Ky o T 1 T K MCP Ik 55 a3 1
S T P R L AL, E A7 AR b S 2 T RN N R 45
YE4E, MCP Iz 55 i 55 [6] T 045 F0 T A ] A RR , 2
B P R AT T, BN T A R AOE B
R, (B A VR B 2, A P R AT B2 LI 0 W e
HHEARS T MCP T H A9 KL D 665 8, YLLK B
MCP T H 1 SEBRAT A, Joik AW AR 45 2

2) Token AL M 6 W[ LIFE H, HFik X
J Iz A% R W B2 A 7 X S 3 AP Token #4782 4 o
X E B T T Token M B AUZ ST MCP il 55 %%
M TTHIF R BARRER 7 58 o 4T EW IR 2R
H API c # 5 T Token A #2AX J7 2, Wi H 77 22 42 it
MCP J§ %5 #% — > Token, /75 B 1& it API 4 iR 55 o7 ,



TROR A B0 RIE F A MCP IR 55 P AN BRAE P A SEIERTF 50

1187

ST LLSE B MCP Il 55 % (9 F & FB 2

R, i F Token Ay H1 3 5 45 Bl # K 61 T 2h i
B, X4 Token ARG 15 B AR (AL PRAT . 40
KA R 55 fo 4 P 1 A4S Token 38 FH BT A Y API
PO, X R E 1 Token M AL H 528 F T MCP
IR %5 %5 KA TCARAIR, 353 T e /MUBR B0 . e 4h,
JUEFR 4y T 1 234 Token (4R PR 14T — 2 T2 5 114 Jl
4%, W GitHub 236 28 FF FALA 1Y 6 2 0 TR AL, H
1 F Token HI il BB, K P 4R 23 S B B3 P i I
K ALBR Token, HN7E GitHub | HI 3% 7] 5 18] BF A 4 J%#
(1) Token. [RIHS, Sk 17 J5 (6, FH P 43 A o % i K 1A
A LAY Token, 3% %6 ] 85 F fin 4 of 7™ H 14 A B ik %
R o F 3, B 9E 3 B4 % B R T 4 2 s AL
FR Y GitHub Token, 5 B Ui #7¥ H F BAAA € AR
i 1 B A FFO R, T ARSIt R

MR L A9 AT, AT 5T & PR, FE F Token %
AOHL Tl J 309 P9 AP 2 32 3 A B2 7 3K, EL L0 e XU
R EA SR Z M KE WA RFHEX K
Z M55 ATk, H ATk R OEAg, 41 XN Y gk il ik
B WO KS 4189 Token, FR i Token A7 2L B 6] o [A] B,
MCP I 55 7% th 75 B2 s & S0 59 B 9 ML, 1E 47 &40
A A B A5 4, 1 O LA e o 3 R B R L R e B

3) BEASEAL o BB AR — 8 43 B 12 R0
AT AE i FH (0 B2 A5 2, 08 S A 3 5 A B85
BRI . A MCP IR 55 25 v, 154 3 40 IR 55 25 o) Ak
T B FAL, L E P W A, 8 SR X
(14 7 B R 55, 2 B HL B4 T 4R MEALRR o 1% Tk
WA, 5 TEN LS. (ARET K
JUE RS UEAT B AL, U B 0K % MCP il 55 2 S 48 T %k
ST AR, T T e/ NVBCRR JE I, R A K
o]

285 0 Hr, A 94 MCP IR 45 2 fdi I 7% 07 &,
HEEG 2R — el FHPZ 42
BN BRI RAR, SO TR AU X
S Bl 3R R Sk R T 0 R R IR
55 HRE 25 B ALY FE Ay | SR MEAT TR AL B, X s
TORER S ECIE ] MCP IR 55 g EAT A Sh ks .
Iy — 7 1, B P R 4R IR 45 MCP Ik 55 #% 5 , MCP
I 55 # AEA LA WA SO 5 20N A AEAS |l , AR B
K2 4 R, 27 B A T80 5 MCP iR 45 7% B & i
TS 3005 B R, By A T AT ST A S 3RS
o7 A 1Y) A AR, 32 7 SR 0T AL BTz 2 A2 1
BROTE .

4)OAuth $2HL ., 47 MCP #1 X A N fie £ ) 2 4L
FAR T Al OAuth HESE AT FE AU SEAL . HA
O VAR, P it AN R T U7 0] O IR T A Y A2 A
BRI S BRI 55 25 I — A AL
AN SR, &P i SR KA B RO Y A R R T
KBTI MR 55 5 b A EHE , B UR IR 55 4% Bk 4 WA 2L
Ja AR VR . R4 R R U UE A b ST i SR
PR 55 4 v] LAAR 4l L3 3K, 42 7 11 B 4 Bt g /D
FIRLRR o HLZ A M R A B, 5 KRR B b I T
AR 825 1) AU

JLE OAuth 8 TA S 2l 400 i 2 AU &, B
JEARWEGE R HA 6 4~ MCP IR 55 #15 Bh & dE 17 AL .
XS R A 58 B (4 OAuth 2.0 HE R ER IR 55 7 SR 4L % 17
(B AIR 55 3, 3K T 0 B0 A IR 45 b A7 K st ,
RE KM TR, Wik, X TFREZME KD, FEEH
FE B 30 2 1), SR FH B 87 BRL 1 4 LA IR J7 = (3] n e 25
f’) API Token) . [R]H}, J&45 MCP # X 7F B & 1% ff
JH OAuth, {H X Sk 3 2 (1 it T4 525 78 iR 55 $2 44 i
AEAE X, W An o] i — 2D 4R 0T AR — PR

S)H MR, BT UL BB BB X225k, Ay
#B 4 MCP iz 55 i & T HMURE B B2 ALHL I . 1 AWS
FETF & T 2 4= MCP il 55 2% )5, 3t T H = IR 5 &
G50 ) I AE SR, S MCP IR 55 %% & 11381 T B2 4L
BLH, H MCP IR 55 2 N 2 5 = IR 55 W L6 42 T
FEE YRR o [FI, 7EFR 70 2 2MOCY 5, AWS R
SV MCP IR 45 28 94 FH AP #E47 %504 00 58 b ok, 5 HC
PR MCP IRk 55 2% HBe & s A 55 AR, A 6e
AR FH P B0 o 330 S i 1 Ak e ASBR 4% AE ZR AR
A &4 b BRI 7 MCP il 55 #5 BOACRR o 2R BLEY, A3
AL R RS A AR B AL, XAl
FH ) MCP il 55 4 AT RURR 45 1 o X 2807 B h = IR 55
JTRIER X A BT Kk, B R 0 A, BAETT IR
MCP #t X i, FF & # 3E LLAE oAl b 5 T4

SLVB R, 1E BT MCP IR 55 &% h, #ad — 2 DL
AT T RAUT R, X — AR eI P
FeA 7O R ALRR, I — J7 I AR R A X E A By
() 2 4 TR, — 5 B JEE O 78 R AR ASC B 1tk 2% 108 XU o
{5 T % 0B, 58 4 552 B dee /NSRRI A7 A 5 Kk
ek, 75 B R AL X A b [ HEE

WFE KB 4. 4 HT MCP Al 55 %% (4 42 AUHL ) LA
FUZ UM EE T Token IAIE N 32, B2 AR i 2
P ARATS 7 HE 5 fi A F 3 5, T A0 Dy o AR 52 R 1Y
OAuth [ 7E IR 55 25 v ¥5 b, HE 4R - B2 A S AT 4
LA R S S /INASCRR T 0], ol 45 56 B A BR 7 4 v &



1188

HENTR SR E 2026, 63(5)

FE45 MCP il 55 i (¥ [7] i, 45725 2% it s (i o1 5

ARG K B, 4G MCP IR 55 2% 4L X 1E Ak TP
Pk, ThaeE 35 H 25 2, ML 20, Jo 2N
MRS 5 Py ) P, I RSB A B EM . BT XX
— PR, A SCHE ) LT ek i, DU i MCP A= 3
R e i

T, A A B 43 B9 d /IR RR J O] 5 i R
A~ MCP IR 55 #5 DI RE S 22 B o T & 4 s sk f i) 4R
Bt 22 ) e B B IR 55 A%, T & TR S DI RE Y
Ik 55 % S B o B BRURE Ao v %) TR BRI e —
WAE T R s AL BR, 3 B ik B A9 A FR 22 5% ] e i 1
T E R, BN R, NS
Bt Z e B G BB T B S 5 fr kT A, B
1B Bt 5 R AT AR B A B 8E LLM, 32 1 A
FH G & SEHERE IR, FEAIR MCP IR 55 45 8 250 19 RS .

LYK, T ] BB AR 0 2 A S AR R A A
FERHE o Y AR AR U 2 T Token 1Y 284 )5 2.
AL A BT E T e N i, Bk A R
ORI R A B, ST E A Y AR, A
Token; [A] B 5 J& B 8 P 03245 #3400k B Y
AR, PG B9 AL BRI 43 850 ez BN 0%, 4K,
B H EH TR 2 i RBARLIK 3 (1) MCP 3 5077 16 1B 3%
(%4 R L. —J7 T, HETARY MCP il 55 4% 32 K
BEAL IR By, TR YA B i {5l = N 2R 11 42 4 1] B g
71, W oy Z s T ATt s o5 — 0, NS, B e
R B2 o i B sk A FRAE 1, BB HE1T B R 41
b, SRR PR A 3, DRt 12 48 0 Rk EE S A
A A A, K A T ) A BB AAS 1 AR B L Bl S AR AL
B K 2 AR ok 1) FEE 5 5 1) o

6 WEBERSEB

TE—ERRE L, ARG R A A Z BR T2
SR BT . H AU 200 4~ 4K Star 20 KT
20 () MCP Al 55 #% X H: 8 000 431~ AP 3% 13 F wE 17
TWREE S BT, AT R RO A 2, BV R fig ot o0 7 75 4t
DX R I K AN 8 3 L T BRI /NI
T, AW i — 25T A SRR B, DX
B Z MCP il 45 #5647 5347

A, B AR Python A1 TypeSecript & 3E T 41 X F i,

H'E F T 424 Java, Go %1 & (1 MCP iR 55 #3 T & -
BEM, HOA K5 T 855 89 Ik 55 a5 .
BT 8518 5 A o0 i T A9 35 TC BUAS 852, AR B SR
AL E HALE F I H . 72 LRI B, AT
ZZH MCP Ik 55 s 0 5 B AE 1 — 8 i, iX &
BT I R BRI SRS B B AR R
BRI, Java & 9 H T 8 5 AT Java J5 i R 456
5 BB A 1) MCP IR 55 25, DA 52 80 B 40 %) 4 R 3% 2% 5 i
Go 1 5 W 2 LTE = Ik 55 B AIE 35 & A 19 B 7 MCP
IR 55 4, BB AR A Go 2 AR AR i I & AT BA BT R o
SR, 5 T 5 18 5 W A8 03 B ORI I 0 Pk A, A ()1
R Y 25 S BOR A A TR AT R R A8 T 5 T
K, WA SR B B B 32 G o A 3R S 7 ) MCP
R 55 % o Ak TAE T3 — 229 R E A TR
I e R DA 5 O 2 g R TE NI A T VAL 20k
FIREGER T LN

T, TENRSS 25 50 BT FA R 43 B T f v, 15 A7 340
W IRG A2 PR, Al e S 345 w2 . H T Python
1 TypeScript Y9 8 h & RANE T, T IZ A 1E 0 h &
PECU B . 32 ok B0 A X 8 FH 1 B R o T
e %, AT e 5 B0 4 R BUHE BT RS B AT . 22
Ik — R, ABF SR T R AR AT EOR, 7R
PRAE 53 BT 880R 1 R B, AT g A8 2 52 4% 1 I F I, LA
Ui/ T i KU o A8 F 43 43 A BR T, AR ST AR LLM
HEAT TG L2, BERYIE TR (1) 4] 5 [7) 7L AT RE 52 el 235
MRG0 B o BT 28U, AR B SR R B T £ HE T R OR
W o — 5 T, 38 A A A E T A AR O A
(RAG) it 8, BRI L Se it | Ko i 1T SUfF 8
T3 —J7 T, >R H 288 A2 CEHIE S 2 YR FE R L
il fe R B B M 2% i B LA T3, JFECA N T AT,
B DR A3 AT 25 A A AT Ak

WEH LLM S S0 AT & 2% 19 B S 1 A 55, MR i
Z i ik MCP 5 403 T R 47 52 ., HAPR Al Y
2R AR . AT G Y 1609 4N
I8 MCP JIg 55 %%, I x5 Horp 200 D EEATIR A 20 #T, R 48
PEdbAE 7R T 24 HT MCP iz 55 i A1 T2 AE AL BRAE B 5 1
FAERY 22 A B o BF5E & B, MCP IR 55 4% )12 i
TRAEVIR . TT R TRz 55 48 B 45 o KU 7
i, X8 T HAR R U E R DIREAE U &, B
B 55 s 98 A A 40 AR 8RR APL, BE— 2501
Br R B, 3 46 i 55 3 o ) 1 R AR A R A 4 AT



TROR A B0 RIE F A MCP IR 55 P AN BRAE P A SEIERTF 50

1189

T2 AR B RAE ORN = i 55 4 BRTE ALY o S BEURARBR
SR, TESALHLA b, w5535 529% A AL R 56 E AR A8 TR
KL ) API Token Il = %%, ™ H it T e /MR
JEOU, S A FR U R T T e R B
W, A7 MCP A= 5 P I BB i T A | Xﬂ‘@lﬁ‘%ﬂﬁﬁ
F14 s ol P DA B R TR B B ASCPIL A, 36 [ Al 1 —

J R T e 5 A B IR . 45T LLM A B 5 % Eﬂ?‘?j?/\
85 07 B 52 B RR R X S AR TUA Y T2 AR 5
BB B R, X P B80T B A S5 i R i 35t it
LAl ERE S W =00 R S B N L R A -y
JO7 A AT H /NS R DU, I BB 4R R A OAuth 45
B2 A R ALHIL, LA [ b 22 40 T 52 ) AL g
KRG

G L /%ﬁ& i % alz/\ 2 B A B A
B R4 5 Jfa-%‘ﬁ/i’ﬂxi‘]' F AKX EH; £F
FERARET ELZENL, FHEBGEL,

2 £ X W

[1] Kasneci E, Sessler K, Kiichemann S, et al. ChatGPT for good? On
opportunities and challenges of large language models for educa-
tion[J]. Learning and Individual Differences, 2023, 103: 102274

[2] Vaswani A, Shazeer N, Parmar N, et al. Attention is all you need[C]//
Proc of the 31st Annual Conf on Neural Information Processing
Systems. Red Hook, NY: Curran Associates, Inc. , 2017: 5998-6008

[3] Maharana A, Lee D H, Tulyakov S, et al. Evaluating very long-term
conversational memory of LLM agents[C]//Proc of the Annual
Meeting of the Association for Computational Linguistics. Strouds-
burg, PA: ACL, 2024: 13851-13870

[4] Wikipedia. Model Context Protocol [EB/OL]. 2025[2025-09-15].
https://en.wikipedia.org/wiki/Model_Context_Protocol

[5] Khoei T T, Ehtesham A, Kumar S, et al. A survey of the model
context protocol (MCP): Standardizing context to enhance large
language models (LLMs)[J]. arXiv preprint, arXiv: 2025040245,
2025

[6] GitHub. GitHub official MCP server[EB/OL]. 2025[2025-09-18].
https://github.com/github/github-mcp-server

[7] AWSLabs. AWS official MCP servers[EB/OL]. 2025[2025-09-18].
https://github.com/awslabs/mcp

[8] Zhao W X, Zhou Kun, Li Junyi, et al. A survey of large language
models[J]. arXiv preprint, arXiv: 2303.18223, 2023

[9] Hou Xinyi, Zhao Yanjie, Wang Shenao, et al. Model context protocol
(MCP): Landscape, security threats, and future research directions[J].

ACM Transactions on Software Engineering and Methodology, 2026
[2025-11-20]. https://doi.org/10.1145/3796519

L1o]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Xu Honghui, Li Kaiyang, Chen Wei, et al. A survey: Towards privacy
and security in mobile large language models[J]. arXiv preprint,
arXiv: 2509.02411, 2025

Fu Yuchuan, Yuan Xiaohan, Wang Dongxia. RAS-Eval: A
comprehensive benchmark for security evaluation of LLM agents in
real-world environments [J]. arXiv preprint, arXiv: 2506.15253, 2025
Kong Dezhang, Lin Shi, Xu Zhenhua, et al. A survey of LLM-driven
Al agent communication: Protocols, security risks, and defense
countermeasures [J]. arXiv preprint, arXiv: 2506.19676, 2025

Das B C, Amini M H, Wu Yanzhao. Security and privacy challenges
of large language models: A survey[J]. ACM Computing Surveys,
2025, 57(6): 1-39

Ye Wentao, Hu Jiaqi, Wang Haobo, et al. A trusted evaluation system
for safe deployment of large language models[J]. Journal of
Computer Research and Development, 2025, 62(7): 1668—1684 (in
Chinese)

(W 3CHF, BI9E5%, G, 45, T 0] KO 5 R 22 28 & 1l {5 07
fhPRFR (1], P SEALRFIT 5 & i, 2025, 62(7): 1668-1684)

Zhang Chi, Zhu Changjia, Xiong Junjie, et al. Guardians and
offenders: A survey on harmful content generation and safety
mitigation of LLM [J]. arXiv preprint, arXiv: 2508.05775, 2025
Goldstein O, La Malfa E, Drinkall F, et al. Jailbreaking large language
models in infinitely many ways[J].

10800, 2025

arXiv preprint, arXiv: 2501.

Li Nan, Ding Yidong, Jiang Haoyu, et al. Jailbreak attack for large
language models: A survey[J]. Journal of Computer Research and
Development, 2024, 61(5): 1156—1181 (in Chinese)

(2R, T a5 2R, VLI5S, 56 R A Bk 2k
FHLIFIE S K R, 2024, 61(5): 1156-1181)

Chen Kang, Zhou Xiuze, Lin Yuanguo, et al. A survey on data

(.3t

security in large language models[J]. arXiv preprint, arXiv: 2508.
02312, 2025

Wang Yixu, Teng Yan, Huang Kexin, et al. Fake alignment: Are
LLMs really aligned well?[C]//Proc of the 2024 Conf of the North
American Chapter of the Association for Computational Linguistics:
Human Language Technologies. Stroudsburg, PA: ACL, 2024:
46964712
Liu Yupei, Jia Yuqi, Geng Runpeng, et al. Formalizing and
benchmarking prompt injection attacks and defenses[CJ//Proc of the
33rd USENIX Security Symp. Berkeley, CA: USENIX Association,
2024: 18311847

Yeo A, Choi D. Multimodal prompt injection attacks: Risks and
defenses for modern LLMs[J]. arXiv preprint, arXiv: 2509.05883,
2025

Zhan Qiusi, Fang R, Panchal H S, et al. Adaptive attacks break
defenses against indirect prompt injection attacks on LLM agents
[Cl//Proc of Conf of the North American Chapter of the Association
for Computational Linguistics. Stroudsburg, PA: ACL, 2025: 7116—
7132

Yi Sibo, Liu Yule, Sun Zhen, et al. Jailbreak attacks and defenses

against large language models: A survey[J]. arXiv preprint, arXiv:


https://doi.org/10.1016/j.lindif.2023.102274
https://doi.org/10.7544/issn1000-1239.202440566
https://doi.org/10.7544/issn1000-1239.202440566
https://doi.org/10.7544/issn1000-1239.202440566
https://doi.org/10.7544/issn1000-1239.202330962
https://doi.org/10.7544/issn1000-1239.202330962
https://doi.org/10.7544/issn1000-1239.202330962
https://doi.org/10.7544/issn1000-1239.202330962

1190 IR 5 KR 2026, 63(5)

2407.04295, 2024 [34] NIST. Least privilege[EB/OL]. 2025[2025-09-15]. https:/csrc.nist.
Tai Jianwei, Yan uangning, Wang Jiajia, et al. Survey o ov/glossary/term/least_privilege

[24] Tai Jianwei, Yang Shuangning, Wang Jiaji . Survey of gov/glossary,  privileg
adversarial attacks and defenses for large language models[J]. Journal [35] Xu Chen, Zhu Runsu, Wu Zhenzhou, et al. Research on access control
of Computer Research and Development, 2025, 62(3): 563-588 (in security model[J]. Cyberspace Security, 2024, 15(1): 97-102 (in
Chinese) Chinese)
(EVREER, BT, EAREE, A7 K BRI EE 45 B H2rid (BRI, RTRIE, SEARYH, 45, Dy 2e S BORBISE (1], M4 2 2
L] IHAEHI S K e, 2025, 62(3): 563-588) 4,2024, 15(1): 97-102)

[25] He Pengfei, Xing Yue, Xu Han, et al. Multi-faceted studies on data [36] Sandhu R S. Role-based access control[J]. Advances in Computers,
poisoning can advance LLM development[J]. arXiv preprint, arXiv: 1998. 46: 237-286
2502.14182, 2025 [37] Cutler ] W, Disselkoen C, Eline A, et al. Cedar: A new language for

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

Zhao Shuai, Jia Meihuizi, Guo Zhongliang, et al. A survey of recent
backdoor attacks and defenses in large language models[J]. arXiv
preprint, arXiv: 2406.06852, 2024

Wang Qiaochen, Wu Zhengang, Liu Hu. A survey on security and
privacy problems in applications of large language models[J].
Industry Information Security, 2024(5): 40—45 (in Chinese)

(TR, RN, X0, KTE 18R 9% 42 5 B Fh Rl 2k
(7], TAkA% B2 42, 2024(5): 40-45)

Chen Yulin, Li Haoran, Sui Yuan, et al. Can indirect prompt injection
attacks be detected and removed?[C]//Proc of the 63rd Annual
Meeting of the Association for Computational Linguistics.
Stroudsburg, PA: ACL, 2025: 18189—18206.

Li Ang, Zhou Yin, Raghuram V C, et al. Commercial LLM agents are
already vulnerable to simple yet dangerous attacks[J]. arXiv preprint,
arXiv: 2502.08586, 2025

Liu Mingxing, Wang Junfeng, Lin Tao, et al. An empirical study of
the code generation of safety-critical software using LLMs[J].
Applied Sciences, 2024, 14(3): 1046

Xu Zihao, Liu Yi, Deng Gelei, et al. A comprehensive study of
jailbreak attack versus defense for large language models[C]//Proc of
the 62nd Annual Meeting of the Association for Computational
Linguistics: Findings. Stroudsburg, PA: ACL, 2024: 7432-7449
Model Context Protocol. What is the model context protocol
(MCP)?[EB/OL].2025[2025-09-15]. hitps://modelcontextprotocol.io/
docs/getting-started/intro

Krishnan N. Advancing multi-agent systems through model context
protocol: Architecture, implementation, and applications[J]. arXiv

preprint, arXiv: 2504.21030, 2025

expressive, fast, safe, and analyzable authorization [J]. Proceedings of

the ACM on Programming Languages, 2024, 8(OOPSLA1): 670-697

Zhang Quan, born in 1998. PhD, lecturer. His
main research interests include intelligent agent
security and system security.

R, 1998 4FEA ., L, PHI . REBIRTT
o R R A R A

Feng Juexiao, born in 1998. PhD. His main
research interests include artificial intelligence and
intelligent software.

BIRE, 1998 4, [, EEAFR I
AT, &Rt

Zhou Chijin, born in 1995. PhD, lecturer. His
main research interests include program analysis
and system security.

BR &, 1995 44 [t PRI, T EMIE TS
R AT R A

Jiang Yu, born in 1989. PhD, associate professor,
His main research interests include cyber-physical
systems and software systems security.

£ OF, 198944, M, BlHR. BEUI
T E B HERE ARG B RG LS.


https://doi.org/10.7544/issn1000-1239.202440630
https://doi.org/10.7544/issn1000-1239.202440630
https://doi.org/10.7544/issn1000-1239.202440630
https://doi.org/10.3390/app14031046
https://doi.org/10.1142/9789814366151_0002

	1 相关工作
	2 预备知识
	2.1 模型上下文协议
	2.2 权限控制

	3 实证研究流程
	3.1 MCP服务器收集
	3.2 调用图分析
	3.3 权限接口分析

	4 实证研究
	4.1 研究问题
	4.2 应用场景分析
	4.3 复杂度分析
	4.4 权限敏感API分析
	4.5 授权机制分析

	5 讨论与展望
	6 研究局限与效度威胁
	7 结　　论
	作者贡献声明
	参考文献

