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Abstract Single event upset (SEU) is caused by external radiation in outer space and it has a great
influence on computing reliability of space devices. As process technology scales, space devices
become more susceptible to SEU. SEU could result in silent data corruption (SDC), which means
wrong outcomes of a program without any crash detected. SDC may lead to serious failure and hence
cannot be ignored. As SDC-causing fault always propagates silently, it is very difficult to detect SDC.
To develop SDC detectors, SDC-causing instructions of a program should be identified as the first
step. However, this step usually needs a huge number of fault injections, which is extremely time-
consuming and not achievable for most applications. In this paper, we build data dependence graph
(DDG) to capture the dependencies among the values of instructions. Then the inter-function and
intra-function propagation that leads to SDC is analyzed and the sufficient condition of SDC-causing
instructions is demonstrated. Further, we propose a novel method of identifying SDC-causing
instructions. Taking advantage of the trace files of injection, our method can detect underlying SDC-
causing instructions without any expensive computations. Validation efforts show that our method

yields high accuracy and coverage rate with a great reduction of injection cost.

Key words single event upset (SEU); soft error; SDC-causing instruction; fault injection; fault

propagation
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Table 1 Error Categories Caused by Soft Error and Their Differences
F1 BRERSIENHELEBERERXS

Category Definition Complete Execution Right Output
Benign The execution gets correct output without any symptoms. Yes Right
Crash The execution is stopped abnormally. No No Output
Hang Resource is exhausted but the execution can’t be finished. No No Output

SDC The program generates erroneous output. Yes Wrong
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int sum(int size) {
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for (int :=0;:<size;i++)

{

k=Fk+1i;
}
return k;

}
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Fig. 1 The DDG of the program of sum.
B 1 SRAFRF sum B9 503 8 &

Table 2 The Instructions of the Program of sum and Their Corresponding Nodes in the DDG
F2 KRMEF sum WIESRERAXM M A

Source Code Instruction Read Write Nodes in The DDG
k=0 mov dword ptr [esp+0x24], 0x0 [esp+0x24] 1
i=0 mov dword ptr [ esp+0x20], 0x0 [esp+0x20] 2
mov eax, dword ptr [esp+0x20] [esp1+0x20] eax 3,9, 15
i<size cmp eax, dword ptr [esp—0x8] eax,[ espt0xlc] eflag 4, 10, 16
jl 0x80486da eflag eip 5,11, 17
) mov eax, dword ptr [esp+0x20 ] [esp+0x20] eax 6, 12
ek add dword ptr [esp+0x247], eax [espt+0x24],eax [esp+0x24] 7,13
i+t add dword ptr [esp+0x20], 0x1 [esp+0x20] [esp+0x20] 8, 14
return £ mov eax, dword ptr [esp+0x24 ] [espt+0x24] eax 18
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i Instructions related to i
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i mov eax, [ebp—0x10] i

i . . ) .
i Critical Instruction 1: | |Function B(x)| invoke

‘ mov [esp], eax E >
Call Function B Function 4

.....................

Function B

(a) Function parameter

h invoke

----------------------
i Instructions related to |
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ret ! Function 4 Function B
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B ERGGEEEEEEEEEEES
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' 3
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1 —_— 1 — )
' movds:0x0,0x1 ! z=1 Function B
1 - 1
1
i Function 4
"""""""""" A
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Y

Static Memory |

(c) Global variable

Fig. 2 The inter-function fault propagation
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Fig. 3 The flow chart of inference algorithm.
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