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A Network Security Analysis Model Based on the Increase in Attack Ability

Zhang Haixia Su Purui and Feng Dengguo
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Abstract In recent years network vulnerability analysis which is attracting more and more domestic
researchers and foreign researchers has become a hotspot in the field of information security. A new model
of network security analysis based on the increase in attack ability is proposed. It takes into account the
network environment and simulates the attacker’ s behavior and considers improving the attack ability as
attacker’ s ultimate target to generate attack graph. The method used to represent attack graph make the
attack target more clear because it uses the attack ability’ s increment to describe a goal which is more
accurate than the attack ability itself. The minimum attack cost analysis considers the influence of similar
attacks to compute the cost of each path for the first time which conforms to the actual process of attack
execution. The minimum environment change analysis can help people find out which attack path is most
likely to be adopted by the attacker which deals with IDS in a more reasonable way. These two analysis
methods are helpful for improving the network configuration. The algorithm of attack graph generation and
the method to analyze the attack graph proposed by the network security analysis model is more feasible

than the existing ones.
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Variables
N currem—the current node
N u—the attacker’ s goal node
Constant n—the search depth which set in advance
Algorithm
(@D Function GenerateTree N yren
@ I Newrent- depth<n
® GenerateAllSubNode N e
@ I Newen- depth =n —1&&N e - hasUnsearchedChildN
® N eurrent = Nearrent s first child node
©® GenerateTree N yyent
@  else
® If Nowent- hasUnsearched BN
©) N eurrent = Newrrent 8 first brother node
() Else
() While  Neyren - parenthasUnsearched BN
@ N aurrent = N eurrent - parent
® If N iyrrent == root
() Flagend = true
® Break
() If Flagend == false
(1) GenerateTree N pren
Fig. 3 The second algorithm.
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AG—the attack graph
AT—the attack tree

AC—the array of Attack ability
TN—tree node

ac—certain attack ability

AC i . NodeSet—the nodes set according to the ith element of AC.
Algorithm

D Function GenerateAttackGraph
Foreach TN € AT
If TN.ac€ AC
TN . code = ac . suffixInAC
Else
InsertIntoAC ac
TN . code = AC. length
Arrange AC {rom small to big
Foreach ac in AC
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If TN1.hasSameEdge TN2
Combine the next node of them.
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Fig. 4 The third algorithm.
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Table 1 Connectivity Relationship of Hosts
1
Hosts Attacker  Web Server  Windows Linux
Attacker y 80 n n
Web Server y y y y
Windows n 80 y trust
Linux n n y y

80 A 80 B
trust A B

Table 2 List of Vulnerabilities
2

Vulnerability Name Exploit Type CVE Code

Trust Vulnerability Remote user logon

IIS buffer overflow Remote get root privilege CAN-2002-0364
JDBC remote code execute Remote get user privilege CVE-2002-0866
Linux single byte overflow Remote get root privilege CAN-2003-0252
CVE-2006-2373

SMB privilege elevation Local get root
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Fig. 10 The generated attack tree.
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B—~>1=>2—>G
0:{&}
1:{ Atr_priH_IISroot }
2:{ Att_pri.H_IISroot, Ati_pri.H_WindowsUser}
3:{ Au_pri. H_IISroot, Att_pri.H_Limoroot }
4:{ Atr_pri.H_IISroot, Ati_pri.H_WindowsUser, Att_DataH_Limomysql }
5:{Ant_pri.H_IISroot, Att_pri.H_Windowsroot
6 {Ant_pri.H_IISroot, Att_pri.H_WindowsUser, Att_Pri.H_Limoroot}
T:{ Att_pri.H_IiSroot, Att_pri.H_Limoroot, Att_DataH_Limomysql}
8:{ Att_pri.H_IISroot, Att_pri.H_Windowsroot, Att_DataH_Limomysql}
9:{ Atr_pri. H_IiSroot, Att_pri.H_WindowsUser, Att_Pri.H_Limoroot, Att_DataH_Limomysql }
10:{ Arr_pri. H_IISroot, Ati_pri.H_Limoroot, Ati_pri.H_Windowsroot }
11:{Aer_pri.H_IiSroot, Att_pri.H_Limoroot, Att_pri.H_Windowsroot, Att_DataH_Limomysql )}
Fig. 12 The attack graph representing attack ability.
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Table 3 The Coefficient List of Vulnerabilities IDS
3 IDS
Related Function Vi Vv, Vs Vs Vs
Ids AE 1 1 1.5 1 2
h AE 0.5 1.5 0.5 1 1
8 4-5
4
11-12
Table 4 The Result of Minimum Environment Analysis Prolog

4
Vul Sequene Nodes Sequene
No dln Result
being used in Fig.7
1 2351 B—>1—>2—>3—>G d 3.1875

2 23541 B—>1>2>3>4—>G d 3.8000

B—>1=>2>4—>3—>G d 3.6000

4 2341 B—>1=>2—>4—>G 2.6875
5 251 B—>1>3—~>G d 3.0000
6 2531 B—>1>3—>2—>G d 3.5000

7 25341 B—>1->3>2>4—>G d 4.0500

B—>1->2—>G 2.1667
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Over recent years network security evaluation and analysis became a research focus of network security. There are many works

on network modeling and vulnerability analysis but they are not perfect and still need to be improved. In this paper a new network

security analysis model and two analysis methods have been proposed to analyze the security character of network more reasonably

which can be more feasible and reasonable.

2006AA01Z433.

This research work is supported by the National Natural Science Foundation of China under the grant No. 60403006 and by the
National High-Tech Research and Development Plan of China 863

under the grant No. 2006AA01Z437 2006AA01Z412 and



	F1: 
	F2: 
	F3: 
	F4: 


