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A Key Pre-Distribution Scheme for Wireless Sensor Networks Based on the

Symmetric Balanced Incomplete Block Design

Xia Geming Huang Zunguo and Wang Zhiying
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Abstract This paper focuses on key pre-distribution a foundational problem of security in wireless sensor
networks. A novel key pre-distribution scheme named sBIBDyy, gumad KPS was devised by authors based on
combinatorial designs technique. The essence of sBIBDjpgumad KPS is constructing symmetric balanced
incomplete block design with Hadamard matrix and mapping it to a key pre-distribution scheme. The
derivation and data illuminated that sBIBDjjgumad KPS and its extended versions improvement themselves
than the most scheme in existence mainly on three facets. First sBIBDjjjumad KPS make the pair sensor
nodes to share common keys at a higher sharing probability with the same key chain size and achieved a
smaller average key path length especially to do all of that without asking for a node neighbor degree more
than 2. Second sBIBDjgamarda KPS make the pair sensor nodes to share more than one keys and by
carrying out a particular method to compositing the common key in time it enhanced the security by
enlarged the key space in the face of attacks using key analyzing. Finally sBIBDjpgum.rq KPS upgrade itself
to support many more nodes by two means named complementary set design and key slicing and optimize

the energy expenditure at the same time.
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Table 4 Improvement in Network Size and
Key Intensity by Key Slicing
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588800
302 76 37 2126 76 532 230«
7
P
265
398 100 49 2798 100 700 2%
798 200 99 5598 200 1400 2%
1150 288 143 8190 288 2016 2%

Notes Key chain length is caculated as the multiple of a DES key

and numeric within the parenthesis means slicing degree.
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Table 5 Contrast on Sharing Probabilities of KS_Cextended_

SBIBDy,gamara With Basic Random

5 KS_Cextended_sBIBDy,gamara Basic Random

Key Sharing Probabilities

Key Chain  Number of  Neighbor —
Length Nodes Degree KS_Cextended Basic

sBIBDgadumara Random
14 886 29 0.998867 0.2012
24 1534 37 0.999347 0.3171
38 2430 42 0.999588 0.4534
54 3454 47 0.999710 0.5758
72 4606 51 0.999783 0.6812

Table 6 Contrast on Sharing Probabilities of KS_Cextended_
SBIBDy.gamara With Hybrid Symmetric Design

6 KS_Cextended _sBIBDy,gamara  Hybrid SymmetricDesign

Number of Nodes Hybrid Symmetric

extentding ratio Design
Key Chain
Length Key KS- Hybrid KS-

Sharing Cextended-  Symmetric ~ Cextended-
Probabilities  sBIBDjyqumard Design SBIBDadamard

14 250 27 % 254 0.89 0.996016

24 750 27 % 758 0.89 0.998675

38 1500 6% 1502 0.97 0.999333

54 3000 5% 3022 0.98 0.999669

72 5250 3% 5278 0.99 0.999810

Notes Key chain length is caculated as the multiple of a AES key
and the neighbor degree of KS_Cextended_sBIBDjy,umard is setted to 2.
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Table 7 Contrast on the Average Path Length of KS_ Basic Random
Cextended_sBIBDy,qamara With Other Schemes
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1 Basic Random
Average Key Path Length . .
verage ey Talh -onk Symmetric Design
Number of Key Chain Neighbor  Hybrid KS_
Basic KS_
Nodes Llength Degree Symmetric Cextended_ ’
Random ~
Design  sBIBDyy,qamard (/eXtended*SBIBDHadamard

250 14 29 1.14 1.003984 1.31 8

750 24 37 1.15 1.001325  1.33 128b AES 8h

1500 38 42 1.04  1.000667 1.34 d=16

3000 54 47 1.03 1.000331 1.35 .

Table 8 Contrast on the Network Size of KS_ Cextended_
5250 72 51 1.01 1.000190 1.35

Notes Key chain length is caculated as the multiple of a AES key

and the neighbor degree of KS_Cextended_sBIBDyy, g is setted to 2.
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Research Background

For its wonderful applied foreground wireless sensor network turns into a research hotspot nowadays. A great deal of works
have been carried out to study the fundamental problems of wireless sensor networks including the security. For security of wireless
sensor networks the main topic is the key pre-distribution. There are many key pre-distribution schemes for wireless sensor
networks constructed by various methods such as probabilistic subset bivariate polynomial generating matrix of a MDS code and so
on. This paper presents a novel scheme based on combinatorial mathematics. The scheme named sBIBDjy,gumad KPS is constructed on
the symmetric balanced incomplete block design using Hadamard matrix. The sBIBDyy,gamara KPS improves itself than the most scheme
in existence on a higher sharing probability and a shorter average key path length with the same size of key chain and it can make the
pair nodes share more than one key and do all that without asking for a node neighbor degree more than 2. By carrying out a
particular method of compositing the common key in time for the pair nodes it enhances the security by enlarging the key space for
key analysis. Furthermore sBIBDpgumara KPS expands itself to support many more nodes by two means named complementary set

design and key slicing.



	F1: 
	F2: 
	F3: 
	F4: 
	F5: 
	F6: 


