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Abstract The multi-class classifier used in the existing source camera identification algorithms usually
leads to numbers of problems, such as unavoidable false classification of the images out of the training
models, decreasing accuracy as camera models increasing and the lack of expansibility. Focusing on
these problems, a method for source camera identification based on the combination of one-class SVM
and multi-class SVM is proposed in this paper. By solving covariance matrix equation, the authors
reduce the perturbing term introduced by the pipeline of imaging, and improve the estimating precision
of CFA interpolation coefficients. To obtain a more efficient feature space for classification, the
sequential forward feature selection method is implemented to construct feature vector as the input of
the classifier. The strategy using the combination of OC-SVM and MC-SVM as the classifier in the
approach provide an effective approach for the classification of images out of training models and
system’s expansibility. In the combination, the OC-SVM is used to expose the images that captured
by an unknown camera model, and the MC-SVM trains a new multi-class model to classify the image
source according to the positive results of the OC-SVM. The experiments indicate that average
accuracies of 90. 4% for camera model identification from 28 cameras, and 79. 3% for three outlier

camera model detection are obtained respectively in this method.
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Fig. 1 The feature selection curve of SFFS.
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Table 1 The Classification Results for 28 Camera Models in a0 AR e BRAG T X R4 CFA {8 250 iR

the Training Model
F1 328 MBANEGRIENBUELS R

Camera No. Accurate Detection/Samples  Accuracy/ %
1 126/130 96. 9
2 249/290 85.9
3 59/66 89. 4
4 113/130 86.9
5 290/332 90.1
6 84/98 85.7
7 11/50 82.0
8 108/114 94.7
9 102/114 89.5

10 107/114 93.9
11 54/66 81.8
12 344/386 89.1
13 112/130 86.2
14 107/130 82.3
15 139/146 95.2
16 166/178 93.3
17 149/162 92.0
18 116/130 89.2
19 205/210 97.6
20 118/130 90. 8
21 115/130 88.5
22 75/82 91.5
23 105/114 92.1
24 108/114 94.7
25 128/146 87.7
26 155/162 95.7
27 187/210 89.0
28 136/146 93.2

Average Accuracy/ % 90. 4

Table 2

Models
F2 MRMERENEGKRENIIESER

Camera models

Accurate Detection [Samples Accuracy/ %

Canon IXUS 300 137/171 80. 1
Sony DSC-V3 141/189 74.6
Nikon S210 179/216 82.9
Average Accuracy/ % 79. 34
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The Classification Results for Three Outlier Camera
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Verifying the integrity and authenticity of the digital image has been attracted increasing attention in recent years.
Compared with the active approach that is called digital watermarking, a more practical, while more challenging approach is
called blind and passive digital image forensics. The digital image forensics aims for providing efficient and practical tools to
expose the digital image forgeries, and helping the forensic analysts to ensure the integrity and authenticity of the digital
evidences that are presented in court.

An important branch of digital image forensics is the identity of the source camera. The source camera classification
methods intend to identify the camera model that captures the given digital image. Several methods have been proposed in the
past few years, and decent identification accuracies have been obtained. However, there are two important problems urgently to
be addressed. The first one is the quickly degressive identification accuracy while the camera models increase. The other one is
how to expose the images captured by an unknown camera model that out of the training models.

Focusing on these two problems. this paper proposes a novel approach to source camera identification. Using covariance
matrix, we reduce the perturbing term that is introduced by imaging pipeline in estimating the CFA interpolation coefficients.
For exposing the outlier camera models, a combined classifier of one-class SVM and multi-class SVM is applied in our method.
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