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Abstract With the exponential increase in the transistors per chip, microprocessors are becoming
more susceptible to soft errors. Control flow checking has been proved effective in promoting soft
error tolerant ability of microprocessors. The conventional control flow checking method inserts large
number of signature instructions in the program by compiler. So it imposes large overheads on both
binary code size and program execution performance. Moreover, the conventional control flow
checking method does not consider the recovery from control flow errors. A new method, control flow
checking and recovering by compiler signatures and hardware checking (CFCCH), is proposed in this
paper to solve the aforementioned problems. CFCCH uses a compiler to insert signature data, not
signature instructions, in the program to reduce the binary code size. Hardware checking is
automatically triggered after the branch/jump instruction so that the execution cycles of the checking
operation can be reduced. Hardware implemented context saving and recovering is also proposed to
provide fast recovering from control flow errors. CFCCH based on 8051 architecture is implemented in
this paper. Random faults are injected in the 8051 microcontroller with CFCCH to evaluate the soft
error tolerant ability. The experimental results demonstrate that compared with the conventional
control flow checking method, CFCCH can efficiently reduce the binary code size and program

execution time while keeping the same soft error tolerant ability.
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Fig. 1 Control flow graph. (a) Without run-time adjusting

signature and (b) With run-time adjusting signature.
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Assign a unique signature value S; to every
node v;
Insert S; in the head of v,
for every node v; in CFG do
if v; is NOT a multi-fan-in node then
Select {v;} = pred(v;)
Calculate signature distance of v;, d;,=S,
@S,
Insert d; before S; in the head of v,
else
Select v; € pred(v;), calculate d;=S,PS,;
Insert d; before S; in the head of v;
for every node v, € pred(v;) do
if v, v; then
Run-time signature D, =S,@S,
Inset D, after S, in the head of v,
else
Insert D, =0 after S; in the head of v,
endif
endfor
endif

endfor
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with inserted signature instructions and (b) CFCCH

Program segment after insertion. (a) CFCSS

with inserted signature data.
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Table 1 Operation of Hardware Checking
x 1 FEHERNIRE

Cycle Operation
1 Read d; from instruction memory, update Sreg=Sreg®
Areg®d,;
2 Read S; from instruction memory, compare with Sreg.

If not identical, generate error signal.

3 Read A; from instruction memory, update Areg=A;
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Fig. 3 Normalized comparison. (a) Binary code size comparison and (b)

Performance comparison.
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Fig. 4 Results of fault injection experiment with different

checking scheme.
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Research Background

Microprocessors now are widely used in space environment, which consists of various high-energy particles. The particle-
induced soft errors threaten the reliability of integrated circuits and systems in space. With the development of integrated
circuit, microprocessors are more and more susceptible to soft errors. About 33% to 77% soft errors are control flow errors,
which means wrong execution trace. Conventional control flow checking methods are based on software, which imposes large
overhead on both binary code size and execution performance. Moreover, these software based methods could not recover from
control flow errors. Once detecting control flow errors. the chip is reset. This is infeasible for some real time control embedded
systems.

Control flow checking by compiler signatures and hardware checking (CFCCH) is proposed in this paper. Compiler inserts
signature data, not signature instructions in the program, so that the binary code size can be largely reduced. The hardware
checking is triggered after the execution of branch/jump instruction to accelerate the checking process. Hardware implemented
context saving and recovering is also proposed. which makes it feasible to fast recover from wrong trace without resetting the
microprocessor. The experimental results demonstrate that compared with the conventional control flow checking methods,
CFCCH efficiently reduces binary code size and program execution time while keeping the same fault tolerant ability.

This work is supported by the 973 Project of China under grant No. 2007CB310901, the National High-Tech Research and
Development Program of China (863 Project) under grant No. 2007 AA01Z101, and the National Natural Science Foundation of
China under grant No. 60773024,



