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Abstract Network system is generally faced with invasion of the external and internal threat agents.
Moreover, threat agents have the capability of spreading threats via the interrelation among
vulnerabilities and components in the network, bringing about potential threats. Designing a
reasonable model to identify, analyze and quantitatively measure the consequences resulting from
potential threats is one of the main challenges that the research of network security evaluation faces.
For this issue, a hierarchical evaluation approach based on the threat spread model for the network
security is proposed. Firstly the threat spread model is put forward to identify the threat agents,
analyze the spread paths of threats, and predict potential threats. The threat spread model includes
target network model, threat agent model, threat spread graphs and threat spread algorithm. On this
basis, the security measure model is presented to compute the danger indexes of services, hosts and
network system respectively. The security measure model is composed of spread graphs, metrics,
metric computing functions and index computing functions. Based on the novel approach, the
prototype system is implemented and applied by an enterprise local network system. The result
demonstrates the correctness of the threat spread model and the advantage of the approach compared

with traditional methods.
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Hierarchical network system model based on

attributes.
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Fig. 2 Example of the threat spread graph.
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Input:
P_APS | * Set of action patterns possibly used * /
IA [ % Set of initial attributes values of the network
system * /
IC [ * Set of initial capability attributes values of
threat agents * |
Output:
TSGraph=(As UA,, T,E,L) | % threat spread graph * |
Procedure TSAlgorithm
| * AQ is the dispatch queue of attribute values * /
O AQ<IAUIC;
| * RA is the set of reachable attribute values of

network system * /

@ RA<(;

@  While (AQ! =)

@ [f<-AQ. Dequeue() ;

O] RA<RAU{f}:
| * P_APS; is the subset of action patterns P_
APS where the action pattern’s precondition set
includes the same predicate as the predicate of f * |
| % AT is the set of spread actions from action
patterns instantiated % |

© AT=<Instantiate(P_APS;) ;
| % Actions is the set of spread actions * |

@D For each at€ AT Do

® If Car€ Actions) &.8.(satisfy(at, RA)) Then

O] Actions<ActionsU {at} ;

@ For each e€at. Eff Do

(D) AQ. Enqueque(e) ;

@  TSGraph<-DrawTSGraph(Actions,IA,IC,RA);

Fig. 3 Detailed description of the threat spread algorithm.
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Fig. 4 Vulnerability v successfully exploiting probability p
() distribution function with respect to the time ¢.
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The Predicates Used to Describe the Attributes of the Network System

x1 HAMKRZREMEHIEIR

Hierarchy Attribute Description
Network  Connection (s; Host, d: Host, pro: Protocol, port: The source host s has the capability to access to the port port of
Port) destination host d via the protocol pro.
HasPrivilege(h : host, priv:Privilege) Threat agents have the privilege priv on host h.
RunCode(h: Host, priv:Privilege) Threat agents have the privilege priv on host A to run code.
Host InfolLeakage (h:Host, data:Data) Threat agents are able to steal the data data on the host h.
DataModification(h ; Host, data:Data) Threat agents are able to tamper with the data data on the host A.
Service NetworkService(h : Host, sn: ServiceName, The service sn runs on the host A, which listens to the port port and

pro: Protocol, port: Port)
Dos(h:Host, sn: ServiceName)
VulExists(h: Host, sn:ServiceName, cveld:CvelD)

communicates via the protocol pro.
The service sn of the host & denies access.

The vulnerability cveld exists in the service sn of the host h.

K5 2 R R G AR STk TR Ho e AR B
5« e 55 9 T RSO 1 R 45 3 8 v IR 55 A7 AE 1Y
i 55 AR B 5 E IO 4 A BT L S o SR O 2% R e it
FHT SR L 3 DS A A BT K MU A B 2 H i 2P
TFa) o 2 38 £ 9 P GA O 2R 5 o AR I 2R 408 77 £ 0 190

SFAEIIHT AR R A ORI AR RE T 5 1R 2 A R Kb
ISR B AT AR FE R B R e b, AT T
ONTFIESS A5 K e CVEN F o 32K 19 5 UL B A7
NI RBGSAE T 18 FE WL AT A B T
A TFNESS sBE B CVE w435 UL e 55 4.
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Fig. 5 The architecture of the prototype system.
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Fig. 6 The enterprise local network topologies.
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Table 2 The Configured Rules Permission to Access in The
Firewalls
F 2 BNERIFIS RN EE R
Firewall Source Host Destination Host

F 192.168. 1. 1/24 ¥
! * 192.168. 1. 254

F, 192.168. 0. 1/24 192.168. 2.2

F; 192.168.1.1/24 192.168.0.1/24

PSRN S 7 R B £ o o R (e U
Nessus [Ifg 55 & 314 4% X5 2 [ Bz 4 #2547 #1488 . % B
3 B kg5 EATAEM I HESS A, WK 3 Prs. X 3
AN 553 1A T AR i B N Al AT R R _bo f
Chod s st) FIT B B0 1 SO B 5 R AT LIRS 4L
hX EbR BB L0 sn 255 A ke Bty - HH A ik
3% 4 s, [ AIDSTE J&4F b o Bk 3T LA
202.103.96. 25 F1 192. 168. 1. 253 K iF EHL A &5
FAF o AT B E TR AR

Table 3 The Vulnerabilities in Hosts
£33 ENMEHRESER

Host 192, 168. Service Vulnerability CVE No.
1. 254 Apache ) CVE-2006-3747
0.1 SQL Server vy CVE-2002-1123
0.1 RPC V3 CVE-2008-4250
2.2 SQL Server vy CVE-2002-1123

Table 4 The Action Pattern Description of the Remote Buffer
Overflow Exploit

4 EZBRANGFHERUTHEXHEIR
Name R bof

vuls CVE-2003-0245, CVE-2006-2372, CVE-2006-3747,
CVE-2002-1123,CVE-2008-4250, ***

Var ssdysn, ports pro,cveld

Pre VulExists(d ,sn,cveld)
NetworkService(d ,sn, pro, port)
Connection(s,d , pro, port)

RunCode(s,ROOT)

Eff RunCode(d .ROOT)
Dos(d ,sn)
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6=0.85,1,=0.1025.,2,=0.0172,8=6, (1) i}
FARE] po)=0.47, p(0v,) =0.23, p(v,) =0. 23,

i — 2D MR AL AT 5 1 59 a5 1] A OC 2 AT LA A5 )
d(r))=d () =p(0vy) =0.47,d (1) =d (z,) =
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Fig. 7 The threat spread graph of the enterprise local
network.
L7 Al o 358 ) 2% jgk ol 47 % %1
Table 5 The Semantic of the Nodes in the Threat Spread
Graph
x5 HBWEBEPRETRIEY
Node n Label Function L(n)
a) RunCode(202. 103. 96. 25, ROOT)
as RunCode(192. 168. 1. 254,ROOT)
as RunCode(192. 168. 0. 1,ROOT)
a; RunCode(192. 168. 2. 2,ROOT)
as Dos(192. 168. 1. 254, Apache)
ag Dos(192. 168. 0. 1,SQL Server)
ar Dos(192.168. 0. 1,RPC)
as Dos(192. 168. 2. 2,SQL Server)
ay RunCode(192. 168. 1. 253, ROOT)
71 R_bof(202.103. 96. 25,192. 168. 1. 254, Apache)
2 R_bof(192.168. 1. 254,192, 168. 0. 1,SQL Server)
T3 R_bof(192.168. 1. 254,192. 168. 0. 1,RPC)
T4 R_bof(192.168.0.1,192. 168. 2. 2,SQL Server)
75 R_bof(192.168. 1. 253,192, 168. 1. 254, Apache)
76 R_bof(192. 168. 1. 253,192. 168. 0. 1,SQL Server)
7 R_bof(192.168. 1. 253,192. 168. 0. 1,RPC)




Wi B TR T A A T Y J U A T 25 22 A2 VTA O vk

953

192.168. 2.2 I #) SQL Server ik 5 fil Sshd Ik %% ;
M ENL R K - G IS 48 B s 194 192, 168, 1.
254, F R B 2192, 168. 2. 2; 4% R G I TGk $8 5

8. 8, th TaR i M E [0, 30 ], LB ek 4k T
BARG.

Table 6 The Deployment of the Servers, the Value of the Metrics and Danger Index
6 MEFMENEBRMBRIEHY

Host h Service Name  Set of Threats Metric Weight of Importance Danger Index
192. 168. s DA DV(a) PV(a) Ws(s) Wi (h Ts Tn Ty,
a; (10,10,10) 0. 47
Apache 0. 49 14.1
as (0,0,10) 0.47
1. 254 0.43 14.1
Smtpd as (10,10,10» 0. 47 0.42 14.1
Sshd as (10,10,10) 0.47 0.09 14.1
as (10,10,10) 0.23
SQL Server 0.92 6.9
ag (0,0,10) 0.23
8.8
0.1 as (0,0,10) 0.23 0. 35 6.8
RPC 0.02 2.3
a (0,0,10) 0.23
Sshd as (10,10,10) 0.23 0. 06 6.9
ay (10,10,10» 0. 05
SQL Server 0.93 1.5
2.2 ag (0,0,10) 0.05 0.21 1.5
Sshd ay (10,10,10) 0. 05 0. 07 1.5
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